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Preface
Rapid advances in digital sensors, networks, storage, and computation, along with their availability at
low cost, are leading to the creation of huge collections of data. Initially, the drive for generation and
storage of data came from scientists; telescopes and instruments such as the Large Hadron Collider
(LHC) generate a huge amount of data that needed to be processed to enable scientific discovery. LHC,
for example, was reported as generating as much as 1 TB of data every second. Later, with the popularity of the SMAC (social, mobile, analytics, and cloud) paradigm, enormous amount of data started to
be generated, processed, and stored by enterprises. For instance, Facebook in 2012 reported that the
company processed over 200 TB of data per hour. In fact, SINTEF (The Foundation for Scientific and
Industrial Research) from Norway reports that 90% of the world’s data generated has been generated in
the last 2 years. These were the key motivators towards the Big Data paradigm.
Unlike traditional data warehouses that rely in highly structured data, this new paradigm unleashes
the potential of analyzing any source of data, whether structured and stored in relational databases;
semi-structured and emerging from sensors, machines, and applications; or unstructured obtained from
social media and other human sources.
This data has the potential to enable new insights that can change the way business, science, and
governments deliver services to their consumers and can impact society as a whole. Nevertheless, for
this potential to be realized, new algorithms, methods, infrastructures, and platforms are required that
can make sense of all this data and provide the insights while they are still of interest for analysts of
diverse domains.
This has led to the emergence of the Big Data computing paradigm focusing on the sensing, collection, storage, management and analysis of data from variety of sources to enable new value and
insights. This paradigm enhanced considerably the capacity of organizations to understand their
activities and improve aspects of its business in ways never imagined before; however, at the same
time, it raises new concerns of security and privacy whose implications are still not completely
understood by society.
To realize the full potential of Big Data, researchers and practitioners need to address several challenges and develop suitable conceptual and technological solutions for tackling them. These include
life-cycle management of data; large-scale storage; flexible processing infrastructure; data modeling;
scalable machine learning and data analysis algorithms; techniques for sampling and making trade-off
between data processing time and accuracy and dealing with privacy and ethical issues involved in data
sensing, storage, processing, and actions.
This book addresses the above issues by presenting a broad view of each of the issues, identifying
challenges faced by researchers and opportunities for practitioners embracing the Big Data paradigm.

ORGANIZATION OF THE BOOK
This book contains 18 chapters authored by several leading experts in the field of Big Data. The book
is presented in a coordinated and integrated manner starting with Big Data analytics methods, going
through the infrastructures and platforms supporting them, aspects of security and privacy, and finally,
applications.
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The content of the book is organized into four parts:
I.
II.
III.
IV.

Big Data Science
Big Data Infrastructures and Platforms
Big Data Security and Privacy
Big Data Applications

PART I: BIG DATA SCIENCE
Data Science is a discipline that emerged in the last few years, as did the Big Data concept. Although
there are different interpretations of what Data Science is, we adopt the view that Data Science is a
discipline that merges concepts from computer science (algorithms, programming, machine learning,
and data mining), mathematics (statistics and optimization), and domain knowledge (business, applications, and visualization) to extract insights from data and transform it into actions that have an impact
in the particular domain of application. Data Science is already challenging when the amount of data
enables traditional analysis, which thus becomes particularly challenging when traditional methods
lose their effectiveness due to large volume and velocity in the data.
Part I presents fundamental concepts and algorithms in the Data Science domain that address the
issues rose by Big Data. As a motivation for this part and in the same direction as what we discussed
so far, Chapter 1 discusses how what is now known as Big Data is the result of efforts in two distinct
areas, namely machine learning and cloud computing.
The velocity aspect of Big Data demands analytic algorithms that can operate data in motion, ie,
algorithms that do not assume that all the data is available all the time for decision making, and decisions need to be made “on the go,” probably with summaries of past data. In this direction, Chapter 2
discusses real-time processing systems for Big Data, including stream processing platforms that enable
analysis of data in motion and a case study in finance.
The volume aspect of data demands that existing algorithms for different analytics data are adapted
to take advantage of distributed systems where memory is not shared, and thus different machines have
only part of data to operate. Chapter 3 discusses how it affects natural language processing, text mining,
and anomaly detection in the context of social media.
A concept that emerged recently benefiting from Big Data is deep learning. The approach, derived
from artificial neural networks, constructs layered structures that hold different abstractions of the same
data and has application in language processing and image analysis, among others. Chapter 4 discusses
algorithms that can leverage modern GPUs to speed up computation of Deep Learning models.
Another concept popularized in the last years is graph processing, a programming model where an
abstraction of a graph (network) of nodes and vertices represents the computation to be carried out.
Likewise the previous chapter, Chapter 5 discusses GPU-based algorithms for graph processing.

PART II: BIG DATA INFRASTRUCTURES AND PLATFORMS
Although part of the Big Data revolution is enabled by new algorithms and methods to handle large
amounts of heterogeneous data in movement and at rest, all of this would be of no value if computing platforms and infrastructures did not evolve to better support Big Data. New platforms providing
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different abstractions for programmers arose that enable problems to be represented in different ways.
Thus, instead of adapting the problem to fit a programming model, developers are now able to select
the abstraction that is closer to the problem at hand, enabling faster more correct software solutions to
be developed. The same revolution observed in the computing part of the analytics is also observed in
the storage part; in the last years, new methods were developed and adopted to persist data that are more
flexible than traditional relational databases.
Part II of this book is dedicated to such infrastructure and platforms supporting Big Data. Starting
with database support, Chapter 6 discusses the different models of NOSQL database models and systems that are available for storage of large amounts of structured, semi-structured and structured data,
including key-value, column-based, graph-based, and document-based stores.
As the infrastructures of choice for running Big Data analytics are shared (think of clusters and
clouds), new methods were necessary to rationalize the use of resources so that all applications get their
fair share of resources and can progress to a result in a reasonable amount of time. In this direction,
Chapter 7 discusses the general problem of resource management techniques for Big Data frameworks
and a new efficient technique for resource management implemented in Apache YARN. Chapter 8 presents a novel technique for increasing resource usage and performance of Big Data platforms by applying
a “resource-shaping” technique, whereas Chapter 9 contains a survey on various techniques for optimization of many aspects of the Hadoop framework, including the job scheduler, HDFS, and Hbase.
Whereas the previous three chapters focused on distributed platforms for Big Data analytics, parallel platforms, which rely on many computing cores sharing memory, are also viable platforms for Big
Data analytics. In this direction, Chapter 10 discusses an alternative solution that is optimized to take
advantage of the large amount of memory and large number of cores available in current servers.

PART III: BIG DATA SECURITY AND PRIVACY
For economic reasons, physical infrastructures supporting Big Data are shared. This helps in rationalizing the huge costs involved in building such large-scale cloud infrastructures. Thus, whether the
infrastructure is a public cloud or a private cloud, multitenancy is a certainty that raises security and
privacy concerns. Moreover, the sources of data can reveal many things about its source; although many
times sources will be applications and the data generated is in public domain, it is also possible that
data generated by devices and actions of humans (eg, via posts in social networks) can be analyzed in a
way that individuals can be identified and/or localized, an issue that also raises privacy issues. Part III
of this book is dedicated to such security and privacy issues of Big Data.
Chapter 11 addresses the issue of spatial privacy of users of social networks and the threats to it
enabled by Big Data analytics. Chapter 12 addresses the issue of the use of shared resources for Big
Data computing and ways to protect queries and prevent loss of privacy on correlated data.
Chapter 13 is dedicated to methods to perform consumer analytics when shopping. It introduces
methods to infer the location of mobile devices and to estimate human behavior in shopping activities.

PART IV: BIG DATA APPLICATIONS
All the advances in methods and platforms would be of no value if the capabilities offered them did
not generate value (whatever definition of value we take into consideration). Thankfully, this is not the
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case, and a range of applications in the most diverse areas were developed to fulfill the goal of delivering value via Big Data analytics. These days, financial institutions, governments, educational institutions, and researchers, to name a few, are applying Big Data analytics on a daily basis as part of their
business as usual tasks. Part IV of this book is dedicated to such applications, featuring interesting use
cases of the application of Big Data analytics.
Social media arose in the last 10 years, initially as a means to connect people. Now, it has emerged
as a platform for businesses purposes, advertisements, delivery of news of public interest, and for
people to express their opinions and emotions. Chapter 14 introduces an application in this context,
namely a Big Data framework for mining opinion from social media in Thailand. In the same direction,
Chapter 15 presents an interesting case study of application of Big Data Analytics to mine social media
to evaluate the effect of the weather in people’s emotions.
The entertainment industry can also benefit from Big Data, as demonstrated in Chapter 16, with
an application of Big Data analytics for optimization of delivery of video on demand via the Internet.
Big Data analytics is also disrupting core traditional sectors. As an example, Chapter 17 presents
a case study on application of Big Data Analytics in the energy sector; the chapter shows how data
generated by smart distribution lines (smart grids) can be analyzed to enable identification of faults in
the transmission line.
e-Science is one of the first applications driving the Big Data paradigm in which scientific discovery
are enabled by large-scale computing infrastructures. As clusters and grids became popular among research institutions, it became clear that new discoveries could be made if these infrastructures were put
to work to crunch massive volumes of data collected from many scientific instruments. Acknowledging
the importance of e-Science as a motivator for a substantial amount of innovation in the field leading
to the establishment of Big Data, Chapter 18 concludes with various e-Science applications and key
elements of their deployment in a cloud environment.
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1.1 INTRODUCTION
Although the term “Big Data” has become popular, there is no general consensus about what it really
means. Often, many professional data analysts would imply the process of extraction, transformation,
and load (ETL) for large datasets as the connotation of Big Data. A popular description of Big Data
is based on three main attributes of data: volume, velocity, and variety (or 3Vs). Nevertheless, it does
not capture all the aspects of Big Data accurately. In order to provide a comprehensive meaning of Big
Data, we will investigate this term from a historical perspective and see how it has been evolving from
yesterday’s meaning to today’s connotation.
Historically, the term Big Data is quite vague and ill defined. It is not a precise term and does not
carry a particular meaning other than the notion of its size. The word “big” is too generic; the question how “big” is big and how “small” is small [1] is relative to time, space, and circumstance. From
an evolutionary perspective, the size of “Big Data” is always evolving. If we use the current global
Internet traffic capacity [2] as a measuring stick, the meaning of Big Data volume would lie between
the terabyte (TB or 1012 or 240) and zettabyte (ZB or 1021 or 270) range. Based on the historical data
traffic growth rate, Cisco claimed that humans have entered the ZB era in 2015 [2]. To understand the
significance of the data volume’s impact, let us glance at the average size of different data files shown
in Table 1.
The main aim of this chapter is to provide a historical view of Big Data and to argue that it is not
just 3Vs, but rather 32Vs or 9Vs. These additional Big Data attributes reflect the real motivation behind
Big Data analytics (BDA). We believe that these expanded features clarify some basic questions about
the essence of BDA: what problems Big Data can address, and what problems should not be confused
as BDA. These issues are covered in the chapter through analysis of historical developments, along
with associated technologies that support Big Data processing. The rest of the chapter is organized into
eight sections as follows:
1)
2)
3)
4)
5)

A historical review for Big Data
Interpretation of Big Data 3Vs, 4Vs, and 6Vs
Defining Big Data from 3Vs to 32Vs
Big Data and Machine Learning (ML)
Big Data and cloud computing

Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00001-5
© 2016 Elsevier Inc. All rights reserved.
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Table 1 Typical Size of Different Data Files
Media

Average Size of Data File

Notes (2014)

Web page
eBook
Song
Movie

1.6–2 MB
1–5 MB
3.5–5.8 MB
100–120 GB

Average 100 objects
200–350 pages
Average 1.9 MB/per minute (MP3) 256 Kbps rate (3 mins)
60 frames per second (MPEG-4 format, Full High Definition, 2 hours)

6) Hadoop, Hadoop distributed file system (HDFS), MapReduce, Spark, and Flink
7) ML + CC (Cloud Computing) → BDA and guidelines
8) Conclusion

1.2 A HISTORICAL REVIEW OF BIG DATA
In order to capture the essence of Big Data, we provide the origin and history of BDA and then propose
a precise definition of BDA.

1.2.1 THE ORIGIN OF BIG DATA
Several studies have been conducted on the historical views and developments in the BDA area. Gil
Press [3] provided a short history of Big Data starting from 1944, which was based on Rider’s work
[4]. He covered 68 years of history of evolution of Big Data between 1944 and 2012 and illustrated 32
Big Data-related events in recent data science history. As Press indicated in his article, the fine line between the growth of data and Big Data has become blurred. Very often, the growth rate of data has been
referred as “information explosion”; although “data” and “information” are often used interchangeably,
the two terms have different connotations. Press’ study is quite comprehensive and covers BDA events
up to December 2013. Since then, there have been many relevant Big Data events. Nevertheless, Press’
review did cover both Big Data and data science events. To this extent, the term “data science” could
be considered as a complementary meaning to BDA.
In comparison with Press’ review, Frank Ohlhorst [5] established the origin of Big Data back to
1880 when the 10th US census was held. The real problem during the 19th century was a statistics issue,
which was how to survey and document 50 million of North American citizens. Although Big Data may
contain computations of some statistics elements, these two terms have different interpretations today.
Similarly, Winshuttle [6] believes the origin of Big Data was in the 19th century. Winshuttle argue if
data sets are so large and complex and beyond traditional process and management capability, then these
data sets can be considered as Big Data. In comparison to Press’ review, Winshuttle’s review emphasizes
enterprise resource planning and implementation on cloud infrastructure. Moreover, the review also
makes a predication for data growth to 2020. The total time span of the review was more than 220 years.
Winshuttle’s Big Data history included many SAP events and its data products, such as HANA.
The longest span of historical review for Big Data belongs to Bernard Marr’s description [7]. He
traced the origin of Big Data back to 18,000 BCE. Marr argued that we should pay attention to h istorical
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foundations of Big Data, which are different approaches for human to capture, store, analyze, and retrieve both data and information. Furthermore, Marr believed that the first person who casted the term
“Big Data” was Erik Larson [8], who presented an article for Harper’s Magazine that was subsequently
reprinted in The Washington Post in 1989 because there were two sentences that consisted of the words
of Big Data: “The keepers of Big Data say they do it for the consumer’s benefit. But data have a way
of being used for purposes other than originally intended.”
In contrast, Steve Lohr [9] disagrees with Marr’s view. He argues that just adopting the term alone
might not have the connotation of today’s Big Data because “The term Big Data is so generic that
the hunt for its origin was not just an effort to find an early reference to those two words being used
together. Instead, the goal was the early use of the term that suggests its present interpretation — that
is, not just a lot of data, but different types of data handled in new ways.” This is an important point.
Based on this reasoning, we consider that Cox and Ellsworth [10] as proposers of the term Big Data
because they assigned a relatively accurate meaning to the existing view of Big Data, which they
stated, “…data sets are generally quite large, taxing the capacities of main memory, local disk and
even remote disk. We call this the problem of Big Data. When data sets do not fit in main memory
(in core), or when they do not fit even on local disk…” Although today’s term may have an extended
meaning as opposed to Cox and Ellsworth’s term, this definition reflects today’s connotation with
reasonable accuracy.
Another historical review was contributed by Visualizing.org [11]. It focused on the timeline of how
to implement BDA. Its historical description is mainly determined by events related to the Big Data
push by many Internet and IT companies, such as Google, YouTube, Yahoo, Facebook, Twitter, and
Apple. It emphasized the significant impact of Hadoop in the history of BDA. It primarily highlighted
the significant role of Hadoop in the BDA. Based on these studies, we show the history of Big Data,
Hadoop, and its ecosystem in Fig. 1.
Undoubtedly, there will be many different views based on different interpretations of BDA. This
will inevitably lead to many debates of Big Data implication or pros and cons.

1.2.2 DEBATES OF BIG DATA IMPLICATION
Pros
There have been many debates regarding Big Data’s pros and cons during the past few years. Many
advocates declare Big Data to be a new rock star [12] and that it will be the next frontier [13,14] for
innovation, competition, and productivity because data is embedded in the modern human being’s life.
Data that are generated every second by both machines and humans is a byproduct of all other activities. It will become the new epistemologies [15] in science. To certain degree, Mayer and Cukier [16]
argued that Big Data would revolutionize our way of thinking, working, and living. They believe that a
massive quantitative data accumulation will lead to qualitative advances at the core of BDA: ML, parallelism, metadata, and predictions: “Big Data will be a source of new economic value and innovation”
[16]. Their conclusion is that data can speak for itself, and we should let the data speak.
To a certain extent, Montjoye et al. [17] echoed the above conclusion. They demonstrated that it is
highly probable (over 90% reliability) to reidentify a person with as few as four spatiotemporal data
points (eg, credit card transactions in a shopping mall) by leveraging BDA. Their conclusion is that
“large-scale data sets of human behavior have the potential to fundamentally transform the way we
fight diseases, design cities and perform research.”
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1997, The problem of Big Data, NASA researchers, Michael Cox et and David Ellsworth’s paper

1998, Google was founded
1999, Apache Software Foundation (ASF) was established
2000, Doug Cutting launched his indexing search project: Lucene
2000, L Page and S. Brin wrote paper “the Anatomy of a Large-Scale Hyertextual Web search engine”
2001, The 3Vs, Doug Laney’s paper “3D data management: controlling data Volume, Velocity & Variety”
2002, Doug Cutting and Mike Caffarella started Nutch, a subproject of Lucene for crawling websites
2003, Sanjay Ghemawat et al. published “The Google File System”(GFS)
2003, Cutting and Caffarella adopted GFS idea and create Nutch Distribute File System (NDFS) later, it became HDFS
2004, Google Began to develop Big Table
2004, Yonik Seeley created Solr for Text-centric, read-dominant, document-oriented & flexible schema search engine
2004, Jeffrey Dean and Sanjay Ghemawat published “Simplified Data Processing on Large Cluster” or MapReduce
2005 Nutch established Nutch MapReduce
2005, Damien Katz created Apache CouchDB (Cluster Of Unreliable Commodity Hardware), former Lotus Notes
2006, Cutting and Cafarella started Hadoop or a subproject of Nutch
2006, Yahoo Research developed Apache Pig run on Hadoop
2007, 10gen, a start-up company worked on Platform as a Service (PaaS). Later, it became MongoDB
2007, Taste project
2008, Apache Hive (extend SQL), HBase (Manage data) and Cassandra(Schema free) to support Hadoop
2008, Mahout, a subproject of Lucene integrated Taste
2008 Hadoop became top level ASF project
2008 TUB and HPI initiated Stratosphere Project and later become Apache Flink
2009, Hadoop combines of HDFS and MapReduce. Sorting one TB 62 secs over 1,460 nodes
2010, Google licenced to ASF Hadoop
2010, Apache Spark , a cluster computing platform extends from MapReduce for in-memory primitives
2011, Apache Storm was launched for a distributed computation framework for data stream
2012, Apache Dill for Schema-Free SQL Query Engine for Hadoop, NoSQL and cloud Storage
2012, Phase 3 of Hadoop – Emergence of “Yet Another Resource Negotiator”(YARN) or Hadoop 2
2013 Mesos became a top level Apache project
2014, Spark has > 465 contributors in 2014, the most active ASF project
2015, Enter Zeta Byte Era

FIG. 1
A short history of big data.

Cons
In contrast, some argue that Big Data is inconclusive, overstated, exaggerated, and misinformed by
the media and that data cannot speak for itself [18]. It does not matter how big the data set is. It could
be just another delusion because “it is like having billions of monkeys typing, one of them will write
Shakespeare” [19]. In Dobelli’s term [20], we should “never judge a decision by its outcome — outcome bias.” In other words, if one of the monkeys can type Shakespeare, we cannot conclude or inference that a monkey has sufficient intelligence to be Shakespeare.
Gary Drenik [21] believed that the sentiment of the overeager adoption of Big Data is more like
“Extraordinary Popular Delusion and the Madness of Crowds,” the description made by Charles
Mackay [22] in his famous book’s title. Psychologically, it is a kind of a crowd emotion that seems to
have a perpetual feedback loop. Drenik quoted this “madness” with Mackay’s warning: “We find that
whole communities suddenly fix their minds upon one subject, and go mad in its pursuit; that millions
of people become simultaneously impressed with one delusion, and run it till their attention is caught
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by some new folly more captivating than the first.” The issue that Drenik has noticed was “the hype
overtaken reality and there was little time to think about” regarding Big Data. The former Obama’s
campaign CTO: Harper Reed, had the real story in terms of adoption of BDA. His remarks of Big Data
were “literally hard” and “expensive” [23].
Danah Boyd et al. [24] are quite skeptical in regarding big data in terms of its volume. They argued
that bigger data are not always better data from a social science perspective. In responding to “The
End of Theory” [25] proposition, Boyd asserted that theory or methodology is still highly relevant for
today’s statistical inference and “The size of data should fit the research question being asked; in some
cases, small is best.” Boyd et al. suggested that we should not pay a lot of attention to the volume of
data. Philosophically, this argument is similar to the debate between John Stuart Mill (Mill’s five classical or empirical methods) and his critics [26]. Mill’s critics argued that it is impossible to bear on the
intelligent question just by ingesting as much as data alone without some theory or hypothesis. This
means that we cannot make Big Data do the work of theory.
Another Big Data critique comes from David Lazer et al. [27]. They demonstrated that the Google
flu trends (GFT) prediction is the parable and identified two issues (Big Data hubris and algorithm
dynamics) that contributed to GFT’s mistakes. The issue of “Big Data hubris” is that some observers
believe that BDA can replace traditional data mining completely. The issue of “algorithm dynamics” is
“the changes made by [Google’s] engineers to improve the commercial service and by consumers in using that service.” In other words, the changing algorithms for searching will directly impact the users’
behavior. This will lead to the collected data that is driven by deliberated algorithms. Lazer concluded
there are many traps in BDA, especially for social media research. Their conclusion was “we are far
from a place where they (BDA) can supplant more traditional methods or theories.”
All these multiple views are due to different interpretations of Big Data and different implementations of BDA. This suggests that in order to resolve these issues, we should first clarify the definition
of the term BDA and then discover the clash point based on the same term.

1.3 HISTORICAL INTERPRETATION OF BIG DATA
1.3.1 METHODOLOGY FOR DEFINING BIG DATA
Intuitively, neither yesterday’s data volume (absolute size) nor that of today can be defined as “big.”
Moreover, today’s “big” may become tomorrow’s “small.” In order to clarify the term Big Data precisely and settle the debate, we can investigate and understand the functions of a definition based on the
combination of Robert Baird [28] and Irving Copi’s [29] approaches (see Fig. 2).
Based on Baird or Irving’s approach of definition, we will first investigate the historical definition
from an evolutionary perspective (lexical meaning). Then, we extend the term from 3Vs to 9Vs or 32Vs
based on its motivation (stipulative meaning), which is to add more attributes for the term. Finally, we
will eliminate ambiguity and vagueness of the term and make the concept more precise and meaningful.

1.3.2 DIFFERENT ATTRIBUTES OF DEFINITIONS
Gartner — 3Vs definition
Since 1997, many attributes have been added to Big Data. Among these attributes, three of them are the
most popular and have been widely cited and adopted. The first one is so called Gartner’s interpretation
or 3Vs; the root of this term can be traced back to Feb. 2001. It was casted by Douglas Laney [30] in his
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FIG. 2
Methodology of definition.

white paper published by Meta group, which Gartner subsequently acquired in 2004. Douglas noticed
that due to surging of e-commerce activities, data has grown along three dimensions, namely:
1. Volume, which means the incoming data stream and cumulative volume of data
2. Velocity, which represents the pace of data used to support interaction and generated by interactions
3. Variety, which signifies the variety of incompatible and inconsistent data formats and data structures
According to the history of the Big Data timeline [30], Douglas Laney’s 3Vs definition has been
widely regarded as the “common” attributes of Big Data but he stopped short of assigning these attributes to the term “Big Data.”

IBM — 4Vs definition
IBM added another attribute or “V” for “Veracity” on the top of Douglas Laney’s 3Vs notation, which
is known as the 4Vs of Big Data. It defines each “V” as following [31,32]:
1.
2.
3.
4.

Volume stands for the scale of data
Velocity denotes the analysis of streaming data
Variety indicates different forms of data
Veracity implies the uncertainty of data

Zikopoulos et al. explained the reason behind the additional “V” or veracity dimension, which is “in
response to the quality and source issues our clients began facing with their Big Data initiatives” [33].
They are also aware of some analysts including other V-based descriptors for Big Data, such as variability and visibility.

Microsoft — 6Vs definition
For the sake of maximizing the business value, Microsoft extended Douglas Laney’s 3Vs attributes to
6 Vs [34], which it added variability, veracity, and visibility:
1. Volume stands for scale of data
2. Velocity denotes the analysis of streaming data
3. Variety indicates different forms of data
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4. Veracity focuses on trustworthiness of data sources
5. Variability refers to the complexity of data set. In comparison with “Variety” (or different data
format), it means the number of variables in data sets
6. Visibility emphasizes that you need to have a full picture of data in order to make informative
decision

More Vs for big data
A 5 Vs’ Big Data definition was also proposed by Yuri Demchenko [35] in 2013. He added the value
dimension along with the IBM 4Vs’ definition (see Fig. 3). Since Douglas Laney published 3Vs in
2001, there have been additional “Vs,” even as many as 11 [36].
All these definitions, such as 3Vs, 4Vs, 5Vs, or even 11 Vs, are primarily trying to articulate the
aspect of data. Most of them are data-oriented definitions, but they fail to articulate Big Data clearly in
a relationship to the essence of BDA. In order to understand the essential meaning, we have to clarify
what data is.
Data is everything within the universe. This means that data is within the existing limitation of
technological capacity. If the technology capacity is allowed, there is no boundary or limitation for
Microsoft’s 6Vs

Volume
Douglas Laney’s 3Vs

Visibility

Volume
3Vs

Value

Variety

Velocity

Variety

Velocity

6Vs

Veracity
Yuri Demchenko’s 5Vs

Volume
IBM’s 4Vs

•Records/achieved
•Table/text/file
•Transactionss
•Tran

Volume

Velocity
Value

Veracity

4Vs

Velocity
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•Correlations
•Events
•Statistical

Veracity
V
Ve
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FIG. 3
From 3Vs, 4Vs, 5Vs, and 6Vs big data definition.
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5Vs
Variety
V
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10

CHAPTER 1 BDA = ML + CC

data. The question is why we should capture it in the first place. Clearly, the main reason of capturing
data is not because we have enough capacity to capture high volume, high velocity, and high variety
data rather than to find a better solution for our research or business problem, which is to search for
actionable intelligence. Pure data-driven analysis may add little value for a decision maker; sometimes,
it may only add the burden for the costs or resources of BDA. Perhaps this is why Harper believes Big
Data is really hard [23].

1.3.3 SUMMARY OF 7 TYPES DEFINITIONS OF BIG DATA
Table 2 shows seven types of definitions, summarized by Timo Elliott [36] and based on more than 33
Big Data definitions [41].
Each of the above definitions intends to describe a particular issue from one aspect of Big Data only
and is very restrictive. However, a comprehensive definition can become complex and very long. A
solution for this issue is to use “rational reconstruction” offered by Karl Popper, which intends to make
the reasons behind practice, decision, and process explicit and easier to understand.

1.3.4 MOTIVATIONS BEHIND THE DEFINITIONS
The purpose of Big Data or BDA is to gain hindsight (ie, metadata patterns emerging from historical
data), insight (ie, deep understanding of issues or problems), and foresight (ie, accurate prediction in
near future) in a cost-effective manner. However, these important and necessary attributes are often

Table 2 Seven Popular Big Data Definitions
No

Type

Description

1

The original
big data (3Vs)

2

Big Data as
technology

3

Big Data as
application

4

Big Data as
signals
Big Data as
opportunity

The original type of definition is referred to Douglas Laney’s volume, velocity, and variety,
or 3Vs. It has been widely cited since 2001. Many have tried to extend the number of Vs,
such as 4Vs, 5Vs, 6Vs … up to 11Vs
This type of definition is oriented by new technology development, such as MapReduce,
bulk synchronous parallel (BSP — Hama), resilient distributed datasets (RDD, Spark), and
Lambda architecture (Flink)
This kind of definition emphasizes different applications based on different types of big
data. Barry Devlin [37] defined it as application of process-mediated data, human-sourced
information, and machine-generated data. Shaun Connolly [38] focused on analyzing
transactions, interactions, and observation of data. It looks for hindsight of data
This is another type of application-oriented definition, but it focuses on timing rather than
the type of data. It looks for a foresight of data or new “signal” pattern in dataset
Matt Aslett [39]: “Big data as analyzing data that was previously ignored because of
technology limitations.” It highlights many potential opportunities by revisiting the
collected or archived datasets when new technologies are variable
It defines Big Data as a human thinking process [40]. It elevates BDA to the new level,
which means BDS is not a type of analytic tool rather it is an extension of human brain
This definition simply means the new bottle (relabel the new term “big data”) for old wine
(BI, data mining, or other traditional data analytic activities). It is one of the most cynical
ways to define big data

5

6
7

Big Data as
metaphor
Big Data as
new term for
old stuff
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neglected by many definitions that only focus on either single-issue or data aspects. In order to reflect
all aspects of Big Data, we consider all attributes from different aspects.

1.4 DEFINING BIG DATA FROM 3Vs TO 32Vs
The real objective of BDA is actually to seek for business intelligence (BI). It enables decision makers
to make the right decisions based on predictions through the analysis of available data. Therefore, we
need to clarify new attributes of Big Data and establish their relationship meaning cross three aspects
(or domain knowledge), namely:
•
•
•

Data domain (searching for patterns)
Business intelligence domain (making predictions)
Statistical domain (making assumptions)

1.4.1 DATA DOMAIN
Laney’s 3Vs have captured the importance of Big Data characteristics reflecting the pace and exploration phenomena of data growth during the last few years. In this, the key attribute in data aspect is
volume. If we look the history of data analytics, the variation of velocity and variety is relatively small
in comparison with volume. The dominated V that often exceeds our current capacity for data processing is volume. Although volume cannot determine all attributes of data, it is one of the crucial factors
in BDA.

1.4.2 BUSINESS[1] INTELLIGENT (BI) DOMAIN
When we discuss BI of BDA, we mean value, visibility, and verdict within the business intelligent
domain. These 3Vs are the motivations or drivers for us to implement BDA process at the first place. If
we cannot achieve BI, the pure exercise of data analytics will be meaningless. From a decision maker’s
perspective, these 3Vs are how to leverage data’s 3Vs for BI’s 3Vs.
•

•

•

1

Visibility: It does not only focus on the insight but also focuses on metadata or sometimes the
wisdom of data crowds or hierarchical level of abstraction data patterns. From a BI perspective,
it provides hindsight, insight, and foresight of a problem and an adequate solution associated
with it.
Value: the purpose of V for value is to answer the question of “Does the data contain any
valuable information for my business needs?” In comparison with 5Vs definition, it is not just the
value of data but also the value of BI for problem solving. It is the value and utility for the longterm or strategic pay off.
Verdict: It is a potential choice or decision that should be made by a decision maker or committee
based on the scope of the problem, available resources, and certain computational capacity. This

Here, the term of business includes research activities.
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FIG. 4
Key motivations of big data analytics.

is the most challenging V to be quantified at the beginning of BDA. If there are many hypotheses
or “What-ifs,” the cost of collecting, retrieving data, and ETL, especially to extract archived data,
will be costly (see Fig. 4).
These business motivations led to the new BDA platforms or MapReduce processing frameworks,
such as Hadoop. It intends to answer the five basic questions in Big Data, as shown in Fig. 4. These
questions reflect the bottom line of BI:
1. How to store massive data (such as in PB or EB scale currently) or information in the available
resources
2. How to access these massive data or information quickly
3. How to work with datasets in variety formats: structured, semi-structured, and unstructured
4. How to process these datasets in a full scalable, fault tolerant, and flexible manner
5. How to extract BI interactively and cost-effectively
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In this domain, the key notation of V is visibility, which is to obtain the prediction or real-time insight from BDA exercises. The relationship of these 3Vs in BI is that without visibility, other 2Vs will
be impossible.

1.4.3 STATISTICS DOMAIN
Similarly, we should have another set of 3 V attributes in the statistic domain, which are veracity, validity, and variability. These 3Vs should establish the statistic models based on the right hypothesis (What
if), which is the trustworthiness of the data sets and the reliability of the data sources. If the hypothesis
is inadequate or the data source is contaminated or the statistics model is incorrect, the BDA might lead
to a wrong conclusion. There have been many lessons regarding contaminated data samples. A famous
example was the opinion poll for the 1936 US presidential election that was carried by Literary Digest
magazine before the election [42]. Because the sample data (2.4 million survey responses) were accidentally contaminated, the result of their predication (or president winner in 1936) became a disaster
for the polling company. Therefore, the statistics domain should consist of following attributes:
•
•
•

Veracity: Philosophically speaking, it is the true information (or fact) is the resolution of data
uncertainty. V of Veracity is searching for trustworthiness and certainty of data sets.
Validity: It is to verify the quality of data being logically sound. The V of validity emphasizes
how to correctly acquire data and avoid biases. Another essential meaning of validity is the
inference process based on a statistical model.
Variability: It is the implication of data complexity and variation. For example, Bruce Ratner [43]
believed that if there are more than 50 variables or different features in one dataset, it could be
considered as “Big Data.” Statistically, it is how to use the logical inference process to reduce
data complexity and reach desirable outcomes or predictions for business needs.

The key attribute of this aspect is veracity, which emphasizes how to build a statistical model close
to the reality. The process to approach veracity can be considered an exercise of a curve fitting: If we
have few constraints, the regression errors of the curve will be too large. If we adopt too many constraints, it will cause an overfitting problem.

1.4.4 32 Vs DEFINITION AND BIG DATA VENN DIAGRAM
Once all 32 Vs attributes have been defined from three different aspects, we can establish a combined
Venn diagram and their relationships. This has become our definition of Big Data (see Fig. 5), which is
comprehensive enough to capture all aspects of Big Data.
As shown in Fig. 5, each Venn diagram is supported by one V shape of a triangle to illustrate 3Vs’
attributes in one aspect. Moreover, three key attributes from each Venn diagram can also form a single
hierarchical triangle diagram. It represents the essential meaning of Big Data.
If the original 3Vs’ data attributes represented a syntactic or logical meaning of Big Data, then 32Vs
(or 9Vs) represent the semantic meaning (relationship of data, BI, and statistics). For many complex
problems or applications, the 32Vs could be interpreted as a hierarchical model, for which three key
attributes form a higher level 3Vs to be learnt by a machine. At the heart of BDA, there is “machine
learning” because without the machine (computer), the mission of learning from Big Data would be
impossible.

14

CHAPTER 1 BDA = ML + CC

Data domain-3V

Velocity

Variety
Data

Statistics
Domain-3V

Volume
Big Data

Validity

Veracity
Statistics
Variability

Visibilityy

Business Intelligence (BI)
Domain-3V

BI

Verdict

Value

FIG. 5
32Vs Venn diagrams in hierarchical model.

1.5 BIG DATA ANALYTICS AND MACHINE LEARNING
1.5.1 BIG DATA ANALYTICS
If 32Vs represent semantic meaning of Big Data, then BDA represents pragmatic meaning of Big Data.
We can view from computational viewpoint, Big Data Venn diagram with a BDA’s Venn diagram in
Fig. 6.
According to Arthur Samuel, the original definition of ML was “The field of study that gives computers (or machines) that ability to learn without being explicitly programmed” [44]. Historically, there
have been many terms that intend to describe the equivalent meaning of ML, such as learning from
data, pattern Recognition, data science, data mining, text mining, or even BI, etc. If we list all terms
based on their different orientations, we can probably find there are more than 32 different descriptions
that contain certain meanings of ML from four aspects (see Table 3):
•
•
•
•

Data
Information
Knowledge
Intelligence

1.5 
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FIG. 6
Correlation of 32Vs to machine learning Venn diagrams.

Table 3 Popular Interpretation of ML
Data

Information

Knowledge

Intelligence

Data mining
Data science
Data warehouse

Information analytics
Information visualization
Information system
management
Text analytics
Text mining
Web analytics
Web semantic analysis
Web searching

Real-time analytics
Predictive analytics
Machine learning

Business analysis
Business intelligence
Artificial intelligence

Knowledge base system
Pattern recognition
Statistical application
Knowledge discovery
Expert systems

Decision support system
Actionable intelligence
Business forecasting
Business strategy
Business transformation

Learning from data
Data smart
Data analytics
Making sense of data
Data ingestion

1.5.2 MACHINE LEARNING
The essence of ML is an automatic process of pattern recognition by a learning machine. The main
objective of ML is to build systems that can perform at or exceed human level competence in handling many complex tasks or problems. ML is a part of artificial intelligence (AI). During the early
AI research era, the goal was to build robots and to simulate human activities. Later, the application
of AI has been generalized to solve general problems by a machine. The popular solution was to feed
a computer with algorithms (or a sequence of instructions) so it can transform the input data to output
answers. This is often called a rule-based system or Good Old-Fashioned of Artificial Intelligence
(GOFAI), such as expert systems.
However, we cannot easily find suitable algorithms for many problems; for example, the recognition of human handwriting. We do not know how to transform the input of handwriting letter to the
output of the standard recognized letter; an alternative is learning from data. The principle of learning
from data is similar as both trial and error and “The Wisdom of Crowds” [45]. This means that having
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FIG. 7
Machine learning process [46].

one trial could have a large error but if we can aggregate many trials, the error will be reduced down
to an acceptable level or convergence. Fig. 7 illustrates a typical example of a ML process or learning
from data.
Since the dotcom boom started in late 1990s, the volume of data has become increasingly larger. A
logical question is how to deal with these large volumes of data and how to find useful or meaningful
patterns from a larger volume of data. This leads to knowledge discovery in database, or KDD, which
is also called data mining. In other words, we want to dig into the database and discover the meaning
or knowledge for decision making. Larose et al. [47] defined the term as “the process of discovering
useful patterns and trends in large datasets.” In order to discover meaningful patterns from a massive
data set, statistics are the vital tools to add value to data sampling, modeling, analysis, interpretation,
and presentation, just as Jiawei Han et al. [48] indicated, “Data mining has an inherent connection with
statistics.” This leads to the converging of data mining and fuzzy expert system under the big umbrella
of ML. From ML evolution perspective, the statistics theory or probability modeling has shifted AI
discipline from rule-based expert systems or schema-on-write learning to a schema-on-read or datadriven methodology, which is to resolve the uncertainty issue with parameters’ probability of a model.
From this perspective, the statistics have been embedded into ML. As Witten et al. [49] indicated, “In
truth, you should not look for a dividing line between machine learning and statistics because there is
a continuum — and a multidimensional one at that — of data analysis techniques.”
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Since the 1950s, there have been many functional definitions of ML. Different authors would emphasize different aspects of ML, such as process, application, and utility. For example, Arthur Samuel’s
definition emphasized “automatically learning” of ML. Mitchell described every component of ML
process [50]. Murphy [51] and Bishop [52], on the other hand, stressed the function of pattern recognition. Nisan and Schocken [53] argued that ML could turn abstract thoughts into a physical operation.
In the summary of over 30 definitions, we can find some essential and common ingredients of these
ML definitions:
•
•
•
•

Train the machine to learn automatically and improve results as it gets more data
Discover or recognize patterns and intelligence with input data
Predicate on unknown inputs
The machine will acquire knowledge directly from data and solve problems

According to these elements, we can find that fundamentally, ML is “an outgrowth of the intersection of computer science and statistics, aims to automatically learn to recognize complex patterns and
make intelligent decisions based on existing datasets” [54]. Another way to say that is “Machine learning is turning data into information” [55]. The ultimate goal of ML is to build systems that are of at the
level of human competence (see Fig. 8) in performing complex tasks.
ML underpins the BDA implementation. Without ML to mine ever-growing massive data, BDA
would be impossible. In conclusion, ML is the centerpiece of any BDA. All other components within
a framework of Big Data aim to support ML process. In terms of computational support to BDA, there
are four major architectural models that are able to process large amounts of data in a reasonable time,
according to Wadkar et al. [56]:
•
•
•
•

Massively parallel processing database system: For example, EMC’s Greenplum and IBM’s
Netezza
In-memory database systems, such as Oracle Exalytics, SAP’s HANA, and Spark
MapReduce processing model and platforms such as Hadoop and Google File System (GFS)
Bulk Synchronous Parallel (BSP) systems such as Apache HAMA and Giraph

To perform BDA in the most cost-effective way, a fifth model, cloud computing (CC), has become
a preferred solution especially for small and media businesses.

Human learning

Machines learning

Replacing

Machine
process 2

Human
process 1
Inputs

Outputs

FIG. 8
Replacing humans in the learning process.

Inputs

Outputs
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1.6 BIG DATA ANALYTICS AND CLOUD COMPUTING
CC plays a critical role in the BDA process as it offers subscription-oriented access to computing infrastructure, data, and application services [57]. The original objective of BDA was to leverage commodity hardware to build computing clusters and scale-out the computing capacity for web crawling and
indexing system workloads. Due to the massive volume of dataset, searching for lower cost and faulttolerance computational capacity is an important factor for implementing BDA. On the other hand, the
implementation of CC were underpinned with three service models, four deployment models, and five
characteristics [58], which is the so-called 3S-4D-5C definition.
◦ Service orientation or 3 S Service models (SaaS, PaaS, and IaaS)
◦ Customized delivery or 4D Deployment models (private, public, community, and hybrid cloud)
◦ Shared infrastructure or 5C characteristics (on-demand, broad network access, resource pool,
rapid elasticity, and measured service)
This means that the nature of cloud characteristics makes it the most accessible infrastructure for
many small to medium companies to be able to implement BDA.
The cloud does not only enable us to easily scale-out, but also scale down to fit all sizes of dataset.
When BDA is discussed, it is quite often that the only focus is how to scale-out. However, it is not
necessarily the case. Although the overall data volume may tend to increase, the daily volume for each
individual case could be moderate and fluctuating, or Big Data processing requirements needed for BI
can vary from time to time. If we can leverage the elastic nature of cloud, we can save a substantial
amount of the cost due to amortization benefits provided by the cloud systems. The elastic nature of
cloud can reduce the overall cost of computation for different types of Big Data workloads, such as
batch, micro-batch, interactive, real-time, and near real-time.
Taking Yahoo sorting one TB data as an example, it took 3.5 minutes over 910 nodes to complete
the task in 2008, but it only took 62 seconds over 1460 nodes in 2009. To "scale-out" computational
capacity will make a huge difference regardless of an improvement of each node due to technological
advances. This implies that cloud infrastructure provides computational flexibility if Big Data workload or business requirements need it. For example, Amazon Web Service (AWS) offers spots instances
at a fraction of the regular rate. If the workload only requires batch mode, we can leverage AWS’s spots
instances to increase computational capacity and complete the job in a much shorter time.
A popular and open platform that is widely deployed on a cloud infrastructure is Hadoop, whose
implementation is inspired by Google MapReduce and GFS.

1.7 HADOOP, HDFS, MAPREDUCE, SPARK, AND FLINK
Fig. 9 highlights one of the most popular platforms of BDA, Hadoop. It was the first choice for many
analysts and decision makers for implementing BDA. Michael Cafarella, one of the two Hadoop’s
founders once remarked, “Nutch (the predecessor of Hadoop) is The National Public Radio (NPR) of
search engines” [59]. There are several reasons behind this development:
1. It is an open source platform and also programmed in Java
2. It is linearly scalable and reliable and accepts hardware failure
3. It is a fault-tolerant system
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Overview of Hadoop framework or technology stack and ecosystem.

4.
5.
6.
7.

It is a practical platform to store and process data amounts greater than tens of TB
It leverages a commodity-type of hardware
It is “schema-on-read” or has “data agility” character
It is best fit for diversified data sources

The basic idea to create Hadoop is driven by both ever-growing data and cost of computational
hardware. The objective of Hadoop is to leverage the commodity hardware for large-scale workload
processing, which used to be accomplished only by expensive mainframe computers. From an infrastructure perspective, Hadoop enables the computational capacity to be scale-out rather than scale-up.
Notice that it is quite often we use both terms interchangeably [60] but based on a standard definition,
“scale-up” has a quality improvement sense while “scale-out” implies adding or repeating the same
unit horizontally.

20

CHAPTER 1 BDA = ML + CC

Parallel processing

Hadoop Distributed File System (HDFS) =
Self-healing Distributed and Shared Storage System

Share storage

Hadoop
kernel

Distribution
• Map = Distribute, aggregate and collaboration
• Reduce = Parallel processing
• MapReduce = A batch query processor

FIG. 10
Hadoop kernel.

The advantage to adopt Hadoop [60] platform is that “Hadoop is a free and open source distributed
storage and computational platform. It was created to allow storing and processing large amounts
of data using clusters of commodity hardware.” This statement also describes the basic principle of
Hadoop architecture that consists of three essential components (see Fig. 10): HDFS for file storage
function, Map for distribute function, and Reduce for parallel processing function.
However, Hadoop’s main disadvantage is that it processes all workloads in batch mode because
“Hadoop is a generic processing framework designed to execute queries and other batch read operations on massive datasets that can scale from tens of terabytes to petabytes in size” [61]. This means
that the early version of Hadoop cannot handle streaming and interactive workloads. Table 4 summarizes main characteristics of Hadoop.
The origin of Hadoop can be traced back to Nutch project under Apache Software Foundation (ASF)
in 2002 (see Fig. 11). The initial platform was built as an open source implementation of MapReduce
[62] processing model and distributed file system [62] proposed by Google. In 2010, Google granted a
license to Apache for incorporating the MapReduce model into Hadoop software freely and distributed
it without any patent or IP rights infringement concerns.

1.7.1 GOOGLE FILE SYSTEM (GFS) AND HDFS
The Hadoop project adopted GFS architecture and developed HDFS. The original authors (Google’s
engineers) laid out four pillars for GFS:
•
•
•
•

System principles
System architecture
System assumptions
System interfaces

The GFS principles departed from the traditional system design dogma that a failure was not allowed and a computation system should be designed to be as reliable as possible. In contrast, GFS
anticipates the certain number of system failures with specified redundancy or replicating factor
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Table 4 Common Aspects of Hadoop
Attributes

Characteristics of Hadoop

Initiators
Predecessor
Subsequent version
Hadoop written language
Philosophy of computation
Principle of computational processing

Doug Cutting and Michael J. Cafarella
Nutch
YARN or Hadoop 2.0
Java
Divide and conquer for large datasets
Bring computer to data rather than bring data to
computer
A distributed programming framework
Accessible, robust, scalable, simple, and fault tolerant
Self-healing distributed and shared storage element
Distributed, aggregated, and collaborated parallel
processing
C++ code
Batch
Heterogeneous commodity hardware
Open source
IR and searching index and web crawler
Software solution, not hardware solution
Scale-out, not scale-up
From a few GBs to a few TBs
From tens of TBs to a few PBs
Write once and read many
3
64 MB
Relaxing POSIXa model
Mahout, Hive, Pig, HBase, Sqoop, Flume, Chukwa,
Pentaho …
MapR, Cloudera, Hortonworks, IBM, Teradata, Intel,
AWS, Pivotal Software, and Microsoft

System
Main characteristics
Storage-Hadoop distributed file system (HDFS)
Initial computational program — MapReduce
MapReduce library written language
Process type
Hardware type
Software license
Initial applications
Solution type
Scalability solution
Typical size of data set
Capable size of data set
Simple coherency model
Default replication factor
Typical size of data block for HDFS
Permission model
Main application modules
Typical vendors

POSIX is the portable operating system interface. Few POSIX rules (permissions model for supporting multiuser environment) have
been relaxed in order to gain a higher throughput of data uploads.
a

and automatic recovery. In comparison to the traditional file standard, GFS is capable of handling
billions of objects, so I/O should be revisited. Moreover, most of files will be altered by appending
rather than overwriting. Finally, the GFS flexibility is increased by balancing the benefits between
GFS applications and file system API. The GFS architecture consists of three components (see
Fig. 12):
•
•
•

Single master server (or name node)
Multiple chunk servers (or data nodes for Hadoop)
Multiple clients
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Briefing history of Hadoop.
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GFS or HDFS architecture.

The master server maintains six types of the GFS metadata, which are: (1) namespace; (2) access
control information; (3) mapping from files to chunks (data); (4) current locations of chunks or data; (5)
system activities (eg, chunk lease management, garbage collection of orphaned chunks, and chunk migration between chunk servers); (6) master communication of each chunk server in heartbeat messages.
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GFS was designed with five basic assumptions, [63] according to its particular application
requirements:
1. GFS will anticipate any commodity hardware outages caused by both software and hardware
faults. This means that an individual node may be unreliable. This assumption is similar to one of
its system design principles
2. GFS accepts a modest number of large files. The quantity of “modest” is few million files. A typical
file size is 100 MB/per file. The system also accepts smaller files, but it will not optimize them
3. The typical workload size for stream reading would be from hundreds of KBs to 1 MB, with
small random reads for a few KBs in batch mode
4. GFS has its well defined sematic for multiple clients with minimal synchronization overhead
5. A constant high-file storage network bandwidth is more important than low latency
In contrast to other file systems, such as Andrew File System, Serverless File System, or Swift, GFS
does not adopt a standard API POSIX permission model rather than relax its rules to support the usual
operations to create, delete, open, close, and write.
According to these workload processing assumptions, GFS is actually a file storage system or framework that has two basic data structure: logs (metadata) and sorted string table (SSTable). The main object
of having GFS is to implement Google’s data-intensive applications; initially, it was designed to handle
the issues of web crawler and a file indexing system under the pressure of accelerating data growing.
The aim for Google publishing these influential papers [63] was to show how to scale-out the
file storage system for large distributed data-intensive applications. Doug Cutting and Mike Cafarella
leveraged the Google’s GFS idea to develop their file system, Nutch or Nutch Distribute File System
(NDFS) for web crawling application, namely Apache Lucene. NDFS was the predecessor of HDFS
(see Figs. 13 and 15). Although HDFS is based on a GFS concept and has many similar properties
and assumptions as GFS, it is different from GFS in many ways, especially in term of scalability, data
mutability, communication protocol, replication strategy, and security.

FIG. 13
Five steps MapReduce programming model. Step 1: Splitting, Step 2: Mapping (distribution), Step 3: Shuffling
and sorting, Step 4: Reducing (parallelizing), and Step 5: Aggregating.
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1.7.2 MAPREDUCE
MapReduce is a programming model used to process large dataset workloads. In contrast to imperative
programming (describing computation as a bunch of statements to change program state), MapReduce
treats computation as the evaluation of mathematic functions. In essence, functional programming can
avoid state and just list in-and-out states.
The basic strategy of MapReduce is to divide and conquer. In order to perform different dataintensive applications effectively with MapReduce on the GFS framework, Dean and Ghemawat [62]
presented a five-step process or programming model, as shown in Fig. 13.
Lin et al. [64] simplified this process down to three steps: mapping, shuffling, and reducing. As
shown in Fig. 13, the first step involves splitting the input file into three files. The second step is to generate a process of a key/value pair by a user (or client) who specifies the function. In the above example,
it is to count the number of different letters (A, B, C, and D) with a corresponding quantity within each
split file. The first split file contains the letters “BAB.” The letter “A” is counted as 1 and letter “B”
is counted as 2. In the third step, the shuffling function is to generate an intermediate key/value pair,
which is to sort the same letter (or key) and quantity (or value) from different split files into one file.
The fourth step is to merge all intermediate values (3, 2, 1, and 2) associated with the same intermediate
key (A, B, C, and D). The final step aggregates these key/value pairs into one output file. Here, “key”
is equal to the different types of letters to be counted and “value” is equal to the quantity of each letter.
From a programming perspective, MapReduce has two other meanings; “mapping” is splitting for
distribution and “reducing” is shuffling and sorting in parallel. A major advantage of MapReduce
is its capability of shared-nothing data processing, which means all mappers can process its data
independently.
The characteristic of shared-nothing data processing enables MapReduce to run a simple program
across thousands or even millions of unreliable and homogeneous machines in parallel and to complete a task in very short time. Theoretically speaking, it allows any programmer to access an almost
unlimited commodity type of computing resources instantly (theoretically) or within an acceptable
time frame (practically), eg, cloud infrastructure. Several CC platforms have implemented their own
MapReduce processing model such as CouchDB, Cloud MapReduce, and Aneka [57].
According to Dean and Ghemawat [62], the original Google’s MapReduce is potentially capable to
handle five types of workloads:
1.
2.
3.
4.

Large-scale ML problems
Clustering problems for Google News and Google products
Extraction of data used to produce reports of popular queries (eg, Google Zeitgeist)
Extraction of properties of web pages for new experiments and products (eg, extraction of
geographical locations from a large corpus of web pages for localized search)
5. Large-scale graph computations
Eric Bieschke echoed this point and indicated, “Hadoop is cost efficient, but more than that, it
makes it possible to do super large-scale machine learning” [65]. To this extent, the history of Hadoop
is an evolutionary progress to generalize data processing task from a particular workload (eg, web
crawler) to all types of ML workloads (see Fig. 14). However, MapReduce is not very efficient in performing an iterative and recursive process that is widely utilized for a simulation type of workload in
ML. In order to understand the issue, it is necessary to see how the Hadoop project has been evolved.
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FIG. 14
Evolution of GFS, HDFS MapReduce, and Hadoop.

1.7.3 THE ORIGIN OF THE HADOOP PROJECT
Lucene
According to Hatcher and Gospodnetic [59], Lucene is a high-performance scalable information
retrieval (IR) library. It lets developers add indexing and searching capabilities to their applications. Lucene was a mature, free, open source project implemented in Java. It is a member of the
popular Apache Jakarta family of projects, licensed under the liberal Apache Software License (see
Fig. 15). Lucene was written by Doug Cutting in 2000 in Java. In Sep. 2001, Lucene was absorbed
by ASF.
However, Lucene is not an application or search engine rather it is a toolbox or searching tool kit
that enables many applications to borrow or use it. It serves as a classification index. It converts any
data to a textual format and enables them to be searchable. Its powerful searching capability is beneficial to many third parties. At the heart of Lucene IR library is its searching and indexing capability.
In order to utilize Lucene’s searching and indexing functions, another open source software, Nutch, is
required, which was also built by Doug Cutting in 2002 (see Fig. 14).
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FIG. 15
Connection between Apache Lucene and other applications.

Nutch
Nutch is the predecessor of Hadoop, which is an open source and executable search engine file system.
There are two main reasons to develop Nutch:
•
•

Create a Lucene index (web crawler)
Assist developers to make queries of their index

There are a lot of codes in Nutch program (such as HTTP fetcher and URL database). Michael J.
Cafarella indicated that the text searching was the centerpiece of any search engine or web crawler,
which was included in Nutch.
Based on Laliwala and Shaikh [66], another Apache project called Solr was developing with similar searching function to Nutch. It was also an open source enterprise platform for full text search,
which was initiated by CNET in 2004. It became an Apache project in 2007. Since then, Solr has
absorbed many tools in Apache Lucene’s library to enhance and extend its full text search capability. Like Apache Lucene, Solr was not an executable search engine rather than a toolkit or IR library
[67]. Therefore, Solr and Lucene had been merged into a single development project since 2010 [68].
As shown in Fig. 15, although both Lucene and Solr had adopted many different techniques for index
searching, text mining, and IR algorithms, they can be generalized as classification algorithms.
In general, BDA applications need different algorithms or techniques, such as clustering, collaborative filtering (or recommender engine), and others. These requirements lead to the beginning
of Mahout Project in 2008 as a subproject of Apache Lucene. Since all the algorithms of both
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Lucene and Mahout are closely related to machine learning, In Apr. 2010, Mahout has risen as a
top-level project in its own right.

Mahout
The original object of Mahout was to build a Java-based ML library that covers all ML algorithms or
techniques in theory, but it can mainly handle three types of ML algorithms in practice:
•
•
•

Collaborative filtering (recommender engines)
Clustering
Classification

If other learning algorithms are required, we have to check the Apache Mahout URL [69] and find
out whether MapReduce can support a particular algorithm or not before this algorithm can be applied
in a large scalable environment. In other words, Mahout is not a universal ML library. In addition of
scalable issue, Hadoop is very slow for ML workloads. It led to the development of complimentary ecosystems, such as Hama, Storm, Spark, and Flink that addressed weakness of MapReduce-based systems.

1.7.4 SPARK AND SPARK STACK
Spark was developed by the UC Berkeley RAD Lab (now called as AMP Lab). The main contributor
is Matei Zaharia et al. [70,71]. Its original objective was to extend Hadoop to a general-purpose framework that adopts resilient distributed datasets (RDDs) in memory computation (micro batch) technique.
In a simple terms, it intends to replace a MapReduce model with a better solution. It emphasizes the
computational efficiency of iterative and recursive algorithms and interactive queries of data mining.
It claimed that it would be 10–20 times faster than MapReduce for certain type of workload, such as
performing iterative algorithm.
Although it attempts to replace MapReduce, it did not abandon HDFS; instead, it leverages Hadoop’s
file storage system. Like many other Hadoop related projects, it is an open source project under ASF. In
June 2013, it was moved to ASF as an incubator. Since 2014, it has become an Apache top-level project
and supported by many Big Data vendors, such as Cloudera, Horton, SAP, and MapR, as noted in Fig. 16.
Generally, Spark is a fast- and general-purpose computation platform based on large clusters. In contrast to MapReduce that is basically designed for a web crawler, indexing system, and limited ML, Spark
includes SQL, interactive query, data stream, graph, and ML analytic functions in its computation platform.
Based on the Berkeley data analytics stack architecture, Spark developed as a unified stack integrating all libraries and higher level components together (see Fig. 17). Spark consists of seven major
elements: Spark core of data engine, Spark cluster manager (includes Hadoop, Apache Mesos, and
built-in Standalone cluster manger), Spark SQL, Spark streaming, Spark Machine Learning Library,
Spark GraphX, and Spark programming tools.

1.7.5 FLINK AND OTHER DATA PROCESS ENGINES
Apart from Spark, there are several data processing engines such as Microsoft Dryad, Storm, Tez,
Flink, and CIEL (see Fig. 18) that are capable of supporting MapReduce-like processing requirements.
They aim to support more computational functions, such as standard queries, stream analysis, machine
learning, graphic analysis, and interactive or ad hoc queries efficiently. The effort made by these platforms is to generalize Hadoop to be able to support a wide variety of BDA workloads.
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Potential data processing engines to replace MapReduce.

Ewen et al. [72], Tzoumas [73], and Balassi and Fora [74] argued that Flink is the next generation or
the 4th generation data processing engine in comparison with others (see Table 5 and Fig. 19), although
each data processing engine has its own special feature. Flink data engine is truly a general-purpose
framework for BDA. They claim that Flink is capable of outperforming Spark by 2.5 times.
A possible reason for Ewen et al. to claim that Flink is better than Spark is that it is based on
Lambda architecture and able to process arbitrary Big Data workloads in real time. The basic concept
of Lambda architecture is to build the data processing engine or system with the number of layers in
order to deal with a subset of data with stream properties. These layers are only a few thousand line of
code to implement a total of seven steps (two for the batch layer, two for the serving layer, and three
for speed layers; see Figs. 20 and 21).
The purpose for establishing these three layers, according to Nathan Marz [75], is to meet the characteristic requirements of all types of Big Data workloads. They are:
•
•
•
•
•
•
•
•

Robustness and fault tolerance
Low-latency reads and updates
Scalability
Generalization
Extensibility
Ad hoc queries
Minimal maintenance
Debuggability

Table 5 Data Processing Engine Comparison
MapReduce

Tez

Spark

Flink

Start at
API

2004
MapReduce on key/
value pairs

2007
Key/value pair
readers/writers

Paradigm

MapReduce

Optimization

None

Direct acyclic graph
(DAG)
None

2009
Transformations
on key/value pair
collections
RDD

2010
Iterative transformations
on collection or iteration
aware
Cyclic data flows or dataflow
with feedback edges
Optimization in all APIs

Execution

Batch

Enhanced
features plus
Specialize
particular
workloads

•

Computing
infrastructure

Typical data
process engine

Workload types &
characteristics of
data processing

Data Process
Engines
Comparison

•

Small
recoverable tasks
Sequential code
inside map and
reduce functions

• Relational
database
• SQL only

Batch sorting and
partitioning
• Extends map/
reduces model to
DAG model
• Backtrackingbased recovery

Web crawl
Indexing system
Not only SQL
User-defined
functions (UDF)
• Batch
processing
•
•
•
•

Optimization of SQL
queries
Batch with memory
pinning
• Functional
implementation
of Dryad
recovery (RDDs)
• Restrict to
coarse-grained
transformations
• Direct execution
of API

• All workloads
• In-memory
performance
• Improved
programming
model
• Resilient
Distribute
Datasets (RDD)
• Coarse-grained

Stream with "out-of-core"
algorithms
• Embed query
processing runtime in
DAG engine
• Extend DAG model to
cyclic graphs
• Incremental
construction of graphs

• All workloads
• In-memory
• Out of Core
Performance
• Declarative
• Optimization
• Iterative
algorithms
• Lambda
architecture
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FIG. 19
Evolution of data and big data process engines.
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The elements of Lambda architecture.

Fig. 22 shows that the batch layer as a part of Hadoop can easily meet robustness and fault tolerance
requirements. Scalability is the requirement for both batch and serving layers so that both Hadoop and
Elephant DB can handle it. Extensibility means the data stream adds a new function to the master dataset. The batch layer allows users to recompute another entire batch view from scratch. To some extent,
this also means that a batch layer can perform ad hoc queries because the master dataset in one location.
Due to the robustness nature of Hadoop minimal maintenance is acceptable. The reason for robustness
is because a serving layer database only gets a batch view per few hours, which emits from the batch
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An example of implementation of Lambda architecture.

layer. In other words, it doesn’t write randomly very often and has so few moving parts. Subsequently,
it is less likely to have something go wrong.
The combination of both batch and serving layers can record all intermediate steps of outputs (serving layer) and inputs (batch layer — master dataset) for data process. Therefore, if the process has any
hiccup, the debug analysis is quite easier.
The top element of the Lambda architecture is the speed layer. The purpose of having speed layer is
to perform an arbitrary computing function on arbitrary data in real time, which is to fill the gap time of
new data for both batch and serving layers that have been left. In contrast to the batch layer, the speed
layer only checks the latest data, while the batch layer covers all the data in one batch. Moreover, it
only does so in an incremental manner rather than in doing a re-computation from scratch manner that
the batch layer does. The speed layer capability meets the Big Data requirements for low-latency
reads and updates.
The overall Big Data query is the combination of real-time and batch views, as noted in Fig. 22, which
shows an example query processing system based on Lambda architecture. In contrast to MapReduce
(batch only), the Lambda architecture can meet all requirements of Big Data query, whether it is in
batch or real time.
In addition to Flink and Spark, more than 40 processing engines are available, which are capable of
processing different types of BDA workloads (see Table 6).

1.7.6 SUMMARY OF HADOOP AND ITS ECOSYSTEMS
Hadoop has become the standard framework to run distributed BDA that can process massive scale of
data on large clusters based on the commodity hardware or a cloud infrastructure. Along with its evolutionary journey, it has absorbed and integrated some Apache projects that have similar functionalities,
such as Taste, Solr, and Mahout. Due to the demand for processing all types of BDA workloads, many
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Table 6 40 Alternative Platforms for Big Data Processing
Bashreduce

Gearman

Mincemeat

R3

Ceph
Cloud MapReduce
Cloud-crowd
Condor
Data core
DISCO
Elastic phoenix
Filemap
Flink (stratosphere)

GoCircuit
GPMR
HaLoop
HPCC
HTTPMR
Aneka MapReduce
MapRedus
MapRejuice
MARS

Mincemeat
Misco
MongoDB
Octopy
Oryx
Plasma MapReduce
Peregrine
QFS
Qizmt

Riak
SAMOA
Skynet
Spark
Sphere
Storm
Tachyon
TEZ
Weka

of Hadoop’s ecosystems have been developed, such as Spark, Storm, Hama, Tachyon, TEZ, S4, and
Flink. These ecosystems intend to overcome MapReduce’s shortcomings and specialize in a particular
type of BDA workload. Consequently, some platforms have been generalized to handle all types of
BDA workloads.

Hadoop key functions
When Douglas Cutting and Michael J. Cafarella created it in early 2006, their original idea was to build
Apache Nutch (or a web crawler engine) on a cheaper infrastructure. It consists of five key functional
components (see Fig. 5):
1.
2.
3.
4.
5.

ETL tools for data integration
Functional element or programming model: MapReduce
Core units: distributed framework or storage system
Processing modules or libraries: machine learning
Administration models

In comparison to many other conventional databases, Hadoop is not a database but a distributed
storage and computational framework. It is a free and open source ecosystem. It has six characteristics:
1.
2.
3.
4.
5.
6.

Scale-out with distributed computing
Expect failures with redundancies
Focus on smart software rather than dumb hardware
Share-nothing architecture
Move processors not data (taking computer to data, rather than other way around)
Build applications, not infrastructure

Hadoop’s distinguishing features
One of Hadoop’s unique features is that it is supported by so many auxiliary tools, especially administration tools such as monitoring, management, and maintenance (see Fig. 9). It also has many APIs to
interface with other BDA applications. Many ASF incubation projects (such as Spark and Flink) can
replace MapReduce, but it would be too costly to substitute the entire Hadoop framework.
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1.8 ML + CC → BDA AND GUIDELINES

We discussed the role of ML, CC, and Hadoop-like systems. We see that ML and CC are the two
most important components of BDA. If there are no advances in ML and CC, BDA could not be
implemented or operated cost effectively. Of course, BDA needs a good understanding of application
Table 7 Guidelines for BDA
3 Aspects

9Vs

Fit for BDA

Not Fit for BDA

Data

Volume

•

•
•

Dataset can be fit into one node
Bringing data to the computing node

Variety

•
•
•

•
•
•

One type workload (RDBMS or
SQL)
Single data source
Schema on write

•
•
•
•
•

Traditional stable environment
Static dataset
Dataset is relatively clean
Model construction is relatively simple
Require live data

•
•
•

Homogeneous dataset
Fixed schema
Few variables of dataset

•

Simple and straightforward approach
to verify the result of data mining

•
•

Routine issues for a short term
Exploring business value from single
source

•
•
•
•
•

Ask for the answer
Search for temporary solutions
Fault tolerance may not be essential
Scale-up
Percentage of serial processing
workloads is higher

Velocity
Statistics

Veracity

•
•
•
•
•
•

Business
Intelligence

Variability

•
•
•

Validity

•

Value

•

•
Verdict
Visibility
Other
Aspects

•
•
•
•
•

Datasets do not fit into one node (eg,
PB–EB size datasets)
Bringing computing to the data
Not only SQL
Collection and discovery of datasets from
different data sources (eg, M2M, WSN,
RFID, SCADA, SQL, and NoSQL)
Schemaa on read
Data agility
Interactive and dynamic data stream
Datasets are not clean
Models construction need many “Whatifs” for fidelity issues
Rely on archived data for reliability and
credibility
Heterogeneous dataset
Dynamic or flexible schemas
Numerous variables of dataset (eg, > 50
variables)
Require independent and transparent
criteria to verify the result of BDA (eg,
GFT)
Solving strategic problems that have
long-term consequences (eg, competitive
advantages, integrity, excellence,
sustainability, success, and cost leadership)
Leveraging business values from all data
sources
Ask for an answer
Search for strategic insight
Large-scale computing needing high
fault tolerance
Scale-out
High percentage of parallel and
distributed processing workload

“Schema-on-Read” means a table or a set of statements is not predefined. Sometime it is also named as “Schemaless” or “Schema
free.” In contrast, “Schema-on-Write” means that a table is predetermined. Sometime, it is also called as “fixed schema” [76–78].
a
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FIG. 23
Comprehensive meaning of big data.

domain. Effective BDA needs an appropriate choice of ML techniques and the use of CC to handle
Big Data sets for both training and extracting new meaningful data patterns. CC can provide an affordable solution for many individuals and small- to medium-scale enterprises. Therefore, we assert
that ML + CC → BDA. Hadoop’s history and its ecosystems with machine learning applications have
demonstrated this concept adequately.
Finally, BDA is not an ideal solution for every analytics problem. For some cases, it may only add the
burden to the business. Table 7 provides guidelines to decide which cases could be applied for BDA solutions and which ones would not benefit from BDA. These guidelines help in determining the case for BDA.

1.9 CONCLUSION
We have discussed many major events and debates in Big Data and introduced the original concept of Big
Data and its 3Vs attributes. We proposed an extension to this view of Big Data from 3Vs to 32Vs (9 Vs) to
capture the full meaning of BDA to include additional attributes of BI and statistics aspects (see Fig. 23).
We provided an overview of many popular platforms for BDA such as Hadoop, Spark, and Flink that are
affordable to small- and medium-scale enterprises. We have developed the notion that ML + CC → BDA;
that is, the execution of ML tasks on large data sets in CC environments that is often called BDA.
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REAL-TIME ANALYTICS

2

Z. Milosevic, W. Chen, A. Berry, F.A. Rabhi

2.1 INTRODUCTION
This chapter focuses on real-time analytics and in particular, relevant analytics approaches, ie, the
velocity aspects of Big Data. Real-time analytics is increasingly gaining prominence in business and
social applications as a result of the need to deal with the proliferation of data and the need to act
instantly in response to data triggers. A recent Harvard Business Review article refers to such data as
“Fast Data” and states that “… large enterprises have spent heavily on managing large volumes and
disparate varieties of data for analytical purposes, but they have devoted far less to managing high
velocity data” [1]. This is in spite of the fact that data volumes are expected to double every 2 years,
with the greatest growth coming from the vast amounts of new data being produced by intelligent devices and the Internet of Things. “That’s a problem, because high velocity data provides the basis for
real-time interaction and often serves as an early-warning system for potential problems and systemic
malfunctions” [1].
It should be noted that many of the requirements, principles, characteristics, and solutions associated with real-time analytics have a foundation in the distributed computing infrastructure, event
processing, and machine learning, as well as in real-time applications from the pre-Internet era. The
key differences are in the growing audience for data insights, increasing use of cloud computing and
commodity infrastructure, and the proliferation of new data sources, such as social media and mobile
devices. This is in contrast to the early distributed systems applications, which were developed using
high-end proprietary computing infrastructures and intended for limited audience, eg, subject matter
experts, engineers, and other professionals in specific industry sectors. Further, data is increasingly
arriving continuously in so-called data streams or event streams. This introduces computational and
resource challenges in processing such data in a real-time fashion, and in particular when looking for
new insights through applying various statistical techniques.
This chapter describes the new real-time infrastructure, tools, and analytics techniques while also
positioning them in relation to current stored-data analytics and the event-driven architectures and
complex event processing (CEP) technologies of the last decade.
The chapter is structured as follows. The next section introduces a hierarchy of abstractions for
Big Data and analytics, which we refer to as the analytics stack for Big Data (see Fig. 1). This stack
was developed to position real-time analytics and facilitate discussion on various analytics concepts,
technologies, and principles described in this chapter; later sections of this chapter are structured according to the stack.
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00002-7
© 2016 Elsevier Inc. All rights reserved.
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FIG. 1
Real-time analytics stack.

The subsequent section highlights key characteristics of real-time systems considered from the
standpoint of Big Data, while outlining their roots in early distributed system developments and related
industrial applications. This section sets a scene for the solutions and challenges to be discussed in the
remaining sections. Following that, the chapter describes key concepts and platforms used when designing and implementing real-time systems and analytics solutions, with a particular focus on the eventdriven technologies. This is followed by the description of real-time data processing platforms for Big
Data environments (or “fast data” systems), which we refer to as data stream processing platforms, including a number of open source platforms and proprietary solutions. The subsequent section describes
analytics solutions that can apply analytics techniques to the real-time data streams, and we refer to these
as data stream analytics platforms. The key analytics techniques and functions support development of
specific analytics solutions on top of these platforms, and these are described in the following section.
Finally, we describe an example application in the finance domain that is built upon one of the analytics platforms and associated techniques and tools. The chapter concludes with a list of interesting
research topics we have identified based on our industrial and academic experience.

2.2 COMPUTING ABSTRACTIONS FOR REAL-TIME ANALYTICS
This section introduces a hierarchy of abstractions for building analytics solutions, including real-time
analytics solutions. These abstractions were developed to facilitate the description of different capabilities and features of analytics solutions, as well as to position real-time analytics in the broader spectrum
of analytics platforms and solutions. We refer to these layers informally as the analytics stack. Fig. 1
depicts these abstractions.
Note that the real-time analytics topics in the stack are distinguished in the figure as grayed boxes.
The other topics are included for completeness and positioning, but are not discussed in any more detail
beyond this section.
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The bottom layer reflects infrastructure platforms needed to provide computing resources over
which analytics systems are built. These include traditional enterprise distributed system components
provided by vendors such as IBM, Oracle, and Tibco, cloud PaaS offerings of these companies, as well
as other companies such as Amazon and Microsoft Azure. There are also other infrastructure platforms
for building real-time systems, such as for industrial applications in utility, mining, and transportation
industries.
The second layer identifies Big Data platforms developed for processing huge amounts of data,
including both data at rest and data in motion (ie, “fast data”). These are software platforms that are
built using the underlying resources provided by infrastructure platforms. We distinguish the stored
data processing platforms such as Hadoop, Spark, distributed file systems, and NoSQL databases [2]
from the data stream processing platforms, which provide a basis for real-time analytics and will be
described in the later sections of this chapter.
One special kind of Big Data processing is in support of analytics applications. A number of analytics platforms were developed in recent times to support such applications. These are software platforms
that make use of the components and functions provided by Big Data platforms. As with the Big Data
platforms, we distinguish them based on their ability to process “data at rest” versus “data in motion,”
namely stored data analytics platforms, such as ElasticSearch [3] and Pentaho [4], and data stream analytics platforms. The data stream analytics platforms are described in more detail later in this chapter.
The next layer is termed analytics techniques and tools. This layer can be regarded as a library
of methods for developing analytics solutions for specific business problems. Examples include various advanced statistics, machine learning, and text processing algorithms and models. Note that the
implementation of these methods is left to the specific requirements of the layer below, ie, whether it
is real-time data or stored data layers.
It should be noted that many technologies and solutions can be difficult to position at one layer only.
For example, Microsoft Azure and Amazon provide components in most of these layers.

2.3 CHARACTERISTICS OF REAL-TIME SYSTEMS
The term real-time system signifies the requirement for IT systems to process events as they occur and
within a specified time interval. This time interval is typically in order of milli-, micro-, or even nanoseconds, depending on the system in question. Real-time systems are often said to be the systems in
which timeliness is essential to correctness [5]. While this statement is true for safety critical systems,
in the context of Big Data analytics, this requirement is somewhat relaxed and real time refers to the
ability to process data as it arrives, rather than storing the data and retrieving it at some point in the
future. In this chapter, the terms real time and real-time analytics imply this more relaxed requirement,
which some refer to as near real time.
In either case, this real-time property requires the collection of data associated with various data
sources and processing them as they arrive. It often involves generating notifications to humans about
significant occurrences in the environment, invoking functions of the system’s components to perform
some tasks, or sometimes both.
In the pre-Internet era, many real-time IT systems were developed for monitoring and controlling
industrial plants. They include real-time operating systems, embedded systems that control operations
of a specific component within a larger electrical/mechanical system, and programmable logical controllers that control operations of electromechanical processes, eg, factory assembly lines. They also
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included large supervisory control and data acquisition systems [6] that typically collect real-time data
from an industrial plant, present information to operators, and react to significant events, including generating alerts or performing some automatic control functions in response to events. There have been
also many other real-time systems specifically developed for time-sensitive applications in industries
such as finance, telecommunication, aviation, transportation, space exploration, and so on.
Many of these early real-time systems have required the development of a foundational distributed computing infrastructure, leveraging the power of the telecommunication network capabilities at
the time. The distributed computing systems, although providing many benefits, required solutions to
many difficult problems such as true concurrency (vs. interleaved), partial state, unreliable communication media, prolonged and variable transmission delays, possibility of independent partial system failures, and so on. These difficulties in turn led to many innovations in the field of distributed computing,
including the development of key distributed systems principles, techniques, and algorithms. Examples
include various solutions for dealing with different types of failure models, unreliable communications,
synchrony in the presence of unreliable computer clocks, etc. Many of these distributed solutions provide foundations for the understanding of requirements in the new generation of real-time systems of
the Internet era and in particular for Big Data and analytics.
Some key requirements are discussed in the following subsections, based on an excellent overview
provided in [7].

2.3.1 LOW LATENCY
In general, latency can be defined as the time delay between the cause and the effect of some physical
change in the system being observed.
In a real-time system, latency refers to the time between an event occurring in an environment of
the system and the start of its processing in the system. This latency typically involves network latency
and computer processing latency.
Real-time systems require low latency in order to respond to the events within specified time bounds.
A number of strategies can be adopted to support these requirements in analytics. These include:
•
•
•
•
•

In-memory processing — needed to minimize processing delay associated with the use of disks
and I/O; this is increasingly viable due to the decreasing cost of memory
Use of flash technology to store all data that does not need to be in main memory; this approach
increase access speed to data
Incremental evaluation, that is, updating calculations and query results for each new data item
without reevaluating the entire data set
Parallel processing with high bandwidth connection between processors
Anticipatory fetching and processing, enabling faster access to data from multiple data streams

2.3.2 HIGH AVAILABILITY
Availability means the ability of a system to perform its function when required.
Real-time systems require high availability; otherwise the events arriving from the outside world
are not immediately processed and are difficult to store or buffer for subsequent processing, especially
with high volume/high velocity data streams.

2.4 
REAL-TIME PROCESSING FOR BIG DATA — CONCEPTS AND PLATFORMS

43

In order to support this requirement, a number of strategies can be adopted to support enable effective analytics. These include:
•
•
•

Distribute processing to multiple nodes so that if one machine fails, another can take over
Replication of data to several servers, so that of one machine fails, the data can still exist on
another machine
Redundant processing of data; that is, having more than one node calculating a result for a data
set (which implies both of the above)

2.3.3 HORIZONTAL SCALABILITY
This characteristic refers to the ability to add servers to an existing pool to improve performance or
increase capacity. The ability to dynamically add new servers as data volume or processing workload
requires is of high importance for real-time systems to ensure that data is processed within specified
time intervals.
Horizontal scalability is especially important if one cannot control the rate of data ingress. If a
system is consuming a known, fixed-volume feed, then it can be sized to ensure that real-time requirements are met.
Note that horizontal scalability is to be contrasted to vertical scalability, which refers to the ability
to add resources to a single server to improve performance and capacity [7].

2.4 REAL-TIME PROCESSING FOR BIG DATA — CONCEPTS AND
PLATFORMS
This section provides an outline of concepts and techniques for architecting and designing real-time
systems in a Big Data environment, as well as for building analytics applications on top of it. It begins
by describing the concept of event, event processing, and streams, which are central concepts to many
real-time analytics applications today. These concepts will be used in describing key features of several
Big Data processing platforms and analytics approaches.

2.4.1 EVENT
Many recent modeling and implementation approaches for developing real-time applications are centered around the concept of an event. An event signifies some occurrence in the system’s environment.
This naturally reflects the nature of many real-time applications, where event-driven computing can
provide a more timely response and better throughput while leveraging availability and scalability
properties of the underlying distributed infrastructure. For example, many real-time applications involve (often distributed) sensors that detect and report events, which in turn need to be analyzed in
real time to detect patterns that signify some opportunity or threat. Other real-time applications need to
monitor events capturing actions of users and detect patterns of interest associated with their activities
and subsequently record this information or generate alerts. Some other applications need to distribute
the data associated with external events for processing on multiple computers to allow computations to
be performed in parallel and thus improve the performance of the applications.
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2.4.2 EVENT PROCESSING
Event processing is computing that performs operations on events as they are reported in a system that
observes or listens to the events from the environment. Common information processing operations
include reading, creating, transforming, and processing events [8].
Event processing has its origins in active database systems [9], distributed event-based systems
[10], and simulation work, such as the Stanford Rapide project. Luckham [11] and Bacon et al. [12]
pioneered research into event processing in the 1990s. The former mainly focused on simulation and
pattern matching, whereas the latter focused on the construction of distributed applications using eventdriven approaches.
Many event processing applications are built to react to events from the environment, and the design
of such applications follows the principles of event-driven architecture. Note that these applications
might not need to deal with temporal properties of events, whether of single events or between multiple
events, even if data associated with an event carries a timestamp. In fact, many event-driven applications merely need to perform some computation or action in response to an event. In this case, we are
talking about event-based programming or event-driven architectures [8].

2.4.3 EVENT STREAM PROCESSING AND DATA STREAM PROCESSING
Many real-time applications involve a continuous flow of information that is transferred from one location to another over an extended period of time [13]. This type of interaction is called a stream and it
implies the transfer of a sequence of related information; for example, video and audio data. It is also
used frequently to describe a sequence of data associated with real-world events, eg, as emitted by sensors, devices, or other applications, such as a stock ticker.
Processing these kinds of events is thus referred to as event stream processing or data stream
processing. The latter is taken to mean processing over data carried in the stream of events, essentially
with the same meaning as event stream processing. Note also that some earlier references, mainly
coming from database applications and data stream applications focus on filtering and aggregation of a
stream data using SQL queries.
Note that in principle, one can model any discrete data flow (ie, where individual data elements are
distinguished in time and space) using events, and that all digital data streams are, in essence, discrete.
Note also that event stream processing typically refers to processing of a single stream, which is a simplified form of CEP, as described in the following section.

2.4.4 COMPLEX EVENT PROCESSING
Some more CEP applications need to perform complex computations over multiple events coming
from the same or different sources in the environment. This is required when the combination of events
and their relationships have some meaning beyond the discrete events alone. These relationships can
be of any type, including causal relationships, data relationships, or temporal dependences (ie, before
or after relationship). This kind of event processing is often referred to as CEP [14]. In practice, the
terms event stream processing and CEP are often used interchangeably [15], and considering that the
same is often the case between event stream and data stream processing, we will use these concepts
interchangeably, with the same meaning apply to all three concepts.
CEP provides abstractions (event processing logic) for operations on events that are separated from
the application logic (event producers and event consumers). This can reduce the cost of development
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and maintenance. Event processing logic is often expressed in domain specific languages that we refer
to as event processing languages (EPLs).
Large enterprise vendors (IBM, Tibco, and Oracle in particular) have developed or acquired several
enterprise scale CEP systems, eg, InfoSphere Streams [16], Tibco Stream Base [17], and Oracle Stream
Explorer [18]. These systems have influenced the development of a number of recent data stream processing and analytics platforms, which will be described in the next two sections.

2.4.5 EVENT TYPE
An event processing system (EPS) thus needs a definition of an event type, which describes properties
of events occurring in the environment for the purpose of the processing of data associated with events
arriving from the environment. Typical attributes of an event type are the timestamp when it has occurred and various data types associated with event payload, such as data format of a message emitted
by a physical sensor or data format associated with a messaging system, such as HL7 messages, SWIFT
messages, and so on.

2.4.6 EVENT PATTERN
An event pattern is one of the key concepts used in many advanced real-time analytics approaches,
particularly CEP systems. It captures relationships between events in the real world. There are many
examples of event patterns that can signify some opportunity or threat, eg, unusual money deposits by
one person in a number of banks, of interest to antimoney laundering applications; unusual pathology
orders in eHealth systems, or some causal relationships between rise or falls of trades of one stock on
the market, preceded or followed by social media postings about the stock.
As with an event type, an EPS needs a description of an event pattern type so that the system can
detect the occurrence of event patterns in the environment.

2.5 DATA STREAM PROCESSING PLATFORMS
This section describes the most recent and prominent data stream processing platforms. Many of these
are open source solutions. These platforms facilitate the construction of real-time applications, in particular message-oriented or event-driven applications which support ingress of messages or events at a
very high rate, transfer to subsequent processing, and generation of alerts. These platforms are mostly
focused on supporting event-driven data flow through nodes in a distributed system or within a cloud
infrastructure platform. They provide a basis for building an analytics layer on top, such as many abstractions typical to CEP.
The section first provides a brief description of stored data processing platforms to facilitate positioning of several specific data stream processing platforms, which will be described in subsequent
sections.
The Hadoop ecosystem covers a family of projects that fall under the umbrella of infrastructure for
distributed computing and large data processing [19,20]. It is developed to support processing large sets
of structured, unstructured, and semi-structured data, but it was designed as a batch processing system.
Consequently, it doesn't support fast data analytics performance requirements. In order to support realtime processing, it can be linked with the Storm environment described in the next section.
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Hadoop includes a number of components, and below is the list of components of relevance for this
chapter [19]:
•
•
•
•
•

MapReduce, a distributed data processing model and execution environment that runs on large
clusters of commodity machines
Hadoop Distributed File System (HDFS), a distributed file system that runs on large clusters of
commodity machines
ZooKeeper, a distributed, highly available coordination service, providing primitives such as
distributed locks that can be used for building distributed applications
Pig, a dataflow language and execution environment for exploring very large datasets. Pigs runs
on HDFS and MapReduce clusters
Hive, a distributed data warehouse

The MapReduce component supports parallel processing of computation through breaking up work
into small tasks, all while dealing with task failures and without compromising the job to which they
belong. This supports near linear scalability — as the data size increases, it is possible to add more
computers and see jobs complete in the same amount of time. Note that a new version of MapReduce,
referred to as YARN (Yet Another Resource Negotiator) addresses some of the scalability shortcomings of the “classic” MapReduce [21], but the details of this are beyond the scope of this chapter.

2.5.1 SPARK
Apache Spark is more recent framework that combines an engine for distributing programs across
clusters of machines with a model for writing programs on top of it. It is aimed at addressing the needs
of the data scientist community, in particular in support of Read-Evaluate-Print Loop (REPL) approach
for playing with data interactively.
Spark maintains MapReduce’s linear scalability and fault tolerance, but extends it in three important
ways [22]. First, rather than relying on a rigid map-then-reduce format, its engine can execute a more
general directed acyclic graph (DAG) of operators. This means that in situations where MapReduce
must write out intermediate results to the distributed file system, Spark can pass them directly to the
next step in the pipeline. Second, it complements this capability with a rich set of transformations
that enable users to express computation more naturally. Third, Spark supports in-memory processing
across a cluster of machines, thus not relying on the use of storage for recording intermediate data, as
in MapReduce.
Spark supports integration with the variety of tools in the Hadoop ecosystem. It can read and write
data in all of the data formats supported by MapReduce. It can read from and write to NoSQL databases
like HBase and Cassandra.
Finally, its stream processing library, Spark Streaming, is an extension of the Spark core framework
and is well suited for real-time processing and analysis, supporting scalable, high throughput, and faulttolerant processing of live data streams. Spark Streaming generates a discretized stream (DStream) as
a continuous stream of data. Internally, a DStream is represented as a sequence of resilient distributed
datasets (RDD), which is Spark’s abstraction of an immutable distributed dataset. RDDs are distributed
collections that can be operated in parallel by arbitrary functions and by transformations over a sliding
window of data (sliding window computations). DStreams can be emitted either straight from input
data streams sources, such as Apache Kafka or Flume (see later); HDFS; and databases; or by passing
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the RDDs from other DStreams output. Regarding input stream, Spark Streaming receives live input
data streams through a receiver and divides data into micro batches, which are then processed by the
Spark engine to generate the final stream of results in batches. The processing components, similar to
Storm bolt (see later), are referred to as window transformation operators. Spark Streaming utilizes
a small-interval (in seconds) deterministic batch to dissect stream into processable units. The size of
the interval dictates throughput and latency, so the larger the interval, the higher the throughput and
the latency. Since Spark core framework exploits main memory (as opposed to Storm, which is using
Zookeeper) its mini batch processing can appear as fast as “one at a time processing” adopted in Storm,
despite of the fact that the RDD units are larger than Storm tuples. The benefit from the mini batch is to
enhance the throughput in internal engine by reducing data shipping overhead, such as lower overhead
for the ISO/OSI transport layer header, which will allow the threads to concentrate on computation.
Spark was written in Scala [23], but it comes with libraries and wrappers that allow the use of R or
Python.

2.5.2 STORM
Storm is a distributed real-time computation system for processing large volumes of high-velocity data.
It makes it easy to reliably process unbounded streams of data and has a relatively simple processing
model owing to the use of powerful abstractions:
•

•

•

A spout is a source of streams in a computation. Typically, a spout reads from a queuing
broker, such as RabbitMQ, or Kafka, but a spout can also generate its own stream or read from
somewhere like the Twitter streaming API. Spout implementations already exist for most queuing
systems.
A bolt processes any number of input streams and produces any number of new output streams.
They are event-driven components, and cannot be used to read data. This is what spouts are
designed for. Most of the logic of a computation goes into bolts, such as functions, filters,
streaming joins, streaming aggregations, talking to databases, and so on.
A topology is a DAG of spouts and bolts, with each edge in the DAG representing a bolt
subscribing to the output stream of some other spout or bolt. A topology is an arbitrarily complex
multistage stream computation; topologies run indefinitely when deployed.

Trident provides a set of high-level abstractions in Storm that were developed to facilitate programming of real-time applications on top of Storm infrastructure. It supports joins, aggregations, grouping,
functions, and filters. In addition to these, Trident adds primitives for doing stateful incremental processing on top of any database or persistence store.

2.5.3 KAFKA
Kafka is an open source message broker project developed by the Apache Software Foundation and
written in Scala [23]. The project aims to provide a unified, high-throughput, low-latency platform
for handling real-time data feeds. A single Kafka broker can handle hundreds of megabytes of reads
and writes per second from thousands of clients. In order to support high availability and horizontal
scalability, data streams are partitioned and spread over a cluster of machines [23]. Kafka depends on
Zookeeper from the Hadoop ecosystem for coordination of processing nodes.
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The main uses of Kafka are in situations when applications need a very high throughput for message
processing, while meeting low latency, high availability, and high scalability requirements.

2.5.4 FLUME
Flume is a distributed, reliable, and available service for efficiently collecting, aggregating, and moving large amounts of log data. It has a simple and flexible architecture based on streaming data flows
[24]. It is robust and fault tolerant with tunable reliability mechanisms and many failover and recovery
mechanisms. It uses a simple extensible data model that allows for online analytic application.
While Flume and Kafka both can act as the event backbone for real-time event processing, they
have different characteristics. Kafka is well suited for high throughput publish-subscribe messaging
applications that require scalability and availability. Flume is better suited in cases when one needs to
support data ingestion and simple event processing, but is not suitable for CEP applications. One of the
benefits of Flume is that it supports many sources and sinks out of the box.
Note that several real-time applications have combined Flume and Kafka to leverage their individual features, as reported in [25].

2.5.5 AMAZON KINESIS
Amazon Kinesis is a cloud-based service for real-time data processing over large, distributed data
streams. Amazon Kinesis can continuously capture and store terabytes of data per hour from hundreds
of thousands of sources such as website clickstreams, financial transactions, social media feeds, IT
logs, and location-tracking events [26].
Kinesis allows integration with Storm, as it provides a Kinesis Storm Spout that fetches data from
a Kinesis stream and emits it as tuples. The inclusion of this Kinesis component into a Storm topology
provides a reliable and scalable stream capture, storage, and replay service.

2.6 DATA STREAM ANALYTICS PLATFORMS
The data stream processing platforms introduced above provide a basis for additional functionality
needed to support real-time analytics solutions. This additional functionality incorporates a number of
key constructs implemented in various EPS. We refer to this software layer as data stream analytics
platforms.
There are broadly three types EPS: query-based approaches, rule-based approaches, and programmatic approaches. These three types of EPSs are discussed next.

2.6.1 QUERY-BASED EPSs
Query-based EPSs typically support an EPL extended from the relational database language SQL to
query event data. The queries expressed in a query-based EPL are often referred to as continuous/
continual queries [27]. In contrast to traditional non-persisting queries that work on persistent data,
continuous queries are stored persistently in the database and applied to event streams. The processing
paradigm in such systems is:
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Define queries in an SQL-like language
Process queries
Results of the processing step are only selectively stored in the database

In order to handle unbounded input streams, a common feature among these query-based languages
is “the extensive operations on sliding windows” [28]. Sliding windows are used to divide the event
stream into segments so that these segments can then be manipulated and analyzed without the system
running into unlimited wait time and memory usage. There are different types of sliding windows [29]:
•
•

Time-driven model: The window is reevaluated only at the end of each time step. CQL [30]
adopts this model.
Tuple-driven model: The window is reevaluated every time a new tuple arrives. StreamSQL [31]
adopts this model.

Since CQL and StreamSQL adopt different sliding window models, not all queries that can be expressed in CQL can also be expressed in StreamSQL, and vice versa [29]. In any one particular querybased language, it is important to stick to the consistent semantics so that all implementations using this
EPL work in a consistent manner and generate expected results.
Query-based EPLs are considered as good at defining patterns of “low-level aggregation views according to event types defined as nested queries” [32]. However, any of these languages have shortcomings when expressing event pattern types. For example, CQL does not have the ability of expressing
windows with a variable slide parameter [29]. Additionally, when detecting occurrences of the same
event pattern type, different query-based EPLs may generate different results, but the user does not
have the power to control which result should be generated [33].
A more recent solution is Azure Stream Analytics from Microsoft, which supports CEP over
streaming data in the cloud [34]. CEP processing is realized through an SQL-like language to specify
streaming analytics tasks, such as correlation, aggregation, sliding windows and calculations over those
windows, comparing current conditions to historical values, and so on [34].

2.6.2 RULE-ORIENTED EPSs
Compared with query-based EPSs and general purpose EPSs, rule-oriented EPSs work best on describing higher-level conditional business event pattern types.

Production rules
Production rules techniques originated in the area of expert systems (or knowledge-based systems) in
the 1980s. Since then they have been investigated comprehensively and have become very popular;
they also have been successfully applied commercially in various domains such as medicine, telecommunications networks, and computer configuration systems [32].
Most production rule systems, as well as their database implementations, adopt forward-chaining
operational or execution semantics [32]. The rules have the form of “if Condition then assert Conclusion/
Action.” Whenever the rule base manager needs to modify the condition, the conclusion/action needs
to be updated accordingly.
While production rules in nature “react to condition state changes and have no connections to event
data” [32], recent work has attempted to extend production rule systems with new features like object
models and a fact base to make CEP possible. Specifically, in the declarations of production rules, event
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types are defined. Incoming events are initialized as instances of the declared event types and are dynamically added to the fact base. In the rule condition, some operations such as filters and event pattern
detection may be applied to the instances of events. If the condition is fulfilled, the action is triggered.
Representative tools include Drools [35] and Business Events [17].
However, contemporary production rule systems still lack expressiveness as “they do not have a clear
declarative semantics, suffer from termination and confluence problems of their execution sequences,
and typically do not support expressive nonmonotonic features, such as classical or negation-as-finite
failure or preferences” [32]. Therefore, certain event pattern types can be difficult to express. Some
research in this area focuses on extending the core production systems to enhance their expressiveness
[36], but this results in more complication of the usage of the system.

Event-condition-action rules
The event-condition-action (ECA) rules [37] approach was developed to support the need to react to
different kinds of events occurring in active databases [38]. There are three components in an ECA rule:
•
•
•

Event: Specifies the event that triggers the invocation of the rule. The event itself can be a
composition of different event types, in which case it is called a composite event.
Condition: Consists of the conditions that need to be satisfied in order to carry out the specified
action. The condition is only checked upon occurrence of the specified event.
Action: Specifies the actions to be taken on the data.

Examples of active database systems using ECA rules include ACCOOD [39] and Chimera [40].
Expert system techniques are sometimes integrated to allow rule triggering to be automatic. Apart from
active databases, ECA rules have also been applied in conventional databases, where the condition is
a traditional query to the local database, and in memory-based rule engines, where the condition is a
test on the local data.
EPSs applying ECA rules in the corresponding EPL include Amit [41] and InfoSphere Streams
[16]. These systems support event algebra operators analogous to those provided by active database
event algebras, eg, Snoop [9], where complex expressions can be created using operators like And, Or,
Sequence, etc. to describe event pattern types that can be applied over the event streams in real time.
Two typical usages of ECA rules in event data analysis include detecting and reacting to occurrences of particular event pattern types in the database that may undermine the data integrity in real
time, and executing some business logic on incoming event streams.

2.6.3 PROGRAMMATIC EPSs
As mentioned above, programmatic EPSs provide a wide range of functionality for processing complex
(or composite) events. They mostly follow the high-level architecture such as EventSwarm software
framework. Its conceptual model is shown in Fig. 2. As many CEP engines, EventSwarm can process
any type of event streams, such as trading event from stock market; eHealth messages, such as HL7 V2
messages and Twitter streams and generate alerts; or invoke a service, when a specific event pattern
type occurs. The event patterns are specified using predefined constructs that define processing rules,
such as length of sliding time windows, type of events to be monitored and their relationships. These
event pattern types can, for example, specify monitoring rules for trading events (see our finance case
study), for business contracts and also alerting rules.
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FIG. 2
EventSwarm architecture.

EventSwarm provides a programming framework based on Java and offers “a range of pre-defined
abstractions and pattern components implemented in the Java programming language” [42]. There are
two typical styles of applications built using this framework, namely applications built for specific,
predefined patterns or abstractions, and domain-specific applications that allow end users to define new
patterns. For the latter, a graphical interface can be developed and provided for the user. It also has the
following outstanding features [42]:
•
•
•
•

“the ability to filter on any computed abstraction that matches a single event, including statistical
analysis”
the capability of “using causal precedence in sequence patterns”
the ability to manage time and ordering issues through, buffering, flexible relationships between
events, time skew allowance, and causal ordering
the ability to incrementally update statistics on sliding windows

It is to be noted that one of the production rules based systems, Drools [35], has adopted similar
semantics, and this product is referred to as Drools Fusion.
Table 1 lists different types of EPSs. There are some common event operations (key features) in
these products:
•
•

Event expressions — the fundamental building block of an EPS, allowing the specification of
matching criteria for a single event [42].
Filter — the component for reducing the set of events to be processed by an EPS to a subset of
events relevant for the given processing task, eg, removing erroneous or incomplete data. The
complexity of filtering mechanism in EPSs can vary depending on the expressiveness of the
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Table 1 Classification of Event Processing Systems
Type

Product

Query-based

CCL/Aleri [43]
*CQL [44]
*Esper [45]
StreamSQL [31]
Azure Stream Analytics [43]
Apama [46]
EventSwarm [47]

Programmatic
Rule-oriented
Production rules
Event-condition-action rules (ECA rules)
Other (logic programming)

•

•

*Drools Fusion [35]
BusinessEvents [17]
Amit [48]
InfoSphere Streams [16]
*ETALIS [49]
*Prova [50]

system, from basic static inspection of event attributes to comparisons against complex computed
abstractions.
Transformation — changing event data from one form to another, including translation, splitting,
aggregation, composition, etc.
− Translation takes each incoming event and operates on it independently of preceding or
subsequent events. It performs a “single event in, single event out” operation.
− Splitting takes a single incoming event and emits a stream of multiple events, performing a
“single event in, multiple events out” operation.
− Aggregation takes a stream of incoming events and produces one output event that is a
function of the incoming events. It performs a “multiple events in, one event out” operation.
− Composition takes two streams of incoming events and operates on them to produce a stream
of output events. This is akin to the join operator in relational algebra, except that it joins
streams of events rather than tables of data.
Event pattern detection — component for detecting high-level patterns by examining a collection
of events (using correlation, aggregation, abstraction, etc.). This operation can be further broken
down into three steps:
− Predetection: Event pattern types are validated (eg, syntax and grammar errors), then compiled
into executable EPL code by the EPL Compiler.
− Detection: The EPL executes the EPL code of the selected event pattern type generated from
the previous step. Input event data is generated by a particular source and pushed to the EPL.
The EPL then monitors the incoming event stream, matches the selected event pattern type in
data, and produces an output of detected occurrences of this event pattern type.
− Post-detection: The EPL stores all occurrences of the selected event pattern type into the Event
Database, and notify relevant targets to perform corresponding actions.
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2.7 DATA ANALYSIS AND ANALYTIC TECHNIQUES
2.7.1 DATA ANALYSIS IN GENERAL
The purpose of data analysis is to answer questions, to suggest conclusions, and to support decision
making for data analysts. It is a process of converting raw data into useful information by systematically applying statistical and/or logical techniques. The following phases are normally included in data
analysis [51]:
•
•
•

•

Data collection — the process of gathering data of interest from certain data sources that are
required to answering research questions.
Data cleansing — the process of detecting and correcting (or removing) corrupt or inaccurate
records from a record set, table, or database [52].
Data transformation — denotes preparing data for further analysis via standardization or
normalization. It is needed since in many applications of data analysis, the raw data or cleansed
data cannot be used directly due to formatting issues. The formatting of values into consistent
layouts is performed based on various elements, including industry standards, local standards,
business rules, and domain knowledge bases.
Statistical analysis — the goal of this phase is to find interesting patterns so as to identify trends.
This phase involves various algorithms and can be broken down into five discrete steps, namely
data nature description, data relation exploration, data modeling on how the data relates to the
underlying population, validation of the model, and predictive analytics. Statistical analysis is
often accompanied with or followed by data visualization to interpret the results of the analysis.

Note that these phases are akin to the phases in knowledge discovery in databases, which focuses
on data analysis in databases.
There are different types of data processing tools, reflecting different stages of the data analysis
activities as introduced above. Examples of such tools are:
•
•

•

Pre-processing tools, such as OpenRefine [53,54] and Data Wrangler [55]
Database management systems, making use of SQL (eg, MySQL [56] and PostgreSQL [57]),
as well as NoSQL queries to search for data-satisfying specific parameters; the NoSQL are
more amenable to real-time applications, with some examples of being Cassandra [58] and
MongoDB [59]
Statistical data analysis tools, such as R, SAS, Stata, and SPSS

2.7.2 DATA ANALYSIS FOR STREAM APPLICATIONS
Data stream analytics requires a special set of techniques for processing data that may be quite different
to the analytics applied for historic data.
One reason for this is that the computation over streams, whether mathematical or statistical, needs
to take into account that the data sets over which computations are performed are not fixed. These data
sets are typically included as part of the sliding window abstraction, supported by most EPSs. Rather,
such data sets change over time, such as when new events arrive and old events need to be removed.
The effect of this is that continuous updates of computations must occur over the sliding
time window. Some of these such as stream related computations are relatively simple, such as
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c alculation of minima, maxima, mean, or averages, and even simpler statistical calculations such
as standard deviation. They can be computed with one update at a time, triggered by either event
arrival or removal.
Other computations may be more involved, either due to the complexity of an algorithm, such as
in multivariable regressions or when some sort of sampling over streams needs to be applied. The
latter may be required when it is too costly or time consuming to perform calculations over the large
population of data in the stream or when there is an infinite stream of data. Examples of techniques
for sampling from a streaming population are sliding window reservoir sampling and biased reservoir
sampling.
This property of streams will also have an impact on some other statistical techniques that are used
in the context of predictive modeling. When, for example, one needs to perform a sampling of data over
streams to apply forecasting techniques such as regression modeling, one needs to apply appropriate
sampling algorithms as well.
Another complication of data stream analytics is that the computation needs to support processing
out of order events. This is because in some cases, due to network delay or failures, the earlier event
(ie, the one with earlier timestamp) can arrive later than the events currently being processed. There are
various mechanisms that can be used to address these issues, including buffering for a defined period
before processing, recalculation when an out-of-order event is received, or the use of calculation methods that are correct in the face of out-of-order events.
It may be noted that in general, a significant class of real-time analysis has the character of time
series analysis, and many time series analysis techniques can be applied, although they need to be
modified to reflect the specifics of stream analytics requirements, as illustrated by the several examples
introduced above.

2.8 FINANCE DOMAIN REQUIREMENTS AND A CASE STUDY
This section will illustrate how some of the concepts, technologies, and techniques described in previous sections can be used to address a class of real-time analytics solutions in finance domain. The
section begins by outlining some of the requirements when analyzing real-time financial market data,
describes two example problems, and shows how one specific type of a CEP solution can be used to
address these problems.

2.8.1 REAL-TIME ANALYTICS IN FINANCE DOMAIN
The area of financial markets has witnessed significant changes in recent years due to a dramatic reduction in trading latency resulting from the use of high-speed computers and networks. High-frequency
algorithmic trading, in which market and news data must be analyzed and trading decisions must be
made, now occurs within a window of few microseconds. This results in huge volumes of “real-time
tick data” or “tick-by-tick data” being generated. High-frequency datasets of typically hundreds of
megabytes to many gigabytes in size are being used by finance researchers to study market behavior
[60]. Studies have used high-frequency data to analyze many aspects of market microstructure, including volatility and price jumps [61,62]. There are many empirical works related to financial markets
research that use such datasets.
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FIG. 3
Example of data pre-processing (for event studies).

Financial market data is a source of knowledge about trading behavior, strategies and patterns, market
design, operations and efficiency, products being traded, and financial news. For this reason, there are
many financial market data providers that sell either real-time data or historical data. Examples of financial market data providers or portals include Thomson Reuters [63], Bloomberg [64], and WRDS [65].
An example of real-time analytics in the finance domain is the data quality control. For instance,
there are many data quality issues associated with data that is obtained from on-line feeds. Another
example is determining the potential impact of a new event that requires an event study [66,67] to be
carried out within a time window surrounding the event. Real-time price data needs to be preprocessed
to accurately determine the returns timeseries (see Fig. 3). If the data preprocessing is not done properly, the data analysis will end up with errors or unreliable results.
In this case study, we will simulate a real-time feed using historical data downloaded from Thomson
Reuters Tick History (TRTH) [63] provided by Sirca [68].

2.8.2 SELECTED SCENARIOS
We used two scenarios that are both representative in financial market data quality control and involve
CEP rules. The purpose of the data analysis involved in these two scenarios is to detect occurrences of
particular event pattern types related to the data preprocessing.
The first scenario involves dealing with duplicate dividend announcement events, which require six
rules, as shown in Table 2.
The second scenario involves calculating and comparing the price-earnings ratios (P/E) of different
companies in the same industry to indicate whether investors of a particular company are expecting
a higher earnings growth in the future than other companies. To calculate the P/E ratio, we need both
price data that provides price information and corporate action data that provides earnings information.
There are totally six rules (business logic) for earnings calculation (see Table 3).

2.8.3 CEP APPLICATION AS A CASE STUDY
This section introduces a CEP application that deals with the selected scenarios for financial market
data processing. The application consists of two major components, namely financial user front-end
system and a back-end CEP engine (see Fig. 4).
The role of the Financial User Front-End is to permit financial data analysts to select the rules they
want to process on financial market data streams. The CEP engine serves to detect event pattern occurrences for each rule defined in the two selected scenarios.
A prototype was developed using the EventSwarm software framework for matching patterns against
data sets. Communication with between the front end and the back end took place via a RESTful interface. Upon completion of processing, the CEP passes the result back to the calling application using an
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Table 2 Event Pattern Rules for Duplicate Dividends
Rule

Condition Description

Expected Action

1

Simple duplicate dividend records: Two events with Type
“Dividend” have the same timestamp, the same “Div Amt.” and the
same “Div Ex Date”
No “End Of Day” event exists with “Div Ex Date” of a Dividend
event as the timestamp
An event with the type “Dividend” has null or empty value in the
field “Div Amt.” or “Div Ex Date”
A pair of duplicate dividends (pattern type No. 4) have different
“Div Mkt Lvl ID.” Although these two dividends are issued at the
same time (Date), the Div IDs are different which indicates they are
two different dividends rather than a duplicate
A “Dividend” event has a value other than “APPD” in the field
“Payment Status.” This dividend event is not approved (a value other
than APPD) so it should be considered as an out-dated record
A “Dividend” event has “1” in the field “Div Delete Marker.” This
dividend event is virtually deleted by the data provider, so this is not
a valid entry

Delete the former dividend event

2
3
4

5

6

Report it: missing data
Discard this Div event and report
missing value
This cannot be counted as a
“duplicate dividends” case

This dividend event cannot
be counted in any “duplicate
dividends” case
This dividend event cannot
be counted in any “duplicate
dividends” case

Table 3 Event Pattern Rules for Earnings Calculation
Rule

Condition Description

Expected Action

1

An event with type “Earning”
(E) happens before an event with
type “End Of Day” (EOD)
Two events E6(1) and E6(2) with
type “Earning” (E6(2) before E6(1))
happen before an event with type
“End Of Day” (EOD)
Three events with type “Earning”
(E3(2) before E3(1) before E6)
happen before an event with type
“End Of Day” (EOD)
One 3-month earning E3 and one
9-month earning E9 occur before
End Of Day
Four 3-month earnings events
(E3(1), E3(2), E3(3), E3(4)) before End
Of Day

Calculate the earnings of the EOD event using the following formula:
EOD.earnings = E.epsAmount * 10EPS_scaling_factor

2

3

4

5

6

One 9-month earning event E9
and one 3-month earning event E3
occur before End Of Day

Calculate the earnings of the EOD event using the following formula:
EOD.earnings = (E6(1).epsAmount + E6(2).epsAmount) *
10EPS_scaling_factor
Calculate the earnings of the EOD event using the following formula:
EOD.earnings = (E6.epsAmount + E3(1).epsAmount + E3(2).
epsAmount) * 10EPS_scaling_factor
Calculate the earnings of the EOD event using the following formula:
EOD.earnings = E9.epsAmount + E3.epsAmount
Calculate the earnings of the EOD event using the following formula:
EOD.earnings = (E3(1).epsAmount + E3(2).epsAmount + E3(3).
epsAmount + E3(4).epsAmount) * 10EPS_scaling_factor
Calculate the earnings of the EOD event using the following formula:
EOD.earnings = (E3.epsAmount + E9.epsAmount) * 10EPS_scaling_factor
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Data Source

Select rules and start execution

Financial User
Front-End

CEP Engine

Send the detected occurrences of
each rule

FIG. 4
Example CEP application.

HTTP POST request containing matches encoded using the wire format, which is implemented using
JSON [8] for simple and efficient cross-platform processing.
The EventSwarm service is implemented using Ruby on Rails on the JRuby platform. The specified
patterns were coded in Ruby and are called in response to requests from a user or external application. The Ruby “patterns” are primarily constructors that build a CEP graph using EventSwarm core
constructs. These constructs are provided through the EventSwarm core Java library with convenient
Ruby wrappers to facilitate rapid development. Pattern matching execution primarily occurs in Java
for maximum performance, although some elements of the earnings patterns are implemented in Ruby.
Encoding of results into the wire format and sending is also implemented in Ruby.
Patterns are matched inside EventSwarm by feeding events through one or more processing graphs
that select matching events or sets of events. Processing graph nodes can include sliding windows, filters, splitters (powersets), and abstractions. Abstractions are values or data structures calculated or constructed from the stream of events; for example, the EventSwarm statistics abstractions maintains sum,
mean, variance, and standard deviation over numeric data extracted from events in a stream. Events can
be added to and removed from the stream by a node, although downstream nodes can choose to ignore
removals. For example, a sliding window works by instructing downstream nodes to remove events that
have “fallen out” of the window.
The following steps were applied in deploying and testing the finance event pattern types [69]:
•
•
•

A financial data analyst specifies a set of interesting event pattern rules. The specifications of the
event pattern types are described in a natural language conveyed in writing or verbally to an IT
expert.
The IT expert implements the event pattern types in the event pattern detection service and makes
them available for invocation by the Front-End application.
The researcher selects the rules to be executed via the Front-End. The Front-End then passes
these parameters to EventSwarm using an HTTP GET request to a configurable URL.
Alternatively, the researcher can conduct event pattern detection tasks via the EventSwarm
pattern detection service GUI.
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The EventSwarm engine then returns detected event pattern occurrences in JSON format. Finally,
the occurrences are further processed by the front end.
As reported in [69], this application provides a number of implementation benefits, including:

•
•
•
•

Simple and easy-to-use API; developers can easily integrate EventSwarm into their own
applications.
Very fast and efficient CEP, with the average speed of processing of more than 10,000 events
per second on TRTH daily data provided by Sirca. This is almost as fast as a bespoke program
dedicated to a fixed event processing process and executed locally.
Very fast deployment of a new event pattern; it normally takes less than a day to implement five
event pattern types.
Well-structured output; JSON as the output format is well structured and it is convenient for
developers to parse and further analyze the results.
Some limitations of the implementation prototype are:

•
•

No user-friendly way of defining event pattern types via the GUI or an API; thus, the
development cycle largely depends on the availability of the IT experts.
The communication between the researcher and the IT expert can be very involving to help
the IT expert in properly understanding the semantics of event pattern types described by the
researcher. Any failure in the communication may cause issues that will be hard to diagnose in
the future.

Overall, the implementation of the patterns using EventSwarm was mostly straightforward and
required only minimal programmer effort, and most work required was on pattern specification and
implementation.

2.9 FUTURE RESEARCH CHALLENGES
There are a number of research challenges in the area of real-time analytics. A major challenge is
related to how to best apply and refine existing analytics techniques and functions, such as statistics
or machine learning methods to streaming data. This is needed for applications such as more precise
monitoring of the system under question, including detection of business, quality or security and privacy issues, more up-to-date data insights development, and predictive analytics outcomes.
Another problem is the lack of standard formats for facilitating interoperation of systems across the
different layers of the real-time analytics stack. For example, there is no standard for representing event
abstractions, such as events and event patterns. This issue should be addressed by proposing new models and standards that can accurately represent streaming data abstractions and can be used to facilitate
interoperability between solutions across streaming and stored data platforms.
The final challenge is in developing user friendly solutions that reflect existing analysis methods and
practices in specific application domains. For example, our financial study suggests that while data analysts are empowered to manage the event processing rules, they are unable to define suitable analytics
abstractions (ie, event pattern types) by themselves. Ideally, there should be some domain-specific analysis models that drive the analytics infrastructure in a “model-driven” way. Whether such models should
be based on a Domain-Specific Language approach or Semantic Technologies is still an open question.
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S. Kannan, S. Karuppusamy, A. Nedunchezhian, P. Venkateshan, P. Wang, N. Bojja, A. Kejariwal

3.1 INTRODUCTION
Big Data analytics has become pervasive in every sphere of life. The most common formats of Big
Data include video, image, audio, numeric, and text [1]. Typically, numeric data is more commonly
used than text data for analytics purposes. Over the last decade, analysis of text data has been a key
component of a large set of widely used industry applications. A web search is an example of such an
application, which has a very large daily audience around the globe.
State-of-the-art machine learning models can effectively model numeric attributes but do not fare
well in presence of text attributes. Examples of text attributes include words, their frequencies, underlying grammar structure, or entire sequences of words. These text attributes (or features) are generated
from a given corpus of text. Often, corpora are large and the resultant text features can be sparse;
therefore, they require special data modeling. Furthermore, the dimensionality of text data is typically
much higher than that of numeric data. Text features are built on words or combination of words in a
particular sequence. Given the large variation that languages offer, the feature space encompassing an
entire grammar and vocabulary is large.
In this chapter, we present how analysis of text results in applications that have a significant influence on our online presence. We discuss how natural language processing (NLP) techniques [2] have
been used to analyze text and understand nuances in text data. Furthermore, we discuss how text mining
applications have improved latent mining and parsing of text originating from social media outlets and
e-commerce portals. Finally, we present approaches to detect anomalies in social media data, which
can in turn provide interesting insights.

3.2 NLP AND ITS APPLICATIONS
Language is a fundamental medium through which all of us can communicate. Languages have independently evolved over the years in every corner of the world along with corresponding cultures and
have given a sense of identity to entire populations. In today’s Big Data age, language is being used as
a critical medium of communication. Hence, it is imperative to study language, its underlying grammar
(i.e., the rules of which give structure to a language), and the vocabulary, which forms the content of a
given language.
Traditional linguistics have focused on understanding the syntax of a given language [2,3]. As more
and more languages were studied, linguistic resources, such as lexicon and grammar notations, multiplied along with the number of languages under study. As a consequence, the field of computational
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00003-9
© 2016 Elsevier Inc. All rights reserved.
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linguistics emerged to address the limitation and help study languages with technology, as opposed to
traditional handwritten rules. Eventually, the field evolved into being called natural language processing (NLP), with increased emphasis on using computers to analyze language.
In recent years, a large volume of text data is being generated at high velocity on a routine basis.
The infographic created by DOMO [1] shows that there are 200 million emails, 30,000 new blog posts
(Tumblr), and over 300,000 new tweets generated on the Internet every minute. NLP methods are routinely being used to parse this avalanche of text and extract the most useful information. Traditional
methods of text analysis have been centered around syntactic methods; however, there has been a
systematic shift in the NLP community towards the use of statistical methods for text and language
processing in recent years. The statistical NLP methods that are being used to parse text are central to
building everyday applications such as, but not limited to, search engines, recommender systems, spell
checkers, machine translation systems, and question answering machines.
It can be hard to imagine how statistics can simulate and replicate the finer nuances of complicated
language grammars. In the following sections, we shall walk through how traditional NLP problems,
such as language detection (LD) and named entity recognition (NER), have been addressed using statistical methods. Further, we highlight how NLP tasks can use machine learning methods to achieve
higher accuracy and to overcome the need for dedicated linguistic resources. Moreover, we focus specifically on social media text (e.g., microblogs, texts, and instant messaging). Social media text constitutes a majority of text that is being generated online everyday; therefore, applying NLP on this data
can have potentially wide ranging implications.

3.2.1 LANGUAGE DETECTION
LD, or Language identification, is to detect language(s) of a given text. Most of the NLP applications
are language specific, as they are usually trained on data in limited languages. Thus, given a text, accurate LD is key to subsequent analysis. This is particularly important for NLP applications in a multilingual context.
A large amount of research has been done on LD over the years [4,5]. Many of these methods are
covered in literature and are fairly accurate [6,7]. However, researchers have shown that LD on short
texts is very difficult. For example, in Ref. [8], Baldwin and Lui showed that LD became increasingly
difficult when reducing the length of texts or increasing the number of languages. In a similar vein,
other researchers noticed the LD of microblogs was challenging for state-of-the-art LD methods [9].
One of the most widely used methods is the character n-gram-based approach proposed by Cavnar
and Trenkle [10]. The method computes and compares profiles of n-gram frequencies via “Out Of
Place” (OOP) distance, a ranking-based distance. An n-gram is an n-unit slice of a given string. N-gram
when used in the context of words is a sequence of n words in a given string. A character n-gram is
an n-character slice of a given string. The first step is to compute a profile for each language in a multilingual training set. Given a test document, the computed profile was then compared to each language
profile obtained from the training set. The document was detected as a language that had the smallest
distance to the document’s profile. This approach achieved 99.8% accuracy on Usenet newsgroup
articles. One of the disadvantages of Cavnar and Trenkle’s approach is that it requires the input to be
character tokenized. Another similar approach used byte n-grams instead of character n-grams,
avoiding the tokenization problem [4]. This approach achieved 99.9% accuracy on documents longer
than 500 bytes.
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In recent research, the difficulty in LD for short texts has been highlighted. For instance, in Ref. [8],
Baldwin and Lui presented a detailed investigation of various approaches to carry LD and evaluated
their performance. They also show that LD became increasingly difficult when we increased the number of languages, reduced the size of training data, and reduced the length of texts. In Ref. [11], Vatanen
et al. investigated a LD task where the test samples had only 5–21 characters. The authors compared
two approaches: a naive Bayes classifier based on character n-gram models, and the OOP method [10].
To improve LD on short and ill-written texts, Tromp and Pechenizkiy proposed a graph-based n-gram
approach (LIGA) [12] that performed better than the character n-gram approach [10] on Twitter messages. Based on LIGA, Vogel and Tresner-Kirsch proposed linguistically motivated changes to LIGA,
achieving 99.8% accuracy on Twitter messages in six European languages, while the accuracy of LIGA
was 97.9% on the same test set [13]. In Ref. [14], Bergsma et al. addressed LD for short, informal texts
in resource-poor languages (languages with limited training data), annotating and releasing a large
collection of Twitter messages in nine languages using three scripts: Cyrillic, Arabic, and Devanagari.
The authors also presented two LD systems that achieved accuracy close to 98% on Twitter messages.
The aforementioned techniques focused on LD using only text-based features. In contrast, Carter
et al. used nontext features to improve the LD of Twitter messages [9]. The authors used text-dependent
features together with several text-independent features, such as the language profile of a blogger, the
content of an attached hyperlink, the language profile of a tag, and the language of the original post. Wang
et al. used a technique based on text-based features and user language profile, i.e., language distribution of
messages sent by a user, to further improve LD for very short messages in mobile games [15].
Next, some of the typical methods for LD are discussed and followed by a discussion on how to
combine LD methods together to take advantage from the individual methods.

Alphabet-based LD
A straightforward way to carry out LD is to count the number of characters of each language in a given
message and then select the language with the highest count of characters. This method is referred to
as alphabet-based LD. A sample algorithm for this method is shown in Fig. 1.
This method is effective when distinguishing languages written in different scripts, for example,
Chinese and English. However, it does not perform well when distinguishing languages using similar
scripts, for example, languages using the Latin script. Thus, this method should be used together with
other methods, for example, one could use this method to detect languages using almost separate scripts
(e.g., Thai, Chinese, Japanese, Korean, etc.) and then use other methods, such as the character n-gram
INPUT: a raw message M whose length is N
RETURN: the detected language for M
1: initialize a map char2langList which maps a character to a list of
languages;
2: initialize a map lang2count which maps a language to the count of
characters of the language in M;
3: for i ← 0 to N-1 do
4:
for each lang in char2langList[M[i]] do
5:
lang2count[lang] ← lang2count[lang] + 1;
6: return the language in lang2count with the highest count;

FIG. 1
Alphabet-based language detection.
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based approach proposed by Cavnar and Trenkle [10] and the graph-based n-gram approach (LIGA)
[12] to detect remaining languages. Note that here “almost separate scripts” depends on the target language to be detected. For example, if the set contains Russian and Ukrainian — both use the Cyrillic
script — then the alphabet-based LD method should not be used to detect Russian or Ukrainian; in
contrast, if the language set only contains Russian, then the alphabet-based LD method can be used.
Having said that, multiple languages may have the same highest count. To address this, a priority list
of languages could be set according to the language frequencies in the context and language-specific
knowledge.

Dictionary-based LD
Assuming words in an input message are space delimited, one could count the number of words in
each language, then select the language with the highest count of words as the detected language. This
method is referred to as dictionary-based LD. A sample algorithm is shown in Fig. 2. A language priority list can be used to address the problem of multiple languages have the same highest count of words.
The advantage of this method is that it works well on short messages, even if the input message is
only one word. On the other hand, the disadvantage of this method stems from its assumption that the
words in the input message should be space delimited, which limits the applicability of this method. For
example, without knowing that an input message is in Chinese, the input message cannot be tokenized
into words properly.1 Furthermore, it might be difficult to get suitable word lists for languages, because
many word lists available on the Internet are usually noisy and also for different contexts, one might
want adapted word lists, for example, players tend to use slang words in mobile games, so one may
want word lists containing slang words in such context.

Byte n-gram-based LD
A byte n-gram-based LD approach was proposed by Lui and Baldwin [16]. This approach was shown
to fare better than many other methods. Examples include, TextCat, an implementation of the technique proposed by Cavnar and Trenkle [10] and CLD2 that is the embedded LD system and is used in
Google's Chromium Browser.
INPUT: a raw message M
RETURN: the detected language for M
1: tokenize M into a sequence of words WORDS whose length is N,
ignoring punctuation;
2: initialize a map word2langList which maps a word to a list of languages;
3: initialize a map lang2count which maps a language to the count of
words of the language in WORDS;
4: for i ← 0 to N-1 do
5:
for each lang in word2langList[WORDS[i]] do
6:
lang2count[lang] ← lang2count[lang] + 1;
7: return the language in lang2count with the highest count;

FIG. 2
Dictionary-based language detection.
1
2

This gives rise to a circular problem, as determining the language of the input message is the objective of LD.
https://github.com/CLD2Owners/cld2
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This approach uses a naive Bayes classifier with byte n-gram features. Lui and Baldwin released
an off-the-shelf LD tool as an implementation of the approach [16]. The tool also contains a pretrained
model that was used on a large number of multilingual texts from various domains in 97 languages
[17]. One major advantage of this approach is that it can avoid encoding issues. One language could
be encoded using different character encodings,3 for example, Chinese could be encoded in Unicode,
GBK, etc. Prior to this approach, one would have had to convert the input texts to required encodings,
then feed the input texts to LD systems. This approach could be trained on data comprising of many
different encodings, as the elementary unit for its features is byte.

User language profile
As mentioned earlier, LD methods that rely on only text-based features often perform poorly on very
short texts. In light of this, we overview methods based on nontext features (i.e., user language profiles)
[9,15].
A language profile for a user is a vector of real numbers, which are the probabilities of sending a
message in a particular language. The size of the vector is the same for all the users, i.e., the number of
supported languages. In order to build the language profiles, ideally, human editors would annotate all
the messages sent by a user. However, this is impractical. Therefore, an automatic LD system is needed
to detect the language of each message sent by a user and obtain a vector of counts of messages written in each language. Then, the counts are normalized to compute probabilities and obtain a vector of
probabilities as the language profile for the user. For example, the byte n-gram-based LD system could
be used to build language profiles. Of course, the byte n-gram-based LD might make errors, especially
on short messages. In Ref. [15], Wang et al. demonstrated that this way of building language profiles is
effective. For a new user, the probabilities in the language profile are all 0, meaning that the language
the new user will use is not known.

Combined system
As discussed earlier, different LD methods have different advantages and limitations. The approach
proposed by Wang et al. combines different LD methods together to take advantages from all the methods [15]. Their approach has two phases:
•
•

Phase 1 uses the alphabet-based LD to detect languages using “separate” scripts.
Phase 2 uses a linear model from LibLinear [18] to combine the dictionary-based method, the
byte n-gram-based method, and the user language profile to detect the remaining languages. The
workflow of the approach is presented in Fig. 3.

For example, if the target language set is {Chinese, English, French, Thai} in Phase 1, the alphabetbased LD method detects the four languages. If the result is in {Chinese, Thai}, we return the result.
Otherwise, English and French are detected in Phase 2. The input feature vector of LibLinear [18] is
a concatenation of the normalized output vectors from the three methods. Each output vector has two
numbers indicating the probability of English or French. Note that the output vector of some methods
could be less than two numbers. This may happen, for instance, when the dictionary-based method is
not applicable to some languages due to a lack of dictionaries or words that are not space delimited.

3

https://en.wikipedia.org/wiki/Character_encoding
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return LibLinear
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FIG. 3
Work flow of the combination approach.

Going forward, research on LD could explore how to use social media text normalization [19,20]
to assist LD of social media texts, as social media texts usually contain many informal words, which
pose difficulties for LD systems trained on formal data. Another potential avenue of further research is
to use deep learning methods for LD [21].

3.2.2 NAMED ENTITY RECOGNITION
NER delves with identification and classification of named entities (NEs) in a given sentence, such as
person, organization, place, time, quantities, and monetary values. For example, consider the sentence
in Fig. 4.
An NER system should be able to identify Australia, Chris Rogers, and Edgbaston as NEs in the
sentence. NER plays a key role in larger information extraction (IE) from natural language texts. NER
finds practical use in a wide range of applications such as machine translation, speech recognition, chat
bots, and search engines.
Australia opener Chris Rogers has come through
a nets session against the tourists' pace attack
with no visible ill-effects at Edgbaston

FIG. 4
Named entities highlighted.
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Traditional approaches to NER include matching a list of names with documents to identify NEs
and other simple rule-based approaches. The Conference on Natural Language Learning (CoNLL)
conducted a shared task in 2003, which saw a lot of significant contributions to NER. Many statistical
NLP approaches were presented here that achieved success in NER with groundbreaking results. Some
of these approaches are discussed in the following sections.

NER pipeline
A typical NER system pipeline includes preprocessing the data such as tokenization, sentence splitting,
feature extraction, applying ML models on the data for tagging, and then post-processing to remove
some tagging inconsistencies. Fig. 5 illustrates this pipeline.

Statistical NLP methods
NER can be treated as a standard classification problem, for example, identifying if a token is an entity
or not. Statistical machine learning algorithms can be applied to solve this problem. Supervised classifiers yielded better NER systems compared to rule-based ones, as they are easier to maintain and adapt
to different domains. Hidden Markov models (HMMs) [22] and support vector machine (SVM)-based
models [23] were used in NER tasks with varying degree of success.
Maximum entropy (ME) models were highly successful [24]. These models use posterior probability of a tag given a word within a limited window wnn+-ii = wn - i¼ . wn+i around nth word wn with a window
size of 2i + 1 [8]. The models comprised of set of binary features such as lexical, word based, transition,
prior, compound, and dictionary features. Chieu and Ng added other features to the system such as useful word suffixes, class suffixes, and initial capital letters [25].

Tokenization

Sentence splitting

Corpus
Feature extraction

Model application and data tagging

Post processing tagged data

Person

FIG. 5
NER pipeline.

Location

Organization

Event
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Xi
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FIG. 6
Graphical structure of CRFs. Unfilled circle indicates variables that are not generated by models [26].

In recent years, conditional random field (CRF) [26] replaced ME model as a popular choice for
sequence labeling task such as part-of-speech (POS) tagging and NER. A typical CRF structure is illustrated in Fig. 6. CRF provides many advantages over ME or HMMs.

Why CRF?
•
•
•
•

It overcomes the problems of generative models as the problem is modeled as a conditional
probability of the label sequence, given an observation sequence rather than a joint
probability.
The conditional probability of label sequences can depend on arbitrary nonindependent features4
of the observation sequence.
The probability of transition between labels depends on past and future observations rather than
strict independent assumptions in generative models.
Label bias problem: In maximum entropy Markov models and other discriminative Markov
models, the transitions leaving the current state compete only with each other, not with all
the transitions in the model. By virtue of the fact that CRF has a single exponential model
for the joint probability of the entire sequence of labels given the observation sequence, the
aforementioned problem does not arise when using CRF.
Stanford’s NER is one of the cutting-edge NER tool available that uses CRF based classifier [27].

Features for NER
Most of the systems employed for solving NER use a large set of features. Domain adaptation of NER
entails feature engineering, that is, addition or deletion of features for that particular data. Some of the
important features are listed in Table 1 [23,27].
Feature engineering involves manually constructing features for a particular domain, which involves understanding of the domain and also of the classifier used. The effect of each feature can be
manually measured by simple inclusion and exclusion of features. There are a number of feature selection algorithms used in machine learning. Methods such as adding features based on domain knowledge, forward selection (i.e., adding one feature at a time to evaluate performance [28]), and backward
selection (i.e., removing one feature at a time to evaluate performance [28]), can be used initially.
Models based on simple Information Gain [29] and chi-square [29,30] help improve the feature selection process drastically.
Nonindependent features can be variables not directly associated with inputs but have a tertiary effect on the outcome.
CRFs are a good way to factor in such variables. Some examples could be length of the string, number of characters per
word, etc.
4
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Table 1 Table With Sample Features
Features

Examples

Initial capital letter
All capital letter
4-digit string
Words within a window of n characters around a word

Australia
US
1996
“Australia,” “Opener,” “Chris,” “Rogers,” and “has”
around the word “Chris”
“$”, “Mr.”
“a.m.,” “o’clock”
“Chris” is in a list of names

Prefix for money and person
Suffix for time
Gazette-based features

Tags and evaluation
Traditionally, Begin, Inside, Outside (BIO) prefixes are used along with individual NE tags, with manually curated training data. For example, the sentence in Fig. 4 will be tagged as follows:
Australia/B-LOC opener/O Chris/B-PER Rogers/I-PER has/O come/O through/O a/O nets/O
session/O against/O the/O tourist/O ‘s/O pace/O attack/O with/O no/O visible/O ill-effects/O at/O
Edgbaston/B-LOC.

Since the number of NEs in a sentence is much smaller compared to other words, NER is measured
using F-score. F-Score is a harmonic mean between precision and recall.

Applications
NER is used in a wide variety of application domains. For instance:
•
•
•

Biomedical data: NER is used extensively in biomedical data for gene identification, DNA
identification, and also the identification of drug names and disease names. These experiments
use CRFs with features engineered for their domain data [31].
Search queries: NER combined with topic identification is used in optimizing search queries and
for better ranking the search results [32].
Translation: NER is used in machine translation, as certain NEs should be translated and others
need not be.

Recent trends in NER
With the advent of social media like online chat, Facebook and Twitter status updates, and instant messaging, there has been vast proliferation of social media data [1]. Traditional NER methods do not fare
well with this type of data. This can primarily be attributed to the nature of the data (e.g., free speech
form, abbreviations, introduction of emojis and emoticons, and typing errors). Lack of good annotated
data, tagged by qualified linguists, have been extant problems in NLP as a whole and specifically for
social media data. The impact of social media is very pronounced in today’s world, literally being the
“word-of-mouth” information, making IE from social media very important. Twitter updates have become popular for IE tasks due to their high volume and free availability of data. Twitter data introduces
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its own categories of NEs, such as FACILITY, PRODUCT, MOVIE, SPORTSTEAM, along with original
PERSON, PLACE, and ORGANIZATION.
One of the early works focused on building NER on Twitter data was done by Ritter et al. [33]. For
instance, a whole IE pipeline was retrained specifically for Twitter data encapsulating POS tagging
and NER identification, segmentation, and classification [33]. The system also uses labeled-Latent
Dirichlet Allocation as additional features for unlabeled data. PERSON names had F-score above 85
due to availability of large number training data for the PERSON category. Since then, a lot of research
has been done using Twitter data.
TwitIE [34], a complete NLP pipeline for Twitter data modeled after ANNIE, an IE pipeline for
formal data [35], was developed by Bontcheva et al. TwitIE includes a tokenizer, sentence splitter,
POS tagger, chunker,5 lemmatizer,6 Gazetteer for NER [36], and features that were adapted to better
suit Twitter data. Twitter-specific User IDs can be easily identified with simple regular expression with
almost 100% accuracy [34].

3.3 TEXT MINING
Social media platforms have changed the nature of text data on the web. This, in part, can be ascribed
to the unstructured nature of the text and the presence of slang text. Millions of blogs, microblogs, and
short messages are generated each day on the web and on mobile devices [1]. Understanding and parsing these massive amounts of real-time text data streams is very valuable. For instance, text mining text
helps in learning users’ interests and usage patterns so as to build products with which users can better
engage. Such personalization also has applications in advertising, search, and discovery. The systems
also need to be tuned for speed and accuracy. Consequently, different machine learning models need to
be employed depending on the problem at hand.
Recent advances in machine learning have been in the area of deep learning [37–40] — primarily
geared towards classification and recognition tasks on image and audio data. These methods have also
found applications in text analysis in the form of recurrent neural networks (RNNs) [41]. Word2vec
[42] is a tool built using these methods for learning text association. The tool is being increasingly used
to convert text data into numeric feature vectors. These feature vectors are then used in machine learning models for prediction, classification, and clustering.
In the following sections, applications of text mining such as sentiment analysis, recommender
systems, and trending analysis are presented with a focus on social text streams.

3.3.1 SENTIMENT ANALYSIS
In this techno-social world, events such as a revolution in Egypt, a national election in the United States,
or an entertaining movie have people flocking to social media platforms to express their thoughts
and opinions. Sentiment analysis delves with automatically detecting sentiments in any text media.
Analyzing sentiments from text, like any NLP problem, is hard because of the recursive and ambiguous nature of natural language. With new words and symbols being regularly coined in today’s digital
5
6

Chunker is a shallow parser that identifies different phrases in a sentence like noun phrase, verb phrase, etc.
Lemmatizer returns the base or dictionary form of a sentence.
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world (e.g., selfie, #yolo, ☺, and tl;dr), language evolution poses serious challenges to the task of sentiment analysis. Sarcasm is another problem, which affects the performance of sentiment analysis systems. Although heuristics such as pronunciation lapses7 and other vocal cues [43] have been proposed
for sarcasm detection in speech content, sarcasm detection in text is still one of the more challenging
NLP tasks [44].
One of the most important applications of sentiment analysis is the rating system of online stores
where each product is rated and reviewed by the buyers. Depending on the kind of rating given by the
buyers, the online stores suggest a list of recommended items for buyers so that they can increase the
sales and revenue of the company. Knowing the sentiment of users towards a company’s new products or
services and that of their competitors guides better decision making. Forecasting stock market trends and
predicting election results are some other applications. Concepts related to this topic will be explained
using different kinds of review datasets, including a major chunk of opinionated data on the web.

Lexicon-based approach
The Lexicon-based approach uses pre-prepared sentiment lexicon to score a document by aggregating
the sentiment scores of all the words in the document [45–47]. The pre-prepared sentiment lexicon
should contain a word and corresponding sentiment score to it. The negation form of vocabulary words
should be added to the lexicon as individual entries, and they should be given higher precedence over
the corresponding nonnegation terms. Simple rules can also be used to handle negation terms. There are
several issues with this approach. For instance, most of the time, in online reviews or any other online
text source, the presence of more positive words does not necessarily make the review to be positive or
vice versa. In most cases, it is impossible to use the same lexicon for scoring documents of different
domains. To address this, a new set of sentiment lexicons should be prepared based on the nature of the
target domain. There has been some research work done to build domain-specific sentiment lexicons
for specific target domains by bootstrapping from an initial smaller lexicon [48].

Rule-based approaches
Rule-based approaches, along with the sentiment lexicon, use lists of emoticons, emojis, bias words,
and certain idioms. Rule-based approaches usually have a set of rules which ascribe importance to
terms in sentiment lexicon, emoticon lists, emoji lists, bias word lists, and idiom lists; these approaches
score a document based on these lists and the importance associated with each list. A classic example
of this method computes the sentiment of reviews by averaging semantic orientation of phrases that
have an adjective or adverb in it [49]. This approach has limitations similar to that of a lexicon-based
approach. The main advantage with lexicon-based and rule-based approaches is that manual labor is
needed only for building a sentiment dictionary.

Statistical methods
Machine learning algorithms can be applied on opinionated documents or reviews to learn the latent
patterns and other aspects that capture the sentiment of a given document. The learned model can be applied on real-time social media data to assess the opinions of people on any particular entity. Sentiment
analysis has mainly been modeled as a supervised learning problem; hence, it needs (manually) labeled
training data to build the initial model. The difficulty in obtaining training data depends on the domain
7

Pronunciation lapse: time gap between utterances.
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where the sentiment model is going to be applied. Some of the most common statistical techniques are
discussed next.
Bag of words: The most common statistical approach for sentiment analysis is to treat the text content in an input document as a bag of n-grams without taking into account the grammar and the n-grams
order. The frequency of each term (n-gram) occurring in the input is usually considered as a feature
vector for the machine learning model. Sentiment, emoticon, and emoji dictionary-based features can
be effectively combined with n-gram features and a hybrid machine learning model can be built to learn
underlying sentiment patterns. Since 2003, the majority of the research work in sentiment analysis using statistical approaches mainly employs the bag of words approach with notable work being done by
Pang et al. [50].
Aspect-based sentiment analysis: In online rating systems, the overall rating of an entity does not
necessarily explain the quality of the different dimensions of an entity. Consider, for example, the restaurant dining domain. The objective of a sentiment analysis system in this domain is to analyze the
opinions of people on different aspects of a restaurant (e.g., ambience, food quality, service and price
range). A typical restaurant review looks like the following (Fig. 7):
“What a nice restaurant _ perfect atmosphere. The steak of course
was great and the drinks were made nice and strong. Service was
just as good. I would definitely suggest have dinner one night if
you are in the area. Bit pricy though”

FIG. 7
Example review for aspect-based sentiment analysis.

On analysis, one should be able to categorize the review into multiple categories (Fig. 8):
Ambience — Positive
Food Quality — Positive
Service — Positive
Price Range — Negative

FIG. 8
Example aspects and their corresponding sentiments.

The challenge is to train a model to do this type of an interpretation. The simplest solution is to associate each sentence or a phrase in a review to some aspect and the sentiment value of those aspects
could be then summed up to find the overall sentiment of the review. For this kind of an approach the list
of aspects to be analyzed is usually predetermined. There has been some research done to treat sentence
labeling as a separate topic modeling task [51]. Applying the modified form of latent Dirichlet allocation
(LDA) called local LDA, which treats each sentence as a document, sentences in an input document are
labeled to be associated with some topic. Sentiment models can then be applied to learn sentiments from
those sentences. In Ref. [51], a sentence is assumed to have a single aspect. In Ref. [52], Pavlopoulos
and Androutsopoulos proposed a method to aggregate sentiments for different aspects at multiple granularities. Their method also handles cases where the same aspect is represented using different terms.
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Compositional models: The techniques discussed so far do not take into account the way a sentiment progresses across individual components of a sentence, say, phrases and even words. Recent work
by Socher et al. explored the importance of compositionality in sentiment analysis task [53]. In particular, a tree-bank was built from a movie review dataset, where individual words, phrases, and sentences
were tagged with the sentiment conveyed. The input sentence/phrase is represented as a parse tree as
shown in Fig. 9.
Their main focus was to compute compositional vector representation for phrases and feed those
vectors into a classifier to make the classifier learn propagation of sentiments from granular word levels to phrase and sentence levels. Socher et al. [53] employed recursive neural networks [41,54–57] to
compute compositional vector representation of phrases.
A compositional function takes the vector representation of child nodes at each level and computes
the vector representation of a current node in a bottom-up fashion. The function uses the vector representation of a node as a feature of a sentiment classifier to compute the sentiment value at the node
level. Socher et al. [53] compute sentiment values with the softmax classifier [58,59], as shown in
Fig. 10.
Recursive neural nets, matrix vector recursive neural nets [60], and a new model proposed by
Socher et al. [53] called recursive neural tensor networks (RNTN) were evaluated for this task. From
their experiments, they show that RNTN perform better than the other compositional models mentioned above.
The main advantage of the system of Socher et al. [53] is that it is able to capture negation words
more effectively than any other methods. However, one limitation of this system is that if a new model

FIG. 9
Recursive vector computation using compositionality function [53].
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= softmax(Ws . )

where Ws = R

∗

— sentiment classification matrix

— number of sentiment classes
— dimensions of word vector
— -dimensional word vector representation
— sentiment vector at that node a containing posterior probability of sentiment labels
FIG. 10
Sentiment value computation at each node [53].

needs to be trained for another domain, a new sentiment tree-bank needs to be manually prepared for
that target domain, which can be time consuming.

Domain adaptation
The statistical methods discussed so far need a large amount of training data to achieve a good performance. It is very time consuming to generate such a tagged dataset. For ratings-related domains, such
as online stores or app stores, there is a way to approximate user ratings to corresponding sentiment
scores and prepare a training dataset; however, for any other domain, it is impractical to prepare a
large-scale training dataset. The approximation enables the use of both supervised and unsupervised
methods.
Blitzer et al. [61] proposed a technique called structural correspondence learning to select pivot
features based on mutual information between source and target domain features in an unsupervised
setting, thereby making the built sentiment model adaptable to target domains. For example, consider
two domains: “cell phones” as a target domain and “computers” as a source domain. A sample cell
phone reviews often read as “Awful battery life,” “Excellent touch response,” etc. On the other hand,
computer reviews often read as “Awesome processing speed,” “Awful design,” etc. The technique proposed by Blitzer et al. completely aligns distinct domain specific terms such as “touch response” and
“processing speed” based on correlation with their context in the unlabeled data. Based on this, they
were able to relate that the terms “touch response” should have the same kind of effect in the target
domain as the term “processing speed” in the source domain. They used an evaluation metric called
transfer error rate, which measures the loss of performance due to the application of the sentiment
model on domains other than the one where the model is trained on. They conducted their experiments
on different domains, such as books, DVDs, electronics, and online reviews, and they could reduce the
transfer error rate up to 4.9% on average.
Recent popularity of word2vectors [42] has added another dimension to this problem. In particular,
the unlabeled data from different domains can be trained together to represent terms across domains
in a common vector space. The terms in a common vector space can then be clustered using K-means
clustering algorithm [62]. If some sentiment labeled data is available, frequency of words belonging
to each of those clusters in the input examples can be used as feature vectors for training the sentiment
classifier (a.k.a., bag of centroids approach). Similarly, the average of the vector representations of
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input words in the input examples can also be treated as feature vectors for training a sentiment classifier. Specifically, the idea is that the pivot features across domains will be represented closely in the
semantic vector space. The trained sentiment classifier can then be effectively used to analyze sentiments on any of the domains whose data were used in building a word2vector model.
Recent research in sentiment analysis has improved the sentence level accuracy to over 85% [53].
But aggregating the sentence-level sentiments to document-level values is still another problem that
has to be handled appropriately. Subtle changes to the aggregation techniques of sentiment analysis,
based on the problem for which the sentiment system is designed, would result in better performance
of these systems.
NLP resources for languages other than English are sparse, which makes building sentiment systems for other languages challenging. There has been some early work in this regard, wherein researchers have used machine translation-based sentiment analysis for Latin/Scandinavian family of languages
[63]. Others have tried to address sentiment analysis in their respective languages by manually creating
training data, such as sentiment lexicon and rules, then modeling sentiment analysis systems based on
the handcrafted data.
Financial news stories are commonly analyzed in real-time to assess the market sentiment for a
given stock. In recent times, sentiment analysis systems have been employed to automate this process.
But critical applications such as stock market sentiment analysis require systems to be nearly perfect
before making any decisions. For this, rather than using a limited set of manually labeled training examples, it is possible to exploit unsupervised learning techniques to model the underlying sentiment
patterns. Another important aspect of stock market sentiment analysis is time sensitivity. Sentiments
of people for a given stock might fluctuate in matter of few seconds. Thus, an ideal system for this
problem should be scalable, reliable, and fast.
As we mentioned earlier, sarcasm, word sense ambiguities, etc. are few other problems that affect
the performance of sentiment analysis system. To address these, recently, a few approaches have been
proposed [53,64,65].

3.3.2 TRENDING TOPICS
People discuss a variety of topics on online social media. Sifting through the noise and identifying the
popular topics being talked about can be a challenge. Further, some topics can go viral in a small period
of time and begin “trending.” Topics that are trending among users change over time. Extracting these
trending topics can help us understand what users are talking about in social media. An existing example
is the Twitter home page, which shows top trending topics at any given point of time, as shown in Fig. 11.
It would be useful to build a similar system with more custom features that are useful for any stream
of text. This could help us discover any new hacks, events, and news within the text stream compared
to having a person manually read through all the text.
Given a system to identify trends from a stream of text, one can extend the underlying algorithm
to custom time intervals, such as hour of the day, day of the week, etc. The same system can be used
to build a user profile based on the topics he/she talks most about. Lastly, topics can be grouped by
different locations.
Trend detection on data streams is done using two major methods: document pivot method and
feature pivot method. Both methods have advantages and disadvantages depending on the target
application.
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FIG. 11
Worldwide trending topics on Twitter — Aug. 12, 2015.

The document pivot method clusters the documents using a similarity metric. Similarity is computed between the existing clusters and an incoming document/message, which is assigned to the nearest cluster. Topics are then extracted from each of the clusters. This method is used for applications
like breaking news detection [66], first story detection [67], etc. A document that has a low similarity
score with all the existing clusters implies that the document represents a new topic. In that case, a new
cluster is created for that topic.
The feature pivot method is related to using topic modeling algorithms [68] to extract a set of terms
that represent the topics in a document collection. Another variation of the feature pivot method is a
graph-based approach [69] that builds a term co-occurrence graph and related topics are connected
based on textual similarity. Unfortunately, graph-based approaches are hard to compute and have poor
recall8 [69].
Document pivot methods are more suited for a large stream of data with novelty detection as its
primary focus. Locality sensitive hashing (LSH) is the traditional method for online clustering of documents [70]. LSH creates a k-bit signature for each document and assigns them to a bucket. LSH involves having k hashing vectors. Cosine similarity is computed between a document and each hashing
vector. Based on the k cosine similarity values, a k-bit signature is created where each bit represents
similarity score of the document with each hashing vector. Once the documents are clustered, topic
keywords are extracted from clusters.
Twitter uses chi-square metric between the observed frequency and the expected frequency and if it
is greater than a threshold, it is considered to be a trending topic [71]. A distribution is created on the
words from past history of tweets. This is referred to as the expected distribution. Another distribution
is computed over current tweets for a given time interval and is referred to as the observed distribution.
Words with chi-square scores greater than a threshold are considered as trending topics.

8

Recall is the ratio of the total number of topics detected and the total number of topics present in the data.
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The social sensor algorithm introduces a new feature selection method by using a new metric dfidft, where the score is computed for each n-gram of the current time slot based on document frequency
for this slot and penalized by the log of the average document frequencies in previous t time slots [72].
This score creates a ranking of n-grams. These n-grams are clustered based on a similarity measure
where the score between two n-grams is the fraction of posts that contain both of them. Then, hierarchical clustering is used to iteratively merge clusters till the scores fall below a threshold. Finally, clusters
are ranked based on the highest df-idft in each cluster.

Trending topic detection
A trending topic detection system can have four stages to extract trends from a user generated text stream:
•
•
•
•

Online clustering
Extracting n-grams
Removing duplicate clusters
Ranking clusters

The algorithm can be done in batch [72] or streaming [73,74] mode. For batch mode, the data is
pulled for a given time interval (e.g., 24 hours) and provided as input to the system. Messages are
clustered based on similarity and on n-grams extracted from clusters. Topics are then ranked based on
certain metrics. Top k topics are returned as trends. In the streaming mode, trending topics are extracted
by detecting bursty keywords. Bursty keywords are grouped by co-occurrences in tweets.

Online clustering
LSH [70] is used to cluster the input text messages. The major advantage of LSH clustering is that it can
be done online. Also, the number of clusters need not be specified a priori. LSH needs three parameters
to be defined:
•
•
•

N: number of hash tables
b: number of hash functions
V: size of hash vector/vocabulary

After one iteration of n chat messages, the size of the vocabulary is identified as V (~20,000). The
vocabulary can be optimized using some feature selection methods. Next, approximately 8–12 random
vectors of size V are created. These vectors are hash functions that are used to hash the incoming messages. Hash vectors are represented as hr1…hrb. The hash tables are replicated N (~2) times to improve
recall as randomly generated hash vectors are used. Therefore, there are b*N hash vectors in total.
Let s be the vector space model representation of an incoming message with the term frequencyinverse document frequency (tf-idf) scores for each word based on the input dataset. A dot product of s
with each of the b hash vectors is computed to get b scalar values. The hash signature for s is computed
by taking the sign of the scalar values. Positive values are represented as 1 and negative values are
represented as 0. Thus, b scalar values are converted to b-bit hash signature. This hash signature is the
bucket id of the hash table where the input message will be added.

Extract n-grams
Once clusters are formed, for every message in each cluster, n-grams (1, 2, 3) are extracted. Relevant
n-grams are filtered, as there can potentially be too many n-grams associated with each cluster. POS
tagging is done on the messages to identify n-grams that have nouns in it. NER [75] is done to extract
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entities and give higher importance to n-grams that are entities. N-grams whose frequency in a cluster is
below a threshold are dropped. Then, each cluster is represented by a list of n-grams instead of raw text.
This implies that topics dominant in that cluster can be identified from the set of n-grams extracted.
Let Observed (x) term frequency of a word x in that cluster.
Users (x) count of distinct users who have used word x in their messages in that cluster.

Let expectedt(x) be the expected frequency of the same word to occur in the time interval t under
consideration. This expected value is computed offline from historic data. Older messages are collected
from a database for some longer interval (e.g., 24 hours) and processed to compute the frequency of ngrams in that dataset. This value is divided by 24 to yield the expected frequency of that word to occur
in 1 hour. Therefore, expectedt(x) is computed as follows:
expected1 ( x ) = expected 24 ( x ) / 24

where expected1(x), is the expected frequency of the word in 1 hour:
expected t ( x ) = expected1 ( x ) * t

where t is the time interval under consideration in hours.
After extracting n-grams, some metrics such as frequency ratios or chi-square ratios can be used for
ranking each n-gram. From this point, a cluster is represented by set of keywords instead of raw messages.

Jaccard similarity
The clusters containing raw messages are reduced to a set of keywords. However, often some clusters
are repeated, as there are multiple hash tables storing the same data. To remove duplicates, “Jaccard
similarity”9 for a set of keywords associated with each cluster is computed. Then, if the similarity score
is greater than a threshold, those clusters are removed as duplicates.
Computing jaccard similarity on all pairs of clusters is an O(n2) algorithm and the number
of n-grams in each cluster may be large at times (e.g., 20,000). This can potentially be a prohibitively
computationally expensive step if an exact Jaccard similarity is computed. There are approximate algorithms for computing set similarity which employ Minhashing algorithm [76].
Given a set of hash functions (e.g., 50), a hash over each element in the set is computed and a minimum hash value for a given set is selected. This process is repeated for all hash functions (e.g., 50) to
obtain multiple minhash values. These values represent an approximation of the original set that had
around 20,000 elements. This reduces the cardinality of a given set significantly (from 20,000 to 50)
and therefore reduces the computation time for Jaccard similarity. Clusters can be formed over the reduced sets that are similar based on their hashed values. This obviates comparing all the n2 pairs of the
set for Jaccard similarity; instead, pairs are compared only if they belong to the same cluster. This step
improves the runtime significantly even when executed in a distributed fashion.

Ranking clusters
Post-removal of the duplicates from clusters, each n-gram is ranked and clustered. Recall that metrics
such as frequency ratio or chi-square ratio of observed and expected frequencies are computed during
the n-gram extraction phase. Metrics are aggregated using a machine learning model to get a single

9

https://en.wikipedia.org/wiki/Jaccard_index
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score per n-gram. Then, each cluster is ranked with the highest score of n-grams associated with that
cluster. Clusters are then sorted and the top-N clusters and their keywords are output as a result. The
highest scoring n-gram will be the topic of that cluster, and the other n-grams following it can be considered as related subtopics.

3.3.3 RECOMMENDER SYSTEMS
Recommender systems are software tools and techniques that provide suggestions for items to a user
[77]. They personalize a user’s experience by recommending items (e.g., products to purchase, movies/
videos to watch [78], news to read [79], people to follow) that are best suited to their interests [80].
Likewise, related search query systems also employ recommender systems to assist a user [81].
One of the first automated recommender systems was from the GroupLens lab in the University
of Minnesota [82]. They created the “GroupLens” recommender, a Usenet article recommendation
engine, as well as MovieLens, a popular movie recommendation site.10 In 2003, Amazon published its
paper on using collaborative filtering (CF) for product recommendations [83].
From 2006 to 2009, Netflix announced a Netflix Prize for collaborative systems that performed
better than its own movie recommender system, CineMatch.11 It attracted around 44,014 submissions
made by 5169 teams and led to an increased interest in recommender systems and CF. Since then, the
use of recommender systems has become more widespread, with every e-commerce and media website
having one to help their users find content that they like. Social media platforms also use recommender
systems to suggest contacts, content, and activities [84,85]. The advertising industry widely uses recommender systems to improve targeting of ads to users.

Types of recommender systems
There are several types of recommender systems [80] based on the features and methods used to compute what content would be most likeable for an end user. They can be classified as follows:
Content-based recommender systems: Content-based systems use ratings, item descriptions, or
other information to create a user/item profile [86]. These profiles are then used to recommend items
that are similar to those a user has rated highly in the past, or to recommend items that have been
rated highly by other users with a similar profile. In order to find similar users or items, content-based
systems make use of several similarity measures, such as Jaccard similarity and cosine similarity.
Algorithms such as k-nearest neighbors are used to find similar items and users.
CF-based systems: CF is the most widely used method to implement recommender systems [87].
CF uses opinions of similar users in order to recommend items to the active users. This is based on two
assumptions:
•
•

User preferences stay stable over a period of time.
If two users had similar preferences in the past, they will have similar preferences in the future.
There are two types of CF systems:

•

10
11

Model-based systems: Model-based systems use machine learning models to learn and predict
ratings. Ratings can be binary, or a real valued number. Hence, given a user and a product, the
http://grouplens.org/datasets/movielens/
http://www.netflixprize.com
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system predicts the rating the user would give the product. Different algorithms can be used
to perform these predictions, such as logistic regression, neural networks, SVMs, or Bayesian
networks. The most successful method for model-based recommender systems, however, has
been matrix factorization methods [88,89].
Memory-based systems: Memory-based systems use user rating data to compute the similarity
between users or items and make recommendations. This was an early approach used in many
commercial systems; it is effective and easy to implement. Typical examples of this approach are
neighborhood-based CF [90] and item-based/user-based top-N recommendations [77,91].

For example, in user-based approaches, the value of ratings user u gives to item i is calculated as an
aggregation of some similar users' ratings of the item:
ru ,i = aggru ¢Î U ru ¢,i

where U denotes the set of top-N users that are most similar to user u who rated item i. Some examples
of the aggregation function include:
ru ,i =

1
å ru ¢,i
N u ¢ÎU

(

ru ,i = ru + k å Simil ( u, u¢ ) ru ,i - ru ¢
u ¢ ÎU

)

where k is a normalizing factor defined as:
k =1 /

å Simil ( u, u¢)

u ¢ÎU

and ru is the average rating of user u for all the items rated by u.
The neighborhood-based algorithm calculates the similarity between two users or items, making
a prediction for the user by taking the weighted average of all the ratings. Similarity computation between items or users is an important part of this approach. Multiple measures, such as the Pearson correlation and vector cosine-based similarity are used for the similarity computation. The cosine-based
approach defines the cosine similarity between vectors of associated with two users x and y as follows:
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The user-based top-N recommendation algorithm uses a similarity-based vector model to identify
the k most similar users to an active user. After the k most similar users are found, their corresponding
user-item matrices are aggregated to identify the set of items to be recommended.
A popular method for finding the similar users is the LSH, which implements the nearest neighbor
mechanism in linear time.

Social recommender systems
The techniques discussed earlier assume that all the users and items are i.i.d.; that is, independent
and identically distributed. However, when users within a system interact with each other, it is well
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known that users who are friends with each other have similar tastes and influence each other’s choices.
Additionally, people are more likely to choose items that they know their friends have chosen. Social
recommender systems take into account the social aspect of users’ preferences [92,93]. Based on how
the social network is inferred, there are three types of social recommender systems:
•
•
•

Explicit social links: These methods can be used when the users are explicitly connected, like
“friends” on Facebook, and “followers” on Twitter or Instagram. Most social recommender
systems utilize CF methods. As in CF systems, there are two types:
Model-based systems: Model-based systems represent the users and items as a latent-space
vector, and they make sure that users’ vectors are close to that of their friends.
Memory-based systems: These systems are the same as the memory-based systems discussed
earlier, except that they use the explicit social network to compute similarities.

Trust- and influence-based links: Trust relationships are different from social relationships. A trust
relationship between users A and B is defined such that A’s recommendation of an item influences B
to increase their preference to the item. It takes into account the “word-of-mouth” effect, where a user
is more likely to prefer a product that is endorsed by he/she trusts. Trust relationships are directional
(i.e., if A influences B, it does not imply that B influences A). In explicit trust networks, users provide
the system with trust statements for their peers, be it ratings on a continuous scale, lists of trusted and
nontrusted people, or lists of allies. Then, for a recommendation to a specific user u, trust is estimated
between u and the relevant users. The trust is used to weight the recommendation computation. The
weighting is done either via a trust-based weighted mean (rating from user u for item i is an ordinary
weighted mean of the ratings of users which have evaluated i, where the weights are the trust estimates
for these users) or trust-based CF (as in classical CF methods, replacing similarity-based weights by
trust-based weights obtained via propagation and aggregation strategies as described above).
Implicit social links: Some social recommender systems rely upon networks that can be derived
from users. Users will be implicitly connected if, for example, they take pictures at the same location(s)
and they attend the same events or click on the same ads. The implicit users’ social networks can then
be used to build recommendations.

Recommender systems datasets
There are several standard, publicly available datasets to train and test algorithms for recommender systems.
•
•
•
•

Last.fm dataset12: This dataset contains 92,834 listening information counts of 17,632 artists by
1892 users of the website Last.fm. There is an explicit friends’ network with 25,434 links.
Movielens dataset13: This dataset contains 1,000,209 ratings of approximately 3900 movies made
by 6040 users who joined MovieLens in 2000.
Million song dataset: This was part of a Kaggle14 challenge. It contains 48M listening counts of
380,000 songs by 1.2M users.
Flixster dataset15: This dataset contains 8.2M ratings of about 49,000 movies by about 1M users.
There is an explicit friends’ network with 26.7M links.

http://files.grouplens.org/datasets/hetrec2011/hetrec2011-lastfm-2k.zip
http://files.grouplens.org/datasets/movielens/ml-1m.zip
14
http://www.kaggle.com
15
http://www.cs.ubc.ca/~jamalim/datasets/
12
13

84

CHAPTER 3 BIG DATA ANALYTICS FOR SOCIAL MEDIA

Evaluation metrics for recommender systems
Given a choice between two or more different recommender systems, how does one select the best
system? How does one compare and contrast the strengths and weaknesses of a variety of systems?
One can potentially use one or more criteria that are generally used for systems deployed in production,
such as memory and CPU footprint, as well as the type, quality and availability of the data that is fed
as input into the system. For example, let us consider a movie recommender system that considers only
the ratings a user has provided over the past month versus a movie recommender system that considers
all ratings the user has ever made. When the user base is small, (<1M users), there probably isn’t much
of a difference in the time taken to retrieve 1 month’s worth of data versus the time taken to retrieve all
the ratings for a particular user. However, if the user base is sufficiently large, this difference increases.
In this case, it would be more prudent to choose the system that relies on a smaller quantum of data to
make its predictions.
However, recommender systems are primarily gauged by their prediction accuracy. There are three
categories of metrics, depending on the kind of prediction [77]:
•

Rating prediction accuracy: Netflix rating predictions exemplifies this. The ratings can be binary
(thumbs up/thumbs down) or on a scale (1 star to 5 stars).
▪ Root mean squared error (RMSE): This is perhaps the most popular metric used in
evaluating accuracy of predicted ratings. The system generates predicted ratings rui for a
test set T of user-item pairs 〈u,i〉 for which the true ratings rui are known. Typically, rui are
known because they are hidden in an offline experiment, or because they were obtained
through a user study or online experiment. The RMSE between the predicted and actual
ratings is given by:
RMSE =

2
1
å ( rui¢ - rui )
t (u ,i )Ît

▪ Mean absolute error (MAE) is a popular alternative, given by
MAE =

•

1
å rui¢ - rui
t (u ,i )Ît

Compared to MAE, RMSE disproportionately penalizes large errors. For instance, given a
test set with four hidden items, RMSE would prefer a system that makes an error of 2 on three
ratings and 0 on the fourth over a system that makes an error of 3 on one rating and 0 on all three
others. MAE would prefer the second system.
Usage prediction accuracy: Several applications do not require predictions of the user’s
preferences in the form of ratings, but they utilize lists of items that the user may choose from.
For example, on a shopping website, based on a user’s purchase history, the website might want
to recommend a list of items the user might be interested in purchasing. Here, the number of
items from the list the user actually bought measures the success of the recommendations. Thus,
precision would be a good measure of usage prediction.
precision = # True Positives / ( # True Positives + # False Positives )

A more useful metric is precision at n (or P@n), which is defined as the value of precision
considering only the top-n results. A broader picture of the system can be obtained by measuring
precision at n for several values of n.
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Ranking accuracy
In several applications, a recommender system is required to output an ordered list of recommendations, the order being how much the user would prefer an item. The system’s ordering is measured
against a correct ordering of items from the same superset of items. One popular measure is normalized
discounted cumulative gain (NDCG), whereby the positions are discounted logarithmically. Assuming
each user u has a “gain” gui from being recommended an item i, the average discounted cumulative gain
(DCG) for a list of J items is defined as:
DCG =

g ui j
1 N J
åå
N u =1 j =1 max (1,logb j )

where, the logarithm base is a free parameter, typically between 2 and 10. A logarithm with base 2 is
commonly used to ensure all positions are discounted. NDCG is the normalized version of DCG given by
NDCG =

DCG
DCG *

where DCG∗ is the ideal DCG, calculated on the “correct” ranking.

NLP in recommender systems
As ratings in recommender systems are an expression of users’ preference, sentiment analysis is widely
used in order to supplement user ratings [94]. User ratings may be unreliable as user experiences are
complex and are often imperfectly condensed into a rating on a scale of 1–5 or 1–10. Hence, sentiment
analysis performed on user reviews can be used to garner more accurate ratings on products and movies.
In the absence of sufficient number of ratings, these ratings extracted from user reviews can serve
as proxy ratings to reduce sparsity in the user ratings dataset [95]. Emotions extracted from the lines of
a movie plot have also been successfully used as additional features in order to address the cold start
problem for movies with few or no ratings [96].
There are several new directions in recommender systems as their use becomes more widespread.
One prominent area of research is privacy-sensitive recommender systems, where the user’s data is
protected from inference attacks while providing the best possible recommendations [97,98]. There is
also a push towards giving users greater control over systems and algorithms used to recommend items
to them. As different approaches might benefit different users, giving a user the choice to use the algorithm that fits them best provides better results [99]. This also helps in solving the “cold start” problem
[100], as well as adapting to changing user preferences [101].

3.4 ANOMALY DETECTION
A lot of anomaly detection research has been done in various domains such as, but not limited to:
statistics, signal processing, finance, econometrics, manufacturing, e-commerce, and networking. For
a detailed coverage of the same, the reader is referred to books and survey papers [102–105]. As mentioned in a recent survey [106], anomaly detection is highly contextual in nature (an excerpt from the
survey [106] is given below):
A data instance might be a contextual anomaly in a given context, but an identical data instance (in
terms of behavioral attributes) could be considered normal in a different context. This property is
key in identifying contextual and behavioral attributes for a contextual anomaly detection technique.
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Detection of anomalies in the presence of seasonality and an underlying trend, both of which are
characteristic of the time series data of social networks, is nontrivial.
The roots of early work in anomaly detection can be traced to manufacturing processes. Anomaly
detection manifests itself in manufacturing in the form of determining if a particular process is in a state
of normal and stable behavior. To this end, statistical process control (SPC) was proposed in the early
1920s to monitor and control the reliability of a manufacturing process [107,108]. Control charts are
one of the key tools used in SPC.
In essence, the premise of SPC is that a certain amount of variation can occur at any one point of a
production chain. The variation is “common” if it is controlled and within normal or expected limits.
However, the variation is “assignable” if it is not present in the causal system of the process at all times
(i.e., falls outside of the normal limits). Identifying and removing the assignable sources which have
impact on the manufacturing process is thus crucial to ensure the expected operation and quality of the
manufacturing process.
A traditional control chart includes points representing a statistical measurement (such as the
mean) of a quality characteristic in samples taken over a period of time. The mean of this characteristic is calculated over all samples, and plotted as the centerline. The standard deviation is calculated
over all samples, and the upper control limit and lower control limit (LCL) defined as the threshold
at which the process is considered statistically unlikely to occur (typically set at three standard deviations, denoted by 3σ, about the mean/centerline). When the process is “in control,” 99.73% of all
points are within the upper and LCLs. A signal may be generated when observations fall outside of
these control limits, signifying the introduction of some other source of variation outside of the normal expected behavior.
Methodologies for improving the performance of control charts have been investigated since
Shewhart's early work [107,108]. Roberts proposed the geometrical moving average control chart —
also known as the EWMA (exponentially weighted moving average) control chart — which weights
the most recent samples more highly than older samples [109]. The EWMA chart tends to detect small
shifts (1–2σ) in the sample mean more efficiently; however, the Shewhart chart tends to detect larger
shift (3σ) more efficiently. In case the quality characteristic follows a Poisson distribution, alternatives
to the EWMA chart have been proposed [110]. Other types of control charts, such as the CUSUM (cumulative sum) chart [111], have been proposed.
Grubbs test [112,133], one of the most widely used statistical tests, was developed for detecting the
largest anomaly within a univariate sample set. The test assumes that the underlying data distribution is
normal. Grubbs test is defined for the hypothesis:
H0: There are no outliers in the dataset
H1: There is at least one outlier in the dataset

The Grubbs test statistic is defined as follows:
C=

max t xt - x
s

For the two-sided test, the hypothesis of no outliers is rejected at significance level α if:

( N - 1)
C>
N

(t

a / ( 2 N ), N - 2

(

)

2

N - 2 + ta / ( 2 N ) , N - 2

)

2
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where tα/(2N),N−2 denotes the upper critical values of the t-distribution with N − 2 degrees of freedom and
a significance level of α/(2N). For one-sided tests, α/(2N) becomes α/N. The largest data point in the
time series that is greater than the test statistics labeled as an anomaly.
In practice, we observe that there is more than one anomaly in the time series data obtained from
production. Conceivably, one can iteratively apply Grubbs’ z-test to detect multiple anomalies. Removal
of the largest anomaly in each iteration reduces the value of N; however, Grubbs’ test does not update
the value obtained from the t-distribution tables. Consequently, Grubbs’ test is not suited for detecting
multiple outliers in a given time series data. Several other approaches, such as the Tietjen-Moore test16
[113], and the extreme studentized deviate (ESD) test [114,115] have been proposed to address the
aforementioned issue.
The ESD test [114] (and its generalized version [115]) can also be used to detect multiple anomalies
in the given time series. Unlike the Tietjen-Moore test, it only requires an upper bound on the number
of anomalies (k) to be specified. In the worst case, the number of anomalies can be at most 49.9% of
the total number of data points in the given time series. In practice, our observation, based on production data, has been that the number of anomalies is typically less than 1% in the context of application
metrics and less than 5% in the context of system metrics. ESD computes the following test statistic for
the k most extreme values in the dataset:
Ck =

max k xk - x
s

where s is the standard deviation. The test statistic is then compared with a critical value, computed using the equation given below, to determine whether a value is anomalous. If the value is indeed anomalous, it is removed from the dataset, and the critical value is recalculated from the remaining data.
lk =

( n - k ) t p , n - k -1
( n - k - 1 + t 2p,n - k -1 ) ( n - k + 1)

where n is the number of elements in the dataset. ESD repeats this process k times, with the number of
anomalies equal to the largest k such that Ck > λk. In practice, Ck may swing above and below λk multiple
times before permanently becoming less then λk. In the case of Grubbs' test, the above would cause the
test to prematurely exit; however, ESD will continue until the test has run for k outliers.
Techniques from signal processing such as, but not limited to, spectral analysis, have been adopted
for anomaly detection. For instance, in Ref. [116], Cheng et al. employed spectral analysis to complement existing DoS defense mechanisms that focus on identifying attack traffic, by ruling out normal
TCP traffic, thereby reducing false positives. Similarly, wavelet packets and wavelet decomposition
have been used for detecting anomalies in network traffic [117–121]. Benefits of wavelet-based techniques include the ability to accurately detect anomalies at various frequencies with relatively fast
computation due to the inherent time-frequency property of decomposing signals into different components at several frequencies. In Ref. [122], Gao et al. proposed a speed optimization for real-time
use using sliding windows. Recently, Lu and Ghorbani proposed an approach consisting of three components: (1) feature analysis, (2) normal daily traffic modeling based on wavelet approximation, ARX

Although the Tietjen-Moore test can be used to detect multiple anomalies, it requires the number of anomalies to detect to
be prespecified. This is not practical in the current context.
16
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(AutoRegressive with eXogenous), and intrusion decision [123]. An overview of signal-processing
techniques for network anomaly detection, including PSD (power spectral density) and wavelet-based
approaches, is presented in Ref. [124].
Additionally, Kalman filtering and principle component analysis (PCA) based approaches have
been proposed in the signal-processing domain for anomaly detection. In Ref. [125], Ndong and
Salamatian reported that PCA-based approaches exhibit improved performance when coupled with
Karuhen-Loeve (KL) expansion; on the other hand, Kalman filtering approaches outperformed the
PCA-KL method when combined with statistical methods, such as Gaussian mixture and HMMs.

Applications to text streams
Several applications have been developed atop of text data streams. For example, detecting trending
terms, potentially across languages, has proven useful in determining early signs of flu outbreak. In a
similar vein, detecting patterns/anomalies in chat messages in multiplayer games can potentially guide
the development of new features and can potentially help players to develop better strategies. Detecting
change/anomalies in sentiment (derived via mining of text data streams) has direct applications in,
for example, financial markets. Detecting anomalies in time series of terms, obtained from mining of
text data streams, is nontrivial owing to, but not limited to, for example, the presence of an underlying
trend, seasonality, and other data characteristics (which are mostly not accounted for by the existing
techniques). Further, there is a tradeoff between accuracy and time to detect (TTD). A high TTD can
potentially result in revenue loss and impact the brand of a company.
In general, detecting anomalies in social media based on conventional term frequency-based approaches may not be appropriate, as the information exchanged is not only text but also images, URLs,
and videos. To this end, in Ref. [126], Takahashi et al. proposed to exploit the links between users
that are generated dynamically whether intentionally or unintentionally through replies, mentions, and
retweets. Specifically, the authors proposed a probabilistic model of the mentioning behavior of a social
network user and detected the emergence of a new topic from the anomaly measured through the model.
The authors combined the proposed mention anomaly score with a change-point detection technique
based on the sequentially discounting normalized maximum likelihood [127], or with Kleinberg’s burst
model [128]. A variety of other probabilistic models such as probabilistic latent semantic indexing and
LDA [68,129,130] have been proposed for anomaly text in social media text. In Ref. [131], Yu et al.
proposed a proposed a hierarchical Bayes model — the Group Latent Anomaly Detection model — to
automatically infer groups and detects group anomalies simultaneously.
As mentioned earlier, anomaly detection has been studied in a large set of domains for over five
decades. Going forward, anomaly detection techniques from neural networks and signal processing can
potentially be leveraged and adapted to social media text. For instance, the use of autoencoders with
nonlinear dimensionality reduction can help discover subtle anomalies (as demonstrated by Sakurada
and Yairi on spacecrafts' telemetry data [132]).
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DEEP LEARNING AND ITS
PARALLELIZATION
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X. Li, G. Zhang, K. Li, W. Zheng

4.1 INTRODUCTION
Big Data has become more and more important because many institutes and companies need to collect useful information from massive amounts of data. Traditional machine learning algorithms were
designed to make machines cognize and understand the real world, which means that computers can
learn a new knowledge and experience by themselves in a limited dataset with some special customized
methods of machine learning. However, it is difficult to learn and analyze in Big Data environment for
traditional machine learning algorithms because Big Data has amount of data samples, complicated
structures and wide range of varieties. Fortunately, deep learning is a very promising method for solving analytic problems in Big Data. A significant feature of deep learning, which is also the core of Big
Data analytics, is to learn high-level representations and complicated structures automatically from
massive amounts of raw input data to obtain meaningful information. At the same time, Big Data can
provide a large amount of training datasets for deep learning networks, which can help in extracting
more meaningful patterns and improve the state of the art performance. Training on large-scale deep
learning networks with billions or even more of parameters can dramatically improve the accuracy of
the deep networks. But training on those large deep networks involves a large number of forward and
backward propagations, which is time-consuming and needs massive amount of computing resources.
Therefore, it is necessary to accelerate those large deep networks in high performance computing resources (eg, GPUs, super computers, and distributed clusters).

4.1.1 APPLICATION BACKGROUND
Deep learning is able to find out complicated structures in high-dimensional data, which eventually
reaps benefits in many areas of society.
In visual field, the records of image classification have been broken in the ImageNet Challenge
2012 by using deep convolutional neural network (CNN) [1]. Additionally, deep learning has a significant impact on other visual problems, such as face detection, image segmentation, general object
detection, and optical character recognition.
Deep learning can also be used for speech recognition, natural language understanding, and many
other domains, such as recommendation systems, web content filtering, disease prediction, drug discovery, and genomics [2]. With the improvement of the deep network architectures, training samples
and high performance computing, deep learning will be applied successfully in more applications in
the near future.

Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00004-0
© 2016 Elsevier Inc. All rights reserved.
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4.1.2 PERFORMANCE DEMANDS FOR DEEP LEARNING
Deep learning networks are good at discovering the intricate structures of a multidimensional training
data set and are well suited to tackle large-scale learning problems, such as image, audio, and speech
recognition. Training on large dataset and large-scale deep networks, which has more layers and huge
number of parameters, can result in the state of the art performances. But it also means that training
on those large models becomes much more time consuming and we have to wait for a very long time
(several months or even years) to get a model well trained. With the rapid development of modern
computing device and parallel techniques, it’s possible to train these large-scale models with high
performance computing techniques, such as distributed systems with thousands of Central Processing
Unit (CPU) cores, Graphic Processing Units (GPUs) with thousands of computing threads and other
parallel computing devices.

4.1.3 EXISTING PARALLEL FRAMEWORKS OF DEEP LEARNING
Many research institutes and companies have explored the ability of accelerating deep learning models in parallel. Dean et al. presented that training large deep learning models with billions of parameters using 16,000 CPU cores can dramatically improve training performance [3]. Krizhevsky et al.
[1] showed that training a large deep convolutional network with 60 million parameters and 650,000
neurons on 1.2 million high-resolution images can obtain a great performance based on GPU processors. From then on, a lot of frameworks, which are aimed to facilitate researchers experimenting on
deep networks, were constantly emerging, including Theano [5], Torch [6], cuda-convnet and cudaconvnet2 [31], Decaf [10], Overfeat [8], and Caffe [7]. Most of these frameworks are open source
and optimized by NVIDIA GPUs using Compute Unified Device Architecture (CUDA) programming
interface. Moreover, some GPU-based libraries were developed to enhance many of those frameworks,
such as the NVIDIA CUDA Deep Neural Network library (cuDNN) [9] and Facebook FFT (fbfft) [11].
The rest of this chapter is organized as follows. In Section 4.2, we will introduce concepts of deep
learning, including two fundamental deep learning models, as well as a popular one. In Section 4.3, we
will present three popular frameworks of parallel deep learning based on GPU and distributed systems.
In the last section, we will discuss challenges and future directions.

4.2 CONCEPTS AND CATEGORIES OF DEEP LEARNING
In this section, we will introduce the concepts of deep learning, including neural networks. And then
we will introduce several foundational and popular deep learning models.

4.2.1 DEEP LEARNING
Artificial neural networks
The basic theory of deep learning is from the artificial neural network (ANN) that was a quite popular
method of machine learning in the 1980s and 1990s. The idea behind ANN was to develop a novel way
for machines to explain and understand data, such as image, speech, and text [4]. The ANN, inspired by
the natural neurons, is composed of massive amounts of interconnected computational elements called
neurons with numeric weights that can be tuned and be adaptive to inputs.
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X1
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Output
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hw,b (X)

X3

+1

FIG. 1
A simple neuron network.

A simple neural network is shown in Fig. 1. There are four input units and one output. Each input
unit (x1, x2, x3, and bias +1) is multiplied by a weight value Wi and then summed (Eq. 1). The summed
value will be taken as the input of the activation function: f(z).
æ 3
ö
hw,b ( x ) = f W T x = f ç åWi xi + b ÷
è i =1
ø

(

)

(1)

We can choose sigmoid function (one of the activation functions that commonly used in deep learning models) to act as activation function (Eq. 2):
f (z) =

1
1 + e- z

(2)

The single neuron was explained exactly according to the mapping relationship between input and
output by logistic regression [5].
A neural network consists of many simple neurons and more layers (Fig. 2).
As shown in Fig. 2, the neural network is composed of three layers, four inputs, and one output. The leftmost layer is input layer that consists of three inputs (x1, x2, x3) and one bias unit. The rightmost layer is called
an output layer with a single output unit. In the middle of the network, layer L2 is called the hidden layer.
One can extend the neural network by adding input and a hidden layer to train a large problem.
Researchers have created many kinds of ANN models and those models have been applied in the field
of artificial intelligence, such as pattern recognition, time series prediction, signal processing, control,
soft sensors, anomaly detection, and so on. However, when learning from more complicated problems,
ANN mainly has several restrictions [6]:
•
•
•
•

It requires a huge amount of training data to train the network for a decent model.
A neural network is prone to overfitting.
The parameter of a neural network is difficult to be tuned.
A neural network has limited ability to identify complicated relationships.
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FIG. 2
Neuron network with three layers.

•
•

The configuration of a neural network is empirical and many methodologies have not yet been
figured out.
A neural network is time consuming.

Because of the above restrictions, ANN was not applied extensively. Deep learning has the same
network structure as ANN’s, but deep learning has totally different training methods.

Concept of deep learning
The idea of deep learning was based on ANNs, but deep learning methods can automatically extract
a complex data representation and identify more complicated relationships between input and output.
In a conventional machine learning model, the engineer and researcher were required to design a
feature extractor manually from raw input data before classifying an object (Fig. 3). In comparison
to a deep learning model, the key limitation of machine learning is that it cannot efficiently generate
complicated and nonlinear patterns automatically from raw input data.
From 2006, a new research area of machine learning named deep structured learning or deep learning
was introduced to the world. In comparison to conventional machine learning, the engineer and researcher

Feature extractor

Classifier

“Cat?”

Update

FIG. 3
Classification process in traditional machine learning.
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do not need to extract features manually. Instead, these features can be generated automatically by using
deep learning. We can refer to the following definition of deep learning: “Deep learning is a new area of
machine learning research, which has been introduced with the objective of moving machine learning
closer to one of its original goals: artificial intelligence. Deep learning is about learning multiple levels
of representation and abstraction that help to make sense of data such as images, sound, and text” [13].
In recent years, compared to deep structured model, research in machine learning and signal process has explored shallow structured models that usually contain one or two layers of nonlinear feature transformations, such as Gaussian mixture models, support vector machines, extreme learning
machines, and so on. Many shallow models are a good choice to solve simple or well-constrained
problems, but they are inefficient in handling more complicated applications such image recognition,
speech recognition, and natural languages understanding.
The mainstream models in deep learning are mainly divided into three classes: supervised learning,
unsupervised learning, and hybrid learning model. The model of unsupervised learning can be used to
cluster the input based on their statistic properties without being provided with the correct answer during the training. Main unsupervised learning models include:
•
•
•
•

Auto-encoders
Stacked denoising auto-encoders
Restricted Boltzmann machines
Deep belief networks

In contrast, the training dataset of a supervised learning model includes both the input data and the
desired output (correct answer) data during the training process. Supervised learning models include:
•
•
•
•

Logistic regression
Multilayer perceptron
Backpropagation (BP)
Deep convolutional network

In addition, practitioners usually complement hybrid models that are combined with the use of unsupervised model and supervised model. In the hybrid models, in order to initialize the preset training
parameters to sensible values, unsupervised learning is used as a pretraining method and extracts more
useful features for the supervised model.

4.2.2 MAINSTREAM DEEP LEARNING MODELS
Autoencoders
An autoencoder was first designed in the 1980s by Hinton to address unsupervised learning problems.
It has two or three layers of a neural network and applies BP to learn nonlinear codes to reconstruct the
input data. It aims at learning an identity equation, which makes the output approximately equal to input
(Eq. 3). In fact, some interesting structures of the input data can be found by making some constraints on
the hidden layer of the network (like limiting the number of hidden units) [12]. If given a set of unlabeled
training dataset (x0, x1, x2, …), xi is N dimensional. Fig. 3 shows how autoencoder model works:
h ( xi ; w, b ) = xi

(3)

m

minimize w,b å  h ( xi ; w, b ) - xi 
i =0

(4)
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FIG. 4
A simple model of the autoencoder.

There are three layers in an autoencoder model (Fig. 4): input layer, hidden layer, and output layer.
The hidden layer is forced to compress the input data into a high-level representation, which is called
“encode the input data.” After encoding, the network minimizes the objective function by BP that adjusts weight values and other parameters according to output (Eq. 4).

Backpropagation
BP was introduced in the 1970s and has become the workhorse of learning in neural networks. You can
see a simple three-layer BP network model in Fig. 5.
BP algorithm mainly consists of two computing processes: feedforward and back propagation.
When in feedforward pass, the BP model computes the outputs to each hidden layer and then squashes
the outputs using activation functions (such as sigmoid function). It then repeats the process with the
output layer. If the actual output (hw,b(x)) is different with the expected output (label (y)), the back propagation begins. In a BP pass, the model will apply the BP equation repeatedly to propagate gradients
through all the layers, from the output layer all the way to the input layer [2]. During BP, the weights
of each layer will be updated according to these gradients in order to minimize the cost function: J(w,
b; x, y) (Eq. 5). Given a set of training samples:

{( x , y ), ( x , y ), ¼ ( x
1

1

2

2

m

, ym

)}

For a single training sample: (x , y ), we can define the cost function as follows (Eq. 5):
i

i

1
J ( w, b; x, y ) =  hw,b ( x ) - y 2 
2

(5)
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X2

X3

Input
FIG. 5
A simple model of the backpropagation algorithm.

When the difference between the actual output and expected output has become small enough, or
the network reaches a preset number of stop iterations (Epochmax), the algorithm will stop the training.
You can see the detailed mathematical equation and derivation in [14–16]. The whole BP algorithm
flow shows in Fig. 6. The summary of the BP algorithm is as follows:
Step 1: Initialize the training net: Construct a new BP network and its parameters, set some
necessary parameters (eg, the learning rate), and randomly initialize the weights and bias to small
values between −1 and +1.
Step 2: Randomly choose an input from training samples and conduct the feed-forward
computation.
Step 3: Calculate the errors (E) between the actual output and expected output.
Step 4: Check against the stopping criteria.
Step 5: If it does not meet the stop condition, it conduct the back propagation (computes the
gradients and update weights). After Step 5 is finished, return to Step 2.

Convolutional neural network
The most popular deep learning models used to train image data are known as convolutional neural
networks (CNNs). The inspiration of CNNs is from Hubel and Wiesel’s early research on cat’s visual
cortex [16]. It was designed to handle multiple array problems, such as signal and sequences, images,
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No
Update weights and biases

FIG. 6
BP training flowchart.

speech, videos, etc. [2]. CNNs have achieved great success in image recognition, speech recognition,
and natural language understanding.

Architecture overview of CNNs
Essentially, deep CNNs are typical feedforward neural networks, which are applied BP algorithms
to adjust the parameters (weights and biases) of the network to reduce the value of the cost function.
However, it is very different from the traditional BP networks in four new conceptions: local receptive
fields, shared weights, pooling, and combination of different layers. A typical structure of CNNs is
shown in Fig. 7 (LeNet-5) [21].
The network consists of one or more convolutional layers (often followed by a subsampling layer),
and then ends with one or more fully connected layers.

Input layer
The input layer can be images, sounds, or one or more real numbers. In the example of LeNet-5,
the input data is two-dimensional (2D) arrays of pixels. Generally, each input image will be an
M × N × K real array. M and N are the height and width of the image and K is the number of channels per pixel (eg, an RGB image has K = 3). For example, the input image is a 28 × 28 × 3 real array
in LeNet-5.
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FIG. 7
The simple architecture of CNN (LeNet-5).

Convolutional layer
After the input layer received the input images, these images will be convolved by the convolution
layer, which consists of a set of different learnable filter banks of size m × n × r. Each filter is smaller
than the input size, but it extends through the full depth of the input volume. During the convolution,
each filter bank will be slid across the height and width of the input images, generating a 2D feature
map of that filter. When we slide the filter across the input image, we compute the dot production
between the values of the filter and the input and then pass the result of the dot production into a nonlinearity activation function (such as a ReLU, Sigmoid, and Tanh). For each filter bank, we repeat the
above convolution operations and then a set of 2D feature maps will be generated as the output of convolutional layers. The number feature maps are the same as the number filter banks, and all neurons in
the same feature map share the same weights (filter bank).
Local connectivity. Unlike the traditional fully connected neural networks, each neuron of the feature map in CNNs is only connected to a local region of the input. This spatial extent of connectivity
is named a local receptive field. With these local receptive fields, elementary features like oriented
edges, endpoints, and corners can be extracted and then combined to detect higher-level features by the
subsequent layers.

Pooling layer
After each convolutional layer, it is commonly to insert a pooling layer. Pooling layers can reduce
the resolution of feature maps, and thus reduce the amount of parameters and computation in CNNs.
Pooling layers are also can be used to control the over-fitting problems [19]. There are two methods of
pooling: max pooling and average pooling, and that means each pooling unit calculates the maximum
or average of a local patch in one feature map. A simple example of average pooling is shown in Fig. 8.
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Example of average pooling.

Full connection layer
The full connection layer is the same as the traditional neural networks, in which neurons have full
connections to all activations with the previous layer.

4.3 PARALLEL OPTIMIZATION FOR DEEP LEARNING
It has been found that the accuracy of deep learning models will be greatly improved by increasing the
scale and the number of parameters in the deep model. But it also means we have to spend more time
to train these large-scale deep learning models. The traditional serial algorithms are hard to handle
these large deep models in a fast speed. Therefore, parallelizing the deep learning model is necessary.
The parallel of deep learning has been explored for many years and the main development is shown in
Table 1.
In this section, we will introduce two popular parallel frameworks and discuss a general parallel
method of the large deep learning model.

4.3.1 CONVOLUTIONAL ARCHITECTURE FOR FAST FEATURE EMBEDDING
Convolutional architecture for fast feature embedding (Caffe) was aimed to provide a clean, quick start
and a modular deep learning framework for scientists in research area and industry. It was developed
and maintained by Berkeley Vision and Learning Center (BVLC) and community contributors.
Table 1 The Development of Deep Learning Model in Parallel
Solution

Contribution

CPU to multicore CPUs
Multicore CPUs to GPU

Train the model in parallel by using different cores
Train the model in parallel by GPU by using huge numbers of threads in a GPU
device with zero schedule overhead and powerful float computing ability
Train large-scale deep neural network by using CPU clusters for the sake of the
limitation of single GPU memory
The problem of limited memory of a single GPU does not exist when using multiGPUs to train the large-scale deep networks

GPU to multi-CPUs
Multi-CPUs to multi-GPUs
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Caffe is one of the most popular deep learning frameworks due to five good points: expressive
architecture, extensible code, fast training speed, open source, and active community. The users don’t
have to rewrite the code of Caffe to set up new deep neural networks. Instead, they just need to modify
several lines of configuration files to start a new network. Computation mode between CPU and GPU
can be easily switched by changing a single line flag [20].

CUDA programming
GPU is extensively used as a computational device, thanks to its excellent computational power and
parallel hardware architecture with thousands of arithmetic logic unit (ALU) cores. We can see the difference in computational power between GPUs and CPUs in Fig. 9.
The large gap of the performance lies in the different design philosophy between GPUs and CPUs.
The design of CPU is that more transistors on the chip are used for control and cache units, while most
of the transistors on GPU are used for computational units and few for control and cache, which makes
GPU handle multiple tasks more efficiently [18].

The architecture of GPU
GPU is connected to the host device through the PCI Express (PCIe) and it has its own device memory
that is up to several gigabytes in modern devices. GPU hardware mainly consists of memory, streaming
multiprocessors (SMs), and streaming processors (SPs).
GPU is an array of SMs that consist of SPs and memory (Fig. 10). Each SM can execute in parallel
with the others. NVIDIA Kepler k40 has 15 multiprocessors and 2880 cores and each core can execute
a sequential thread in SIMT (single instruction, multiple thread). Each SM is associated with a private
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Performance between CPU and GPU.
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FIG. 10
A simplified architecture of GPU hardware.

shared memory (L1 cache), read-only texture memory, registers, L2 cache, etc. Each core has a fully
pipelined integer ALU, a floating point unit, a move and compare unit, and a branch unit [17,18].
Each thread can access register and shared memory at a very high speed in parallel, and we also
refer to shared memory as on-chip memory. Registers are private to individual threads, and each thread
can only access its own registers. Thirty-two threads are grouped into a warp, which is scheduled by a
warp manager, and the threads in a warp are executed in SIMT mode. The computational ability can be
enhanced by extending more SMs and memory resources.

CUDA programming framework
In 2007, the CUDA was introduced to the world. This easy-to-use program framework pushed the development of GPGPU and allows the programmer to write codes without having to learn complicated shader
languages. CUDA supports high-level programming languages such as C/C++, Fortran, and Python.
A grid consists of many thread blocks and a thread block is a group of threads. Warps are the basic
execution unit on SM. When thread blocks are dispatched into a certain SM, the threads in the thread
block are grouped into warps (32 consecutive threads) (Fig. 11).
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FIG. 11
Thread organization of CUDA.

Thread. A thread runs on the individual core of SM and executes an instance of the kernel. Each
thread has a thread ID within in its thread block, program counter, register, per-thread private, inputs,
and output results.
Block. Each block is a logical unit that contains a number of threads. A block is an array of concurrent threads that cooperate to compute a result. The threads of a block can be indexed by using 1D, 2D,
or 3D indexes.
Grid. A grid is an array of blocks that are all running on the same kernel. Each grid reads from
global memory, writes results to global memory, and synchronizes between dependent kernel calls.
Warp. The warp is the basic execution element on GPU and CUDA codes actually run as warp. The
size of a warp depends on GPU hardware. Each CUDA core executes 32 threads simultaneously on
K40c. At runtime, a block is divided into a number of warps.
A GPU can execute one or more kernel grids and an SM can execute one or more thread blocks. If
you want to run program on GPU, you should define kernel functions that N different CUDA threads
execute in parallel.
In CUDA program framework, GPU works as a coprocessor of the CPU. The program is switched
to GPU when kernel function is called for by the CPU. CPU is optimized for low-latency access to
cached data sets and control logic; therefore, it is well suited for those serial codes with complicated
logic control. Instead, GPU is optimized for data-parallel and throughput computation, so it is good for
the computational intensive work (Fig. 12).

 rchitecture of Caffe
A
Data storage in Caffe
All the data (such as images, weights, biases, and derivatives) in Caffe is stored in a 4D array which is
called a blob. For example, the batches of images data in 4D blobs are stored like this: Number × Cha
nnel × Height × Width.
For each layer, the input data are stored in the bottom blob and the output data are in the top blob
(Fig. 13), while the next layer will take the top blob from the previous layer as its input data (bottom blob).

Layer topology in Caffe
The essence of different networks is the different combination of functional layers. Caffe supports
a complete set of functional layers like convolution, pooling, inner products, nonlinearities, and
losses [20].
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FIG. 12
The execution mode of CUDA code.
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FIG. 13
Layer communication in Caffe.
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FIG. 14
A simple example of LeNet topology in Caffe.

A simple example of LeNet architecture in Caffe is shown in Fig. 14. The operations of these layers
are convolution, pooling, full connection, and SoftMax. In the forward phase, the computation of the
input data starts from the data layer at the bottom all the way to the output layer at the top. The BP algorithm is applied to compute the gradients in the backward phase and update parameters for each layer.

Parallel implementation of convolution in Caffe
In all of the deep CNNs, convolution operations are computationally expensive and dominant most of
the runtime. Therefore, an important way to improve performance of the whole network is to reduce
the runtime of convolution.
There are three approaches to implement convolution operations. The first common way is to compute the convolution directly. This will be efficient when batch sizes are large enough and inefficient
when the batch size is below 64 [9]. The second approach is to employ the fast Fourier transform to
compute the convolution, which can lower the complexity of the convolutions [11]. This way has turned
out to be the fastest convolution, but it is limited by memory consumption. The third way is to unroll
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the convolution into a large matrix. After unrolling the convolution, the computation of each convolution turns to a matrix-matrix production by using highly efficient libraries (eg, cuBLAS). The NVIDIA
CUDA Basic Linear Algebra Subroutines (cuBLAS) is a deeply GPU-optimized version of the BLAS
library [22], which is very efficient for matrix-matrix production.
The third convolution approach is used in Caffe: The local regions of the input image are unrolled
into columns and the weights of the convolution layer are similarly unrolled into rows. Therefore, the
result of a convolution is turned to one large matrix multiply. The unrolling operation in Caffe is in
a function called im2col_gpu; then, cuBLAS can be used efficiently for matrix-matrix production.
Because there is an overlap of the receptive fields in convolution, most numbers in the input may be
duplicated in the unrolled large matrix. The results of matrix production must be reshaped to proper
output dimension. The detailed computing flow of convolution in Caffe is shown in Fig. 15.
Fixed steps are used in Caffe to train the model, and the program only processes one images of a
batch during an iteration. The computing flow as follows:
Step 1: Data preparation, such as input, output, weights, and bias for im2col_gpu. The input data
of convolution layer is stored in bottom blob and output in top blob. Before training, the weight
and biases need to be initialized randomly.
Convolutional
Lyaer::Forwar_gpu

Matrix-matrix
production with
cuBLAS

Bottom
Top
Weight
Bias
Col_data

Weights, col_data, etc

caffe_gpu_gemm()
Top[0]
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convolution
into big matrix
Bottom[0]

Bias, bias_multiplier, etc

Im2col_gpu()

caffe_gpu_gemm()

Col_data

Top[0]

Yes

n < batch_size

FIG. 15
Computing the flow of the convolution layer in Caffe.
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Step 2: Unroll the convolution data into large matrix. The image is transformed into a big matrix
in parallel by using im2col_gpu. The result of unrolling is stored in col_data.
Step 3: The funtion caffe_gpu_gemm is called to conduct matrix multiplication between unrolled
input and weights on GPU by using cuBLAS.
Step 4: The function caffe_gpu_gemm is called to conduct matrix multiplication between unrolled
input and bias on GPU by using cuBLAS.
Step 5: Check stop criteria. If all images in a batch are processed, the program moves to next
layer. Otherwise, go to Step 2.

4.3.2 DISTBELIEF
Introduction of DistBelief
It was reported by the New York Times in 2012 that Google DistBelief [3] could identify the key features of a cat from millions of You Tube videos. The key technique behind DistBelief is deep learning.
Moreover, DistBelief is a very complicated and large distributed system composed by 1000 machines,
including a total of 16,000 cores and 1 billion network parameters. This parallel deep learning framework supports model parallelism both within a machine by multithreading and across machines by
message passing. Meanwhile, it also supports data parallelism to train different replicas of a model.
The main algorithms in DistBelief are Downpour stochastic gradient descent (SGD) and L-BFGS. It
has been applied in image classification and speech recognition fields [23].
A significant advance has been brought by using GPU to train deep learning networks. But the bottleneck using GPU to train large deep networks with billions of training examples and parameters is the
limitation of a single GPU memory. DistBelief was designed to address this problem, and it provides
an alternative method to train a large deep network by using large-scale clusters in distributed way [24].

Downpour SGD
Many researchers have accelerated machine learning algorithms by distribution methods before
DistBelief [25–27]. SGD is extensively applied in deep learning algorithms to reduce output error. The
designer of DistBelief provides us with Downpour SGD, a new method suitable for distributed systems.
The key advantages of Downpour SGD are asynchronous stochastic gradient, adaptive learning rates
and numerous model replicas. Compared to traditional SGD, the convergence rate of Downpour SGD
has been improved significantly.
The basic idea of Downpour SGD is as follows: The training samples are divided into different
small parts and each model replica computes gradients for each small part. Before each model replica
starts to train its small part, the model replica sends a request to parameter server to ask for the latest
parameter (Fig. 16). When the model replica receives the latest parameter from parameter server, it
begins to compute parameter gradients for its own small part and sends the gradients result back to the
parameter server. The parameter server will be updated with the latest gradients. In this way, the parameter can hold the latest state of parameters for the model. The parameter server consists of different
machines, and the total workload is averaged by each machine in parameter server [24].

Sandblaster L-BFGS
Training deep networks on batch can get good performances in small deep networks [26,27], but it is
not well suited for large deep networks. The Sandblaster batch optimization framework (L-BFGS) was
introduced to address this problem.
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The basic idea of Downpour SGD.
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FIG. 17
The basic idea of Sandblaster L-BGGS.

In Sandblaster L-BGGS algorithm, each model replica runs on the whole training sample. The key
idea of the algorithm resides in the coordinator (Fig. 17), which sends a set of commands to store and
manipulate model parameters distributively [24].

4.3.3 DEEP LEARNING BASED ON MULTI-GPUs
The data in deep learning can be divided into two types of data: parameters and input/output data.
Parameters in CNNs include the learning rate, convolutional parameters (eg, filter numbers, kernel size,
and stride), pooling parameters (kernel size, stride), bias, etc. Input data includes the raw data (eg, images
and speeches) received from the input layer, and output data keep the intermediate output of each layer,
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such as the convolutional and pooling layers. The key to train large scale CNN models with multiple GPUs
is how to divide tasks between different GPUs. We have three ways to train these large models with multiple GPUs: data parallelism, model parallelism, and data-model parallelism.

Data parallelism
Data parallelism can be easily implemented and it is thus the most widely used implementation strategy
on multi-GPUs.
Data parallelism means that each GPU uses the same model to trains on different data subset. In
data parallel, there is no synchronization between GPUs in forward computing, because each GPU has
a fully copy of the model, including the deep net structure and parameters. But the parameter gradients
computed from different GPUs must be synchronized in BP (Fig. 18).

Model parallelism
Model parallelism means that each computational node is responsible for parts of the model by training
the same data samples.
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1/N batch
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FIG. 18
The illustration of data parallelism mode.
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FIG. 19
The illustration of model parallelism mode.

The model is divided into several pieces and each computing node such as GPU is responsible for
one piece of them (Fig. 19). The communication happens between computational nodes when the input
of a neuron is from the output of the other computational node. The performance of model parallelism
is often worse than data parallelism, because the communication expenses from model parallelism are
much more than that of data parallelism.

Data-model parallelism
Several restrictions exist in both data parallelism and model parallelism. For data parallelism, we have
to reduce the learning rate to keep a smooth training process if there are too many computational nodes.
For model parallelism, the performance of the network will be dramatically decreased for the sake of
communication expense if we have too many nodes.
Model parallelism could get a good performance with a large number of neuron activities, and data
parallel is efficient with large number of weights. In CNNs, the convolution layer contain about 90% of
the computation and 5% of the parameters, while the full connected layer contain 95% of the parameters and 5%-10% the computation. Therefore, we can parallelize the CNNs in data-model mode by using data parallelism for convolutional layer and model parallelism for a fully connected layer (Fig. 20).

Example system of multi-GPUs
Facebook designed a parallel framework by using four NVIDIA TITAN GPUs with 6 GB of RAM on a
single server in data parallel and model parallel. ImageNet 2012 dataset can be trained in 5 days [28].
Commodity Off-The-Shelf High Performance Computing (COTS HPC) system was designed by
Google to train large-scale deep networks on more than 1 billion parameters. COTS HPC consists of
GPU servers with Infiniband interconnections, and the communication between different GPUs is controlled by Message Passing Interface (MPI). The training of a large deep net with more than 1 billion
parameters was completed in 3 days on COTS HPC [29]. The same experiment was done by DistBelief,
but COTS HPC provides us with a much cheaper and faster way of doing it.
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Model parallelism in fully connected layers: each worker computes the
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FIG. 20
The illustration of data-model parallelism mode.

4.4 DISCUSSIONS
4.4.1 GRAND CHALLENGES OF DEEP LEARNING IN BIG DATA
With the development of powerful computing devices (eg, GPUs), the potentially valuable datasets provided
by Big Data and the advanced CNN architecture, deep learning models are promising to fully make use
of huge amounts of data to mine and extract meaningful representations for classification and regression.
However, deep learning poses some specific challenges in Big Data, including processing massive amounts
of training data, learning from incremental streaming data, the scalability of deep model, and learning speed.

Massive amounts of training sample
Generally, learning from a large number of training samples provided by Big Data can obtain complex
data representations (features) at high levels of abstraction which can be used to improve the accuracy
of classification of the deep model. An obvious challenge of deep learning in Big Data is the various
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formats of datasets. Including high dimensionality data, massive unsupervised or unlabeled data, noisy
and poor quality data, highly distributed input sources imbalanced input data, etc. [30]. The existing
deep learning algorithms cannot adapt to train such various kinds of training samples, and thus dealing
with data diversity is a really big challenge to current deep learning models.

Incremental streaming data
Streaming data is one of the key features of Big Data, which is large, fast moving, dispersed, unstructured, and unmanageable. Such data extensively exist in many areas of society, including websites,
blogs, news, videos, telephone records, data transfer, and fraud detection [30]. One of the big challenges of learning meaningful information with deep learning models from streaming data is how to
adapt deep learning methods to handle such incremental and unmanageable streaming data.

Learning speed in Big Data
The big challenge in training speed of deep learning is mainly from two aspects: the large scale of the
deep network and the massive amount of training samples provided by Big Data. It has been turned out
that a large-scale CNN models that have a complicated architecture (with more than billions of parameters and much more layers) are able to extract more complicated features and thus improve the state
of the art performance, and accordingly, the training become prohibitively computationally expensive
and time-consuming. Besides, training a deep model on a huge amount of training data is also timeconsuming and requires a large amount of compute cycles. Consequently, how to accelerate the training
speed of those large-scale models in Big Data environment is a big challenge.

Scalability of deep models
To train large-scale deep learning models faster, an important method is to accelerate the training
process with distributed computing and powerful computing devices (eg, clusters and GPUs). The
existing approaches of parallel training includes data parallel, model parallel, and data-model parallel.
But when training on large-scale deep models, each of them will be of low efficiency for the sake of parameter synchronization that needs frequent communications between different computing nodes (such
as different server nodes in distributed system, and heterogeneous computing systems between CPU
and GPUs). Additional, the memory limitation of modern GPUs can also lead to scalability of deep
networks. The big challenge is how to optimize and balance workload computation and communication
in large-scale deep learning networks.

4.4.2 FUTURE DIRECTIONS
Big data provides us with a very important chance to improve the existing deep learning models and
to propose novel algorithms to address specific problems in Big Data. The future work will focus on
algorithms, applications, and parallel computing.
In the perspective of algorithms, we have to research how to optimize the existing deep learning
algorithms or explore novel approaches of deep learning to train massive amounts of data samples and
streaming samples from Big Data. Moreover, we also need to create novel methods to support Big Data
analytics, such as data sampling for extracting more complex features from Big Data, incremental deep
learning methods for dealing with streaming data, unsupervised algorithms for learning from massive
amounts of unlabeled data, semi-supervised learning, and active learning.
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Application is one of the most researched areas in deep learning. Many traditional research areas
have benefited from deep learning, such as speech recognition, visual object recognition, and object
detection, as well as many other domains, such as drug discovery and genomic. The application of
deep learning in Big Data also needs to be explored, such as generating complicated patterns from Big
Data, semantic indexing, data tagging, fast information retrieval, and simplifying discriminative tasks.
The last important point of future work is parallel computing in deep learning. We could research
existing parallel algorithms or open source parallel frameworks and optimize them to speedup training
process. We could also propose novel distributed and parallel deep learning computing algorithms and
frameworks to support quick training of large-scale deep learning models. However, to train a larger
deep model, we have to figure out the scalability problem of large-scale deep models.

REFERENCES
[1] Krizhevsky A, Sutskever I, Hinton G. ImageNet classification with deep convolutional neural networks.
In: Proc. Advances in Neural Information Processing Systems 25; 2012. p. 1090–8.
[2] LeCun Y, Bengio Y, Hinton G. Review: Deep learning. Nature 2015;521:436–44.
[3] Dean J, Corrado G, Monga R, Chen K, Devin M, Mao M, et al. Large scale distributed deep networks.
Adv Neural Inf Process Syst 2012;25:1232–40.
[4] Schmidhuber J. Deep learning in neural networks: an overview. arXiv: 1404.7828, 2014.
[5] http://deeplearning.stanford.edu/wiki/index.php/Neural_Networks.
[6] Tu JV. Advantages and disadvantages of using artificial neural networks versus logistic regression for
predicting medical outcomes. J Clin Epidemiol 1996;49(11):1225–31.
[7] Jia Y, Shelhamer E, Donahue J, Karayev S, Long J, Girshick R, et al. Caffe: convolutional architecture for fast
feature embedding. arXiv. preprint arXiv:1408.5093, 2014.
[8] Sermanet P, Eigen D, Zhang X, Mathieu M, Fergus R, LeCun Y. Overfeat: integrated recognition, localization
and detection using convolutional networks. In: ICLR; 2014.
[9] Chetlur S, Woolley C, Vandermersch P, Cohen J, Tran J, Catanzaro B, et al. cudnn: efficient primitives for
deep learning. CoRR, abs/1410.0759, 2014. http://arxiv.org/abs/1410.0759.
[10] Donahue J, Jia Y, Vinyals O, Hoffman J, Zhang N, Tzeng E, et al. Decaf: a deep convolutional activation
feature for generic visual recognition. CoRR, abs/1310.1531, 2013.
[11] Vasilache N, Johnson J, Mathieu M, Chintala S, Piantino S, LeCun Y. Fast convolutional nets with fbfft:
a GPU performance evaluation. arXiv: 1412.7580, 2015.
[12] http://deeplearning.stanford.edu/wiki/index.php/Autoencoders_and_Sparsity.
[13] https://github.com/lisa-lab/DeepLearningTutorials.
[14] http://deeplearning.stanford.edu/wiki/index.php/Backpropagation_Algorithm.
[15] LeCun Y, Bottou L, Orr G, Muller K. Efficient BackProp. In: Orr G, Muller K, editors. Neural networks:
tricks of the trade. Heidelberg: Springer; 1998.
[16] Hubel D, Wiesel T. Receptive fields and functional architecture of monkey striate cortex. J Physiol (London)
1968;195:215–43.
[17] http://www.nvidia.com/object/what-is-gpu-computing.html.
[18] NVIDIA, Tesla K40 GPU Active Accelerator. BD-06949-001_V03, 2013.
[19] He K, Zhang X, Ren S, Sun J. Spatial pyramid pooling in deep convolutional networks for visual recognition.
In: ECCV; 2014.
[20] http://caffe.berkeleyvision.org/.
[21] Tompson J, Jain A, LeCun Y, Bregler C. Joint training of a convolutional network and a graphical model for
human pose estimation. CoRR, abs/1406.2984, 2014.

118

CHAPTER 4 DEEP LEARNING AND ITS PARALLELIZATION

[22] https://developer.nvidia.com/cublas.
[23] Zinkevich M, Weimer M, Smola A, Li L. Parallelized stochastic gradient descent. In: NIPS; 2010.
[24] Le QV, Ngiam J, Coates A, Lahiri A, Prochnow B, Ng AY. On optimization methods for deep learning.
In: ICML. 2011.
[25] Agarwal A, Duchi J. Distributed delayed stochastic optimization. In: NIPS; 2011.
[26] Niu F, Retcht B, Re C, Wright SJ. Hogwild. A lock-free approach to parallelizing stochastic gradient descent.
In: NIPS; 2011.
[27] Dean J, Corrado GS, Monga R, Ng AY, et al. Large scale distributed deep networks. In: Advances in Neural
Information Processing 25 (NIPS 2012). Cambridge, MA: MIT Press; 2012.
[28] Yadan O, Adams K, Taigman Y, Ranzato MA. Multi-GPU training of ConvNets. arXiv: 1312.5853v4 [cs.LG]
(February 2014).
[29] Coates A, Huval B, Wang T, Wu DJ, Ng AY, Catanzaro B. Deep learning with COTS HPC systems. In: Proc.
International Conference on Machine Learning (ICML’13); 2013.
[30] Najafabadi MM, Villanustre F, Khoshgoftaar TM, Seliya N, Wald R, Muharemagic E. Deep learning
applications and challenges in Big Data analytics. J Big Data 2015;2:1. http://dx.doi.org/10.1186/s40537014-0007-7; Cs. 2015.
[31] https://code.google.com/p/cuda-convnet2/.

CHAPTER

CHARACTERIZATION
AND TRAVERSAL
OF LARGE REAL-WORLD
NETWORKS

5

A. Garcia-Robledo, A. Diaz-Perez, G. Morales-Luna

5.1 INTRODUCTION
Big Data analytics and current high-performance computing (HPC) platforms are facing the challenge
of supporting a new set of graph processing applications, such as centrality calculation and community
detection, in order to process large volumes of connected data in an efficient manner.
Recent years have witnessed the rise of network science, defined as:
the study of network representations of physical, biological, and social phenomena leading to predictive models of these phenomena.
[1].

The rise of network science has been possible thanks to ever-increasing computing resources, open
databases that enable the analysis of large volumes of data, and the growing interest in holistic approaches that explain the behavior of complex systems as a whole.
Complex networks, the main study object in network science, have proved to be extremely useful
to abstract and model the massive amount of interrelated data corresponding to a variety of real-world
phenomena [2]: the worldwide Facebook network, the Internet topology at the autonomous system
level, thematic networks of Wikipedia, protein-protein interaction networks (PPI) of various bacteria,
and scientific collaboration maps (to name but a few examples).
Complex networks model real-world phenomena integrated by thousands of millions of entities.
For example, as of the first quarter of 2015, GenBank reported 171 million sequences stored in its biological database [3], Facebook reported 1.44 billion registered users [4], and as of Aug. 2015, Google
indexed more than 46 billion web pages [5].
Big Data and complex networks share interesting properties: They are large scale (volume), they are
complex (variety), and they are dynamic (velocity). As stated in [6]:
The combination of Big Data and network science offers a vast number of potential applications
for the design of data-driven analysis and regulation tools, covering many parts of the society and
academia.

The study of complex networks is gaining more attention in the analysis of Big Data. It is argued,
for example, that the combination of Big Data with social science techniques would be useful for the
prediction of social and economic crises [6].
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00005-2
© 2016 Elsevier Inc. All rights reserved.
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There are many efforts in network science that are dedicated to the definition of metrics that provide
the means for characterizing different aspects of the topology of complex networks [7]. The measurement of metrics, such as average shortest-path length, clustering coefficient, and degree distribution,
is the first step for the analysis of the structure of a national airport [8], the analysis of a subway train
system [9], and the measurement of properties such as redundancy and connectivity of a water distribution system [10].
The emerging network science has also motivated a renewed interest in classical graph problems,
such as breadth-first search (BFS) and the k-core decomposition of graphs. These algorithms are the
main building blocks for a new set of applications related to the analysis of the centrality and the hierarchy of entities of massive real-world phenomena. However, the size and dynamics of complex networks
introduce large amounts of processing times that can be only tackled by modern and pervasive parallel
hardware architectures, such as graphics processing units (GPUs).
In this two-part chapter, the authors present the synergy between network science, HPC, and Big
Data by studying: (1) techniques to accelerate the traversal of the structure of massive real-world
networks, and (2) a graph partitioning strategy based on the coreness of complex networks for load
distribution on heterogeneous computing platforms. This chapter follows a practical computer science approach that focuses on presenting algorithms for the efficient processing of large real-world
graphs.

5.2 BACKGROUND
Networks and graphs are becoming increasingly important in representing multirelational Big Data and
in modeling complicated data structures and their interactions. The storage and analysis capabilities
needed for big graph analytics have motivated the development of a new wave of HPC software technologies including: MapReduce/Hadoop-like distributed graph analytics, NoSQL graph data storage
and querying, and new heterogeneous computig platforms for graph processing.
An HPC initiative for network analytics are NoSQL graph databases, which address the challenge
of “leveraging complex and dynamic relationships in highly connected data to generate insight and
competitive advantage.” [11]. Graph databases, such as Neo4j [12], OrientDB [13], and InfiniteGraph
[14], are able to store networks with up to billions of nodes and provide network-oriented query languages, a flexible data model, pattern-matching queries, traversal-optimized storage, path retrieval, and
in some cases distributed storage capabilities.
There are implementations of MapReduce-like graph processing platforms in distributed computing environments. Prominent examples include Google Pregel [15] and Apache Giraph [16]. Pregel and
Giraph are inspired in MapReduce in that they organize graph computation in sets of supersteps and
global synchronization points. In each superstep, a user-defined function is executed in parallel in every
vertex and the platforms are in charge of managing the data integration tasks.
Many algorithms in Big Data analytics can be accelerated by exploiting the power of low-cost but
massively parallel architectures, such as multicores and GPUs. These kinds of parallel commodities are
playing a significant role in large-scale modeling [17]. However, existing results reveal a gap between
complex network algorithms (e.g., distance-based centrality metrics) and architectures like GPUs,
stressing the need for further research [18]. Nonetheless, GPUs already show impressive speedups in
other tasks, such as network visualization [19].
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The combination of existing general-purpose multicore processors and hardware accelerators,
such as GPUs, accelerated processing units (APUs), and many integrated cores (MICs), has the
potential to overcome the limitations of single-architecture implementations, and lead to an improvement of the performance of complex network applications to process large volumes of interconnected data.
In the first part of the chapter, the authors review widely used complex network metrics. We then
introduce a recurrent algorithm in a complex network measurement: all-sources BFS (AS-BFS). We
present the visitor and the algebraic approaches for AS-BFS, and then we describe and compare a
series of kernels for accelerating graph traversals on GPU.
In the second part of the chapter, we introduce the need for heterogeneous computing platforms for
large graph processing. We also focus on the use of the k-core decomposition for the design of a unbalanced graph bisection algorithm, which is an important first step towards obtaining a heterogeneous
computing platform that leverages the potential of different parallel architectures.

5.3 CHARACTERIZATION AND MEASUREMENT
A complex network G = (V , E ) is a non-empty set V of nodes or vertices and a set E of links or edges,
such that there is a mapping between the elements of E and the set of pairs {i, j}, i, j Î V . Let n = V be
the number of vertices and m = E be the number of edges of G. The degree ki of a vertex i Î V is the
number of neighbors of i. Let nk be the number of vertices of degree k in G, such that å k nk = n . Let
P ( k ) = nk / n be the degree distribution of G.
Complex networks, random graphs, and graphs arising in scientific computing (e.g., meshes and
lattices) are all sparse. However, unlike these kinds of graphs, complex networks present the combined
properties of random but highly clustered graphs with a few vertices having the largest number of
connections.
Complex networks from a variety of application domains share characteristics that differentiate
them from random and regular networks: scale-freeness, small-worldliness, and community structure:
•

•

Scale-free (SF) degree distribution. Barabási and Albert found that the degree distributions P(k)
of many real-world networks obey a power law, in which the number of vertices of degree k is
proportional to k -a , with a Î [2,3] . This is in contrast to classical Erdös-Rényi random graphs
that show a Poisson degree distribution. A power-law distribution implies the existence of only a
few vertices with very high degree, called hubs, and that the majority of vertices have a very low
degree.
Small-world phenomenon. Let dij be the length of the shortest (geodesic) path between two
vertices i, j Î V. The average shortest-path length 〈L〉 is the average of all shortest path lengths
dij in G. The clustering coefficient of a vertex i 〈CCi〉 is the ratio of the number of edges
between the neighbors of i to the maximum possible number of edges among them. Strogatz
and Watts [20] found that the six degrees of separation phenomenon can be observed in many
real-world networks: the majority of the vertex pairs in complex networks are a few steps away,
in spite of their elevated number of vertices. This property can be characterized by 〈L〉, which
grows logarithmically with n in a variety of real-world graphs. Networks that show both a
small average path length 〈L〉 and a high clustering coefficient 〈CCi〉 are known as small-world
networks.
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Community structure. Girvan and Newman found that a variety of complex networks show
groups of tightly interconnected nodes called clusters or communities. The members of
a community are loosely connected to the members of other communities. The presence
of communities reveals important information on the functional role of nodes in the same
community.

Complex network metrics help us to determine if a given graph shows the topology and characteristics of a complex network. Complex network metrics can be roughly classified into clustering, distance,
centrality, and scaling metrics, as shown in Table 1:
•

Degree metrics. Directly derived from the degree of vertices ki and the degree distribution P(k).
An example is the graph density d.

Table 1 Examples of Degree, Clustering, Distance, Centrality, and Scaling Complex Network
Metrics [7]
Metric

Symbol

Type

Equations

Density

d

Degree

2m / n ( n - 1)
2 {e jk }

: j, k Î N i , e jk Î E

CCi

Clustering

ki ( ki - 1)

Avg. path length

〈L〉

Distance

1
å dij
n ( n - 1) i , jÎV :i¹ j

Diameter

D

Distance

Clustering coefficient

max {dij }

i , jÎV :i ¹ j

å

s ( i ,u ,j )
s ( i ,j )

Betweenness centrality

nBcu

Centrality

i , jÎV :i ¹ j

Central point dominance

CPD

Centrality

1
å ( nBcmax - nBci )
n - 1 iÎV
1

Closeness centrality

Cci

Centrality

åd

Avg. neighbor degree

〈kn〉

Centrality

ku
: u Î Ni
ki

Scaling of the degree distribution

〈P(k)〉k

Scaling

COR log ( K ) ,log ( P ( k ) | k Î K )

ij

jÎV

(

(

i, j, k , u Î V represent vertices, n, number of nodes; m, number of edges; ki, degree of i; Ni is the neighbors of vertex i; ejk, edges
connecting the neighbors j, k of i; dij, length of the shortest path between i, j; σ(i, u, j), number of shortest paths between i and j that
pass through u; σ(i, j), total number of shortest paths between i and j; nBcmax, maximum vertex betweenness; COR(X, Y), Pearson
correlation coefficient between tuples X and Y; K, tuple of different vertex degrees in G; log(S), function that returns a set with the
logarithm of each element in the set S.

))
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Clustering metrics. The clustering coefficient CCi is an example of a clustering metric that
measures the cohesiveness of the neighbors of a node.
Distance metrics. The average path length 〈L〉 is a well known distance metric. The diameter D of a
graph, another well known distance metric, is defined as the length of the longest shortest path in G.
Centrality metrics. Centrality metrics try to quantify the intuitive idea that some vertices and
edges are more “important” than others. A popular example is the vertex betweenness centrality
nBcu that measures the proportion of shortest paths in which a vertex participates. The central
point dominance CPD evaluates the importance of the most influential node in terms of the
maximum betweenness centrality. The closeness centrality of a vertex i, Cci is inversely
proportional to the sum of the distances of i to every other vertex in the graph.
Scaling metrics. The presence of high-level properties of complex networks, such as the scalefreeness or the presence of a hierarchy of clusters, can be determined by observing the log-log
plot of the scaling of local metrics with the degree of vertices. For example, the scaling of the
degree distribution with the degree k, 〈P(k)〉k can reveal the power-law nature of a graph.

Table 2 shows evidence that many of the metrics used for the study of complex networks could be
redundant [7,22–25]. Metrics correlation patterns are dataset-specific and are affected by topological
aspects such as the graph size, degree distribution, and density. The reader can refer to the mentioned
works to find metrics correlations on graphs from different application domains.
The algorithms to calculate most of the distance and centrality metrics listed in Table 1, such as the
betweenness centrality, the closeness centrality, the average path length, and the central point dominance, are all based on BFS searches.
These distance/centrality metrics are computing intensive. Their calculation in large sparse graphs
involves many full BFS traversals, resulting in hours to months of processing in modern CPU architectures if parallelism is not exploited, or if repeated measurements are needed.
The computational cost of BFS-based complex network metrics and the size of real-world networks
stress the necessity for parallel approaches that exploit modern hardware architectures. The following
section is devoted to this issue.
Table 2 Works on Correlation Patterns on Complex Network Metrics
References

Complex Networks

Observations

[7,21,22]

Random, technological, social, biological,
and linguistic.

[7]

Erdös-Rényi, Barabási-Albert, geographic
networks.

[23,24]

Erdös-Rényi, Barabási-Albert,
autonomous system networks.

[25]

Erdös-Rényi, random modular, random
hierarchies, US airlines, Wikipedia
networks.

Sets of highly correlated metrics are presented. Do
not consider that some of the studied metrics are
size-dependent.
Correlations patterns for individual network datasets
do not agree with the correlations when the datasets are
combined.
Metric correlations are affected by the degree
distribution. Correlation patterns change with the size
and density of graphs.
Warn against mixing network ensembles from different
domains to extract global metric correlation patterns.
Size-dependent metrics distort the correlations between
metrics.
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5.4 EFFICIENT COMPLEX NETWORK TRAVERSAL
BFS is an intuitive search strategy that discovers the vertices of a graph by levels. Starting from a given
vertex, BFS visits all the vertices at distance 1 from that vertex, then all the vertices at distance 2, and
so on.
BFS represents an important core in a variety of complex network applications. BFS-based centrality metrics, such as the betweenness centrality, have been used, for example, to identify key proteins
in protein interaction networks [26], and to identify the most relevant agents (leaders and gateways) in
terrorist social networks [27]. Additionally, the betweenness centrality appears as a kernel of the HPC
scalable graph analysis benchmark. Likewise, both the Graph500 and GreenGraph500 benchmarks
include a kernel that consists of the repetition of BFS on huge networks.
However, even when a single BFS takes only O ( n + m ) time, the mentioned applications need to
perform an elevated number of BFSs (i.e., as many as the number of vertices in the graph). This is
called AS-BFS. AS-BFS needs O ( n2 + nm ) time, where n can range from thousands to billions of
nodes. The computational cost a variety of BFS applications on complex networks reveal the need for
parallel strategies that exploit the features of modern HPC hardware architectures, in order to speed up
the analysis of large and evolving networks.

5.4.1 HPC TRAVERSAL OF LARGE NETWORKS
Multicore processors have few yet complex processing units or cores with an on-chip hierarchy of large
caches for general purpose and HPC processing. HPC clusters, a type of distributed memory architecture, is a group of workstations or dedicated machines connected via high-speed switched networks
optimized for computing intensive large-scale calculations.
There is a list of publicly available libraries that exploit homogeneous parallel processing, (i.e.,
the use of a single HPC parallel architecture, such as a multicore server or a HPC cluster). Examples
of such libraries include the Small-World Network Analysis and Partitioning (SNAP) library [28],
The MultiThreaded Graph Library (MTGL) [29], the Parallel Boost Graph Library (PBGL) [30], the
ParallelX Graph Library (PXGL) [31], and the Combinatorial BLAS library [32].
A GPU is a special-purpose HPC processor composed of many multithread cores. GPUs were initially designed as graphics accelerators for the PC and video game industry. Nowadays, GPUs are being
used to accelerate a wide variety of scientific algorithms. Its popularity has increased since GPUs offer
massive parallelism, huge memory bandwidth, and a general-purpose instruction set.
Most of the current GPU-accelerated BFS algorithms (e.g., [33–38]) are visitor/level-synchronous;
each level is visited in parallel, preserving the sequential ordering of BFS frontiers [36]. Some works
change the queue data structure to either increase locality or decrease intralevel synchronization overhead [35,36]. Other works avoid using a queue frontier structure by exhaustively examining nodes [34]
or edges [38] in the current frontier, or by a warp-centric programming method [39]. Finally, there are
works that try to reduce the number of traversed edges [33] and to reduce the interlevel synchronization
overhead [35,40].
However, current results show that it has been difficult to leverage the massive parallelism of GPUs
to accelerate the visitor approach on real-world graphs [34–36]. Speedups heavily depends on the
graph instances, and there are real-world instances where the GPU implementation is slower than its
CPU counterpart [34,35]. The performance of level-synchronous strategies is strongly influenced by
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topological properties, such as the diameter [36,39] or the degree distribution (due to load imbalance
on SF graphs).
Sparse matrix operations provide a rich set of data-level parallelism, which suggest that algebraic
formulations of BFS, based on sparse matrix-vector multiplications (SpMVs), might be more appropriate for the GPU data-parallel architecture [37,41]. Even when SpMV is considered a challenging
problem due to the insufficient data locality and the lack of memory access predictability on real-world
sparse matrices [37,42], it still offers higher arithmetic loads and clearer data access patterns than the
classical visitor approach. In the following sections, we further discuss the use of GPUs for accelerating AS-BFS by describing and comparing two algorithmic approaches: visitor and algebraic (SpMV)
AS-BFS.

5.4.2 ALGORITHMS FOR ACCELERATING AS-BFS ON GPU
There are two levels of parallelism that may be appropriate for GPUs: (1) medium-grain: for each BFS
frontier, the exploration of all vertices in the frontier can proceed totally in parallel; and (2) fine-grain:
for each BFS frontier, the exploration of the edges that go from the current frontier to the next one can
be traversed in parallel. In this section, we describe two level-synchronous algorithmic approaches
for AS-BFS that exploit these two different levels of parallelism on GPU: (1) visitor AS-BFS and (2)
SpMV AS-BFS.
Algorithm 1GPU-visitor algorithm (host)
Input: G, number of nodes n
Output: none
l [i ] ¬ -1 for i = 0¼n
for each node s in G do
frontier ¬ 0

while continue do
continue ¬ false

run in GPU: continue, l ← visitor kernel (G, l, continue, frontier)
frontier ¬ frontier + 1

end while
end for
For the visitor BFS, we describe the GPU strategy reported in [38], which exploits both fine- and
medium-grain parallelism. This efficient dual parallelism strategy leads to load balance even on SF graphs
[38]. For the SpMV AS-BFS, we describe a two-phase strategy: SpMV and then zero-counting. The
SpMV approach is also efficient on SF graphs. Both strategies perform frontier-wise synchronization with
kernel relaunching, in such a way that each kernel launch triggers the exploration of the next BFS frontier.
Algorithm 2Visitor kernel (GPU)
Input: G, l, continue, frontier
Output: updated continue and l
for each thread i do in parallel
u,v ¬ ith edge in G
if l [u ] = frontier then
if l [v ] = -1 then
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continue ¬ true
l [v ] ¬ frontier + 1

end if
end if
end for
return continue, l

Algorithms 1 and 2 show the pseudocode of the visitor AS-BFS strategy on GPU, first proposed
in [38]. The vector l stores the distance between the source vertex and every other vertex by using the
number of the current BFS frontier. Starting from every vertex s Î V , Algorithm 1 invokes the visitor
kernel on GPU as many times as the number of BFS frontiers.
Algorithm 2 shows the pseudocode of the GPU kernel for the concurrent examination of all edges
in the current BFS frontier. In each kernel invocation, all the edges of G are distributed among the GPU
threads. Each GPU thread then examines if its edge connects the current BFS frontier to the following
frontier. If so, it raises a flag (continue) to indicate that there is a new BFS frontier that must be explored
in the following kernel invocation.
Algorithm 3 GPU-SpMV algorithm (host)
Input: G, number of nodes n
Output: none
A ¬ adjacency matrix of G
A¢ ¬ A + I n , where In is the identity matrix of order n
for each node s in G do
    x [ k ] ¬ 0 for k = 0¼n - 1
    x [ s ] ¬ 1
    zeros ¬ ¥
   while zeros > 0 do
      run in GPU: y ¬ A¢x
      run in GPU: zeros ¬ number of zeros in y
      swap pointers x, y in GPU
   end while
end for
Algorithm 3 shows a pseudocode for the medium-grain SpMV AS-BFS on GPU. As the reader may
notice, the strategy is very similar to the visitor algorithm for GPU: We perform a full BFS from each
vertex s Î V , sequentially. However, in this case we accelerate the SpMVs and the zero-counting on GPU.
Then, we simply interchange the device pointers of the x and y vectors, so that we can reuse the
allocated space and intermediated data produced in the device during the whole AS-BFS calculation.
Algorithms 1 and 3 have no output, as they only show how to traverse the graph.

5.4.3 PERFORMANCE STUDY OF AS-BFS ON GPU’s
We study the performance of the described GPU AS-BFS algorithms by comparing them to multithreaded (MT) CPU implementations. To make a comprehensive study, we experimented by varying
the topology (degree distribution P(k) and density d) of synthetic regular and non-regular complex
network-like networks.
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To simulate different graph loads, we made use of the classical Gilbert and the Barabási-Albert
random graph models, which allowed the creation of random graphs with exponential decay (Exp) and
SF degree distributions, respectively. For the regular graphs, we experimented with the r-regular graph
model (graphs where every vertex is connected to r other vertices).
For each degree distribution (Exp, SF and regular), we generated a dataset of very sparse
( d Î [0.0006,0.003] ) and sparse ( d Î ( 0.003, 0.006 ] ) graphs with 40,000 vertices; and a dataset of dense
( d Î [0.01,0.5] ) and very dense ( d Î ( 0.5,1] ) graphs with 3,000 vertices. In spite of the difference in the
number of vertices between the two datasets, the number of edges is comparable (up to around 4 M
edges).
We implemented the MT visitor and the SpMV AS-BFS algorithms in a straightforward fashion, by
uniformly distributing the single-source BFSs at random among the available cores. Both the MT and
the GPU implementations were compared to a baseline sequential CPU visitor AS-BFS implementation.
The GPU visitor/SpMV experiments ran on a NVIDIA C2070 (Fermi) GPU with 448 CUDA cores
at 1.15 GHz and 6 GB GDDR5 of DRAM. The multicore visitor/SpMV experiments ran on AMD
Opteron 6274 (Interlagos) processors at 2.2 GHz and 64 GB of RAM, by using 16 cores. The sequential
CPU visitor experiments ran on the same CPU architecture, but by using only a single core.
Fig. 1 summarizes the best speedups among the MT and GPU implementations over the sequential
visitor approach, averaged over very-sparse, sparse, dense, and very-dense nonregular (Exp and SF)
and regular graphs.
Fig. 1 shows that the visitor approach is better suited for CPU multicore, whereas the SpMV approach is better suited for GPUs. On the other hand, it can be seen that GPUs are not suitable for regular
sparse graphs: both SpMV and visitor approaches performed poorly on GPU (sequential CPU was 25
times (very sparse) and 7 times (sparse) faster than GPU visitor).

GPU

MT
Density

Regular

Non-regular

Regular

Non-regular

Very sparse

Visitor
(1.97x)

Visitor (Exp.)
(3.99x)

Visitor
(0.04x)

SpMV (Exp.)
(8.1x)

Sparse

Visitor
(4.28x)

Visitor (Exp.)
(6.88x)

Visitor
(0.14x)

SpMV (SF)
(11.83x)

Dense

Visitor
(5.85x)

Visitor (Exp.)
(6.9x)

SpMV
(4.87x)

SpMV (Exp.)
(9.57x)

Very dense

Visitor
(7.27x)

Visitor (Exp.)
(8.07x)

SpMV
(12.83x)

SpMV (Exp.)
(13.97x)

d = [0.0006, 0.003]

d = [0.003, 0.006]

d = [0.01, 0.5]

d = [0.5, 1.0]

FIG. 1
Comparison of speedups between the multicore and GPU AS-BFS implementations over a single-core CPU
visitor implementation, on graphs with different densities and degree distributions. In the non-regular column,
“Exp.” stands for “exponential” and “SF” stands for “scale-free” degree distribution.
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Gain of GPU over sequential CPU increased with the graph density. With larger amounts of edges
comes larger workloads that can exploit the massive multithreading capabilities of this architecture
for performing parallel SpMVs. Overall, the best speedup over sequential CPU was obtained with the
SpMV GPU implementation on very dense graphs.
We observed that structural properties present in complex networks influence the performance of
level-synchronous AS-BFS strategies in the following (decreasing) order of importance: (1) whether
the graph is regular or nonregular, (2) the graph density and (3) whether the graph is SF or not. Note
that CPUs and GPUs are suitable for complementary kinds of graphs. GPUs performed notably better
on sparse graphs. This is in contrast to multicore CPUs, which performed better than GPUs on regular
graphs.
These results suggest that the processing of BFS on large real-world graphs could benefit from a
topology-driven heterogeneous computing strategy, that combines CPUs and GPUs in a single heterogeneous platform by considering the presented empirical evidence of the suitability of a variety graph
loads to different parallel architectures.

5.5 K-CORE-BASED PARTITIONING FOR HETEROGENEOUS GRAPH
PROCESSING
Heterogeneous computing seeks to divide a compute intensive task into parts that can be processed
separately by different parallel architectures in a synchronized manner. The ultimate goal of heterogeneous computing is to maximize the data processing throughput of an application by executing computing intensive part of an algorithm in accelerators, usually in a GPU [43].
Two major strategies for graph heterogeneous computing processing are [44]: (1) heterogeneous
switching and (2) heterogeneous partitioning. In heterogeneous switching, the computation switches
among different architectures according to a scheduler policy. The scheduler determines if the data
can be better processed by another device. In heterogeneous partitioning, the computation proceeds in
parallel on two or more parallel architectures at the same time.
Table 3 shows heterogeneous computing works for a variety graph problems (e.g., BFS, PageRank,
connected components) that present different combinations of parallel architectures, including:
CPU + GPU, CPU + APUs, and CPU + MICs.
The first problem faced by any heterogeneous computing platform is to decide the best way to partition the load for later distribution among the available processors. Most existing graph partitioning
algorithms produce equivalent partitions of the graph nodes [53], i.e., the produced partitions have a
balanced number of nodes and the crossing links are minimized. In heterogeneous computing, however, the computing capabilities of the available processors varies, as do the size and properties of the
scheduled tasks.
According to [45,46], a good graph partitioning strategy for heterogeneous computing should have:
(1) low space and time complexity, (2) the ability to handle SF graphs, (3) the ability to handle large
graphs, and (4) focus on the reduction of computation time.
In this section, we tackle the problem of graph partition for graph heterogeneous computing as an important step towards the efficient traversal of large graphs on heterogeneous HPC
platforms.
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Table 3 Works on Heterogeneous Computing of Graphs
References

Architectures

Architectures

Algorithm(s)

Partitioning

[45–47]
[48]
[44]

CPU + GPU
CPU + GPU
CPU + APU

BFS, PageRank
BFS
BFS, PageRank

Node degree
Frontier size
Node degree

[49]

CPU + GPU

BFS

Architecture
memory bandwidth

[50]

CPU + GPU

Heterogeneous partition
Heterogeneous switching
Heterogeneous partition
and heterogeneous
switching
Heterogeneous partition
and heterogeneous
switching
Heterogeneous partition

Not specified

[51]
[52]

CPU + MIC
CPU + GPU

Heterogeneous switching
Heterogeneous switching

BFS, connected components,
all pairs shortest paths
BFS
BFS

Frontier size
Frontier size

The last column lists the graph topological aspects used as criteria for partitioning the complex networks.

5.5.1 GRAPH PARTITIONING FOR HETEROGENEOUS COMPUTING
It is possible to render communication overhead negligible in kernels like BFS and PageRank on SF
graphs by exploiting aggregation techniques and a BSP parallel model [45,46]. As a consequence, the
graph partitioner does not need to minimize the communication time, and it should instead focus on
producing partitions that minimize computing time [45,46].
Partitions should offer two levels of parallelism: (1) a heterogeneous level to maximize the utilization of the processors, (2) and a homogeneous level to balance the workload across the vertices of a
partition [45,46]. A simple criteria for distributing the vertices among the parallel processors is the
vertex degree. Placing high-degree vertices in the CPU and low-degree vertices in the GPU [45,46]
provides homogeneity of the nodes placed in the GPU, and minimizes GPU thread divergence as well
[44]. This intuitive strategy also leads to partitions that are cache-friendly, an important property for
memory-bounded algorithms like BFS [44–46]. Finding a bisection that splits the graph into two partitions with very different vertex degrees helps to leverage the computing power of CPUs and GPUs
when combined into a single heterogeneous platform [44,45,47].
In Section 5.4.3, we showed that graph density is an important factor that affects the suitability
of graphs to parallel architectures. Density, in addition to homogeneity, needs to be considered when
partitioning a graph. There is evidence that complex networks are integrated of: (1) a dense partition
of well-connected vertices and (2) a comparatively larger, sparse and homogeneous partition of lowdegree vertices [54]. How can we exploit this property to identify the vertices that belong to the dense
area of a complex network?

5.5.2 K-CORE-BASED COMPLEX-NETWORK UNBALANCED BISECTION
The k-core of a graph is its largest subgraph whose vertices have degree at least k [55] and can be
calculated efficiently by recursively pruning the vertices with degree smaller than k in O(m) time. The
concept of corenness is a natural notion of the importance of a node. For example, it has been reported
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that autonomous system networks show a “core” [54], integrated of highly connected hubs that represent the backbone of the Internet. The k-core decomposition defines a hierarchy of nodes that allow us
to differentiate between core and noncore components of a network.
Algorithm 4 KCMax graph bisection
Input: G, k
Output: Vdense, Vsparse

Vdense ,Vsparse ¬ { }
Vcrust ¬ get nodes at the k-crust
Vsparse ¬ Vcrust
G ¬ remove nodes in Vcrust from G

while there are nodes in G do
   Vkmax ¬ get nodes at the kmax-shell of G
   Vdense ¬ Vdense ÈVkmax
    G ¬ remove nodes in Vkmax from G
   Vsparse ¬ Vsparse È nodes of G not in the giant component of G
    G ¬ get the giant component of G
return Vsparse, Vdense
Vertices at the highest k-cores are located in the network’s densest area, the area that maintains
the clustering structure of the graph. Thus, the k-core decomposition represents a useful yet easy to
calculate heuristic for deciding which vertices belong to the dense partition and which vertices belong
to the sparse one.
The authors propose the KCMax heuristic [56], listed in Algorithm 4, to produce a graph bisection
algorithm that exploits the notion of k-core decomposition. The main idea behind the KCMax approach
is: by repeatedly extracting the core of the network, we can separate the dense area of the network from
the sparse one.
This separation would produce an unbalanced bisection of the graph that can be exploited for load
distribution on heterogeneous platforms.
Formally, a k-core of a graph G = (V ,E ) is a subgraph H = ( C , L | C ) , induced by the set C Í V , if
and only if "v Î C : kv ³ k and H is a maximum subgraph with this property. The k-cores are nested, i.e.,
i < j ® H j Í H i , like Russian nested dolls [57]. The k-crust is the graph G with the k-core removed. A
node v Î V is said to belong to the k-shell if and only if it belongs to the k-core but not to the ( k + 1) -core.
We say that if v is in the k-shell then v has a shell index of k.
The KCMax algorithm starts by appending to the sparse partition, Vsparse, the nodes located at the kcrust of the graph. Then, it removes the k-crust from G. This preprocessing step is motivated by the fact
that the k-crust nodes are unlikely to belong to the dense partition of the graph as they are very likely
to hold a low clustering degree (Fig. 2). In practice, a large percentage of nodes in complex networks
can be readily assigned to the sparse partition and removed from the graph to speed up the algorithm.
The search for the dense area begins by identifying the nodes at the highest nonempty k-shell, the
kmax-shell. Then, it appends the vertices at kmax-shell to the list of nodes in the dense partition, Vdense.
The nodes at kmax-shell are removed from G, and only the giant component of G is retained for the next
iteration. The nodes that are not in the giant component are assigned to the sparse partition, Vsparse. The
algorithm repeats this procedure until the graph is depleted and all the nodes have been assigned to
either the sparse or the dense partition.
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FIG. 2
Decomposition of the AS-Skitter graph. Horizontal axis shows the k-sell index. The vertical axis shows:
(A) the number of nodes inside each k-shell and (B) the density of the subgraph induced by each k-shell.
Note how most of the nodes belong to the least-dense k-shells. These nodes can be readily assigned to the
sparse partition in a preprocessing stage to accelerate the KCMax heuristic.

The objectives of keeping the giant component after removing the kmax-shell are: (1) to help the
heuristic to focus on the connected component that is more likely to contain clusters of nodes, and (2)
to help the heuristic to reduce the number of iterations by discarding small components that result from
the removal of the highest shell.
Table 4 lists large complex networks from a variety of application domains partitioned by exploiting
the KCMax heuristic. Most of the graphs are real-world complex networks, with the exception of the
R-MAT Graph500 synthetic graph. roadNet-PA, a road network of Pennsylvania, is unique in its large
diameter and very low clustering (the small-world property is not present).
Tables 5 and 6 present the properties of the produced sparse and dense partitions, respectively. Note
that, in general, the sparse partition concentrates more than the 50% of the vertices. In the AS-Skitter,
soc-LiveJournal1, and cit-Patents graphs, the sparse partition accounts for more than the 90% of vertices.
Table 4 Complex Network Dataset
Graph

Type

n

m

〈CC〉

D

AS-Skitter
soc-LiveJournal1
cit-Patents
com-orkut-ungraph
soc-pokec-relationships
R-MAT
roadNet-PA
Wiki-Vote
Email-Enron
Cit-HepPh

Internet
Social
Citation
Social
Social
Synthetic
Road
Vote
Email
Citation

1,696,415
4,847,571
3,774,768
3,072,441
1,632,803
388,317
1,088,092
7115
36,692
27,770

11,095,298
68,993,773
16,518,948
117,185,083
30,622,564
16,777,184
1,541,898
103,689
183,831
352,807

0.2581
0.2742
0.0757
0.1666
0.1094
0.1996
0.0465
0.1409
0.4970
0.3120

25
16
22
9
11
ND
786
7
11
13

n, number of nodes; m, number of edges; 〈CC〉, avg. clustering coefficient; D, diameter; and ND, no data.
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Table 5 Properties of the Sparse Partition Produced by KCMax
Graph

n

AS-Skitter
soc-LiveJournal1
cit-Patents
com-orkut-ungraph
soc-pokec-relationships
R-MAT
roadNet-PA
Wiki-Vote
Email-Enron
Cit-HepPh

1,565,489 (92.38%)
4,687,387 (96.77%)
3,641,824 (96.75%)
2,365,979 (77.01%)
909,797 (55.72%)
286,526 (73.80%)
214,395 (19.71%)
4595 (65.03%)
26,011 (77.19%)
11,060 (32.15%)

åk

d

i

11,041,869 (49.76%)
59,300,536 (69.20%)
28,351,467 (85.85%)
94,072,948 (40.14%)
5,999,391 (13.45%)
2,278,227 (7.67%)
260,233 (8.44%)
18,246 (9.06%)
92,145 (25.48%)
82,111 (9.76%)

-6

2.17 ´ 10
2.35 ´ 10 -6
2 ´ 10 -6
1.13 ´ 10 -5
1.76 ´ 10 -6
1.46 ´ 10 -6
1.99 ´ 10 -6
5.09 ´ 10 -5
4.36 ´ 10 -5
7.02 ´ 10 -5

c

Avg. deg.

242,272
182,963
18,396
68,191
360,457
226,227
168,628
4062
16,375
7051

7.05
12.65
7.78
39.76
6.59
7.95
1.21
3.97
3.54
7.42

å

ki , sum of the degrees of the vertices in the partition; d, density of the graph induced by the partition; c, number of
n, nodes;
components in the graph induced by the partition; and avg. deg., average degree of the vertices in the partition.

Table 6 Properties of the Dense Partition Produced by KCMax
Graph

n

AS-Skitter
soc-LiveJournal1
cit-Patents
com-orkut-ungraph
soc-pokec-relationships
R-MAT
roadNet-PA
Wiki-Vote
Email-Enron
Cit-HepPh

129,127 (7.62%)
156,566 (3.23%)
122,293 (3.25%)
706,462 (22.99%)
723,006 (44.28%)
101,711 (26.20%)
873,167 (80.29%)
2471 (34.97%)
7685 (22.81%)
23,341 (67.85%)

åk

i

11,146,549 (50.24%)
26,390,832 (30.80%)
4,672,013 (14.15%)
140,297,218 (59.86%)
38,604,537 (86.55%)
27,413,457 (92.33%)
2,822,795 (91.56%)
183,226 (90.94%)
269,477 (74.52%)
759,457 (90.24%)

d
-4

3.2 ´ 10
7.6 ´ 10 -4
1.9 ´ 10 -4
2.2 ´ 10 -4
6.51 ´ 10 -5
2.4 ´ 10 -3
3.48 ´ 10 -6
2.72 ´ 10 -2
3.5 ´ 10 -3
1.25 ´ 10 -3

c

Avg. deg.

2
12
12
1
1
1
3
1
5
2

86.32
168.56
38.20
198.59
53.39
269.52
3.23
74.15
35.06
32.53

å

n, nodes; ki , sum of the degrees of the vertices in the partition; d, density of the graph induced by the partition; c, number of
components in the graph induced by the partition; and avg. deg., average degree of the vertices in the partition.

Likewise, note that in complex networks, a small proportion of vertices in the dense partitions concentrates a high number of edges. Take as examples the Email-Enron network, where 22.81% of the
vertices are connected by 74.52% of the links; the R-MAT network, where the 26% of the vertices are
connected by 92% of the links; and the Wiki-Vote network, where the 34% of the vertices are connected
by 90% of the links.
In some complex networks, a degree of balance between the sparse and the dense partitions arises,
either in the number of nodes or in the number of links. For example, in the soc-pokec-relationships
and Wiki-Vote networks the 55% and the 65% of the vertices are assigned to the sparse partition, respectively; whereas in the AS-Skitter and com-orkut-ungraph networks the 49% and 40% of the links
are assigned to the sparse partition, respectively.
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The dense partition of most of the experimented graphs is several orders of magnitude denser than
the sparse partition. An exception was the roadNet-PA, whose partitions showed the same order of density. In all graphs, however, the density of both the sparse and the dense partitions was relatively low.
Finally, note that the dense partitions are generally composed of at most a dozen of connected components, while the sparse partitions are composed of thousands of connected components. Additionally,
the average degree of the vertices in the dense partition is one order of magnitude larger than in the
sparse partition in virtually all graphs (with the exception of roadNet-PA, where it is two orders of magnitude higher). The remarkable difference in the number of components, the density and the average
degree in the partitions suggest that KCMax was able to locate those vertices that integrate the densest
part of the graphs in all cases.

5.6 FUTURE DIRECTIONS
The processing of AS-BFS-related algorithms on large real-world graphs can exploit a topology-driven
heterogeneous computing strategy, that combines CPUs and GPUs by considering the presented empirical evidence shown in Section 5.4.3 of the suitability of a variety graph loads and algorithms to
different parallel architectures and different BFS algorithms approaches.
The authors have observed that Totem [45–47], a graph computation framework that exploits
single-node multicore + GPU heterogeneous systems, can benefit from the KCMax partitioning heuristic [56]. Other projects that follow a BSP-like parallel computational model and that focus on minimizing the computation time of partitions could take advantage of the partitions produced by the KCMax
algorithm as well.
Future work include: (1) the extension of the KCMax algorithm to calculate an arbitrary number of
partitions by recursively applying the KCMax heuristic to the bisection, in order to provide support, for
example, to multi-GPU architectures; and (2) producing a graph library that exploits a variety of BFS kernels accelerated by different hardware architectures, while hiding the heterogeneous computing workload
distribution details from the user for the acceleration of traversal-based complex network applications.

5.7 CONCLUSIONS
Network science and complex network are becoming increasingly relevant for representing and analyzing multi-relational Big Data and in modeling complicated data structures and their interactions. The
main idea behind a complex network is to model high-order interactions among the individual components of large systems by means of graphs, to increase our understanding of not only immediate but
also high-order interactions, as well as the implications of these interactions on the mechanisms that
govern the underlying phenomenon.
We presented algorithms for performing HPC traversals on large sparse graphs by exploiting CPU
multicores and GPUs. By comparing the visitor and algebraic BFS approaches, we showed that structural properties present in complex networks influence the performance of AS-BFS strategies in the
following (decreasing) order of importance: (1) whether the graph is regular or non-regular (2) whether
the graph is dense or not, and (3) whether the graph is SF or not. In addition, we showed that CPU’s
and GPU’s are suitable for complementary kinds of graphs.
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Finally, we described the KCMax graph bisection heuristic, that capitalizes on the notion of k-core
decomposition to identify and separate the dense area of a complex network from the sparse one. This
separation would produce a bisection of the graph where each partition is suitable for different parallel architectures, that can be exploited for load distribution on parallel heterogeneous platforms. We
partitioned a collection of large real-world graphs and showed the properties of the partitions induced
by the bisection.
Ongoing work includes the adaption of the unbalanced graph partitioning algorithm KCMax to
BSP-like heterogeneous platforms, to minimize computation time instead of communications, and accelerate the traversal and calculation of BFS-based metrics on big real-world networks, with the objective of overcoming the limitations of homogeneous platforms.
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6.1 INTRODUCTION
For a long time, most of data management functionalities used to be provided only by relational
database management systems. However, in the last decades, new applications emerged and new requirements were raised that could hardly be met by relational databases. It made database designers
question some of the fundamental properties of relational databases. This new approach resulted in
appearance of NoSQL databases.
In this chapter, we start by looking into fundamentals of databases. We will gain insight into different data models, from navigational to relational and then to NoSQL data models. The advantages of
each model will be obvious, demonstrated by their specific use cases. The most important challenges
and solutions, raised by the emergence of Big Data, will be presented. This information enables you to
decide which database model is more appropriate for an application based on its requirements.

6.2 BACKGROUND
A database is a collection of related data that is organized to ease and speed up access to data in a standardized format. The interface between the database, users, and other applications is integrated into a software
system known as Database Management System (DBMS) [1]. Each DBMS not only provides numerous
functionalities to create and query data, but also offers management and administrative functionalities.
DBMSs are classified based on various aspects, such as the data model they apply, the query language they provide, their use of hardware, and their internal design, which affects their performance
and scalability. However, DBMSs are primarily categorized according to their data model. Since both a
database and its DBMS conform to a particular data model, the data model defines the logical structure
of the database, that is, a data model standardizes how the data elements relate to each other. Based
on this classification, database technology can be studied through three historical generations: navigational, relational, and post-relational (NoSQL).

6.2.1 NAVIGATIONAL DATA MODELS
When data could only be stored on magnetic tape, navigational databases were common. Navigational
systems rely on references to navigate through data. Each basic data structure contains a reference to
the location on tape where referenced objects are stored. Thus, relevant information can be retrieved
without sequential reading of tapes.
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00006-4
© 2016 Elsevier Inc. All rights reserved.
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FIG. 1
Most important navigational models are hierarchical and network models. (A) Hierarchical model has a treelike structure. (B) Network model has a graph-like structure.

Two major navigational database models are the hierarchical model and the network model [1].
The hierarchical model arranges data as a tree. Trees are nonlinear directional data structures consisting of nodes. Each node consists of data elements with values. Each node can have one or more nodes
that directly follow it as children. A tree has a root node and subtrees of children and their parents. In
the hierarchical model, data retrieval is possible by traversing through the tree starting from the root
node. In contrast, the network model applies a graph-like structure. Graphs allow cycles of connections
between their nodes. A tree is a special graph structure that allows no cycles. Both of these structures
are shown in Fig. 1.
When tapes were the only medium available to store data, one of the problems with the navigational
models was related to the difficulty of adding data to or removing data from tapes. It requires rewriting
the entire underlying indexes that were stored with the data on the same tape. Although navigational
models displaced by relational ones for a long time, the hierarchical and the network data model both
resurfaced by the emergence of technologies like XML and graph databases respectively (more details
in Section 6.3).

6.2.2 RELATIONAL DATA MODELS
In 1956, IBM [2] introduced hard disk drives. Thereby random access to data became feasible and affordable. Around 1961, the price and capacity of disks got to the level that they could be widely used
[3]. It enabled more efficient data models. Among all of the models, the relational data model proposed
by Codd [4] became the adopted solution by the most popular database systems from 1980s to about
2010. Codd’s work is a mathematical description of a set-theory branch called relational algebra,
which is the foundation of Relational Database Management Systems (RDBMSs). (For further study
on relational algebra see Ref. [5].)
The well-known standard declarative Structured Query Language (SQL) is widely used to interact
with relational databases. A query language is the language allowing users to access and manipulate
databases. SQL has a direct relationship to relational algebra — a combination of projection, selections, Cartesian products, and more operations that can be performed on tables [6].
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FIG. 2
Tabular organization of relational data model.

Rather than asking the system how to navigate the data, the relational model using SQL language
emphasizes what to fetch. Relational databases organize data into relations (ie, tables) consisting of
sets of tuples (ie, rows), which map attributes to atomic values with limited length. This tabular organization of data is illustrated in Fig. 2.
The data modeling process in relational databases typically starts by defining a schema. The schema
formalizes the data in form of tables that include rows (records) and columns (attributes). There are
several well-defined methods in relational database theory regarding how to transfer data into tabular
format. These are known as normal forms. The normal forms provide a set of rules for designing
records with concentration on attributes and dependencies. The general goal of normalization is to
remove data redundancy and to prevent inconsistent state after any update, insert, or delete operation.
Schema normalization generally begins with putting the application data into the First Normal
Form (1NF). The first normal form deals with the shape of a record in each table. All records in a table
under 1NF must have the same number of fields. It means that data must be designed in tabular format
composed of rows and columns. In addition, each intersection of a row and column, known as a cell,
must contain exactly one value. The data in Fig. 2 is in first normal form. For further information on
normal forms, refer to Ref. [7].
The issue with the normalization rises when the data is queried. The performance of a well-
normalized data model is challenged by the number of join operations required to execute queries. A join
is a SQL operation in relational databases that combines records of two or more database tables based
on their matching column values and is shown with ⋈ symbol. Complicated operations in relational
databases include several join operations. Fig. 3 shows the result of joining two relations, Professor and
Department, where they have equal values in two of their specific columns. The join operation includes
many seek processes to find the proper requested data in each table and then many sequential accesses
to read the found data. On a spinning disk, seeking to the location of the data takes much longer than the
actual sequential reading of the data. On a distributed system, where each of these tables or part of them
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FIG. 3
Results of join operation on Professor and Department relations where the Dep_member of the Professor
relation is equal to the DepID of the Department relation.

might be on different physical servers, having this join operation means data from one of these servers
should be transferred to the other one so that the output table can be build and the query can be answered.
Therefore, the cost of processing the join operation on distributed systems gets even higher.
Transactions also play an important rule in most traditional relational databases. A transaction is
a unit of one or more create, read, update, and delete (CRUD) operations that complete a single task.
Database transactions normally all have particular characteristics known as ACID. It is an acronym
standing for the following properties:
•
•
•
•

Atomicity: “all or nothing” — If the transaction fails to complete any of its single operations, the
database will be rolled back to its original state.
Consistency: “valid data” — The database is taken from one consistent state into another
consistent state. Intermediate states are not necessarily consistent.
Isolation: “separation ensured” — Concurrent transactions do not affect each other.
Durability: “no loss” — After any transaction commits successfully, the changes committed by
the transaction are stored persistently, even if there is a subsequent system crash.

Ensuring transaction’s ACID properties on distributed systems has implications in terms of
a tomicity and consistency. Regardless of the physical location of distributed components towards each
other, the decision to commit or roll back transactions should be managed by the database. The common management solution for handling transactions on distributed systems is the two-phase commit.
A two-phase commit consists of two phases: request and commit. At the request phase, a coordinator
process sends a query to all participants processes to prepare for necessary actions. It expects to receive
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YES messages from all of them. If any participant sends NO as an answer, the transaction is aborted. If
everyone is ready, the coordinator sends the message to complete their commit. Again, if any process
fails to do so, all processes will roll back.1
Difficulty of handling join operations and ACID transactions on distributed systems and emergence
of Big Data motivated new movements in database design. In the following, the NoSQL movement is
discussed.

6.3 NoSQL MOVEMENT
Mass usage of interactive web applications resulted in new demands from databases that could not
easily be met by conventional database designs. Emergence of interactive web not only impacted the
size of produced data, but also demanded support for various formats of web applications (eg, social
networking websites, Internet of Things, and document integration) that could conveniently fit to other
formats than a tabular design. In addition to web applications, the e-science communities (eg, physics,
astronomy, earth science, biology, humanities, etc.) also produced a large volume of data and required
fast processing ability from database systems. As it turns out, Big Data’s volume, velocity, and variety
are all causes for new movements in database research field [8]. Moreover, a shift in hardware and
computing architecture played a role in encouraging NoSQL movement.
Defining NoSQL is challenging for two reasons: First, because the term is not representing the core
concept of the movement; rather, it is even misleading. Second, because this term is an umbrella term for
many features that might not all be present in one particular database at the same time. The term NoSQL
was first used in late 1990s as a name for a lightweight relational database product [9] that did not use
SQL as its query language. The product itself had nothing to do with the so-called NoSQL movement.
The term NoSQL or “not only SQL” was then used in 2009 for a series of meetups and discussions over
common issues of open source distributed databases. It stuck as a general name for all databases that are
differentiating from traditional relational databases. We define NoSQL as the following:
NoSQL refers to a series of database management concepts that process data in a performant and
reliable manner.

This is intentionally a broad definition. It even can still include relational database management
systems that use SQL as their query language. Therefore, we subsequently identify the core concepts
that NoSQL databases focus on.
NoSQL databases have mostly the following common characteristics:
•
•
•

1

No requirement for fixed rows in a table schema. There are many data models that are used by
NoSQL databases including the key-value, column-based, graph-based, and document-based
models. (These models are discussed in Section 6.5.)
Horizontal scaling. Most of NoSQL systems enable partitioning of data and processing over
multiple nodes.
Multiprocessor support. NoSQL systems are designed to work on multiprocessor machines in a
way that by adding more processors, a linear scaling in performance is feasible.

Oracle developed a three-phase commit process, which is still known as two-phase commit.
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Elimination of join operations. NoSQL databases offer simple interfaces that are free from join
operations.
Support weaker concurrency models than the standard ACID transaction model. Not all
applications require ACID transactions. Therefore, many NoSQL database management systems
relax some aspects of ACID transactions.
Be schemaless. For the purpose of agility and to gain performance, NoSQL systems also store
data without any fixed schema. It allows for dynamically adding new fields to arbitrary data
records.
Utilize shared-nothing architecture. Many NoSQL databases (with exception of graph-based
databases) are designed to be functional on a cluster of commodity hardware that does not share
any RAM or disk with each other.

It should not be implied that NoSQL databases are better database management systems than
relational ones. The functionality and criteria to use each one is different. The proper database management type should be chosen dependent on the application requirements. The challenges that the
emergence of Big Data brought for databases and NoSQL solutions are discussed in more depth in
the following.

6.4 NoSQL SOLUTIONS FOR BIG DATA MANAGEMENT
The emergence of Big Data is very demanding for databases. This era is concurring with business
models based on web and cloud applications. By expansion of mass usage of web applications, some
of their requirements exceeded the capabilities of traditional relational databases capabilities. These
applications not only have a massive amount of data, but they usually offer services across the globe;
therefore, they must be highly distributed and always available so that their customers access them
24/7. Therefore, they are highly concerned with accessibility, availability, and load balancing on s everal
geographically distributed servers. But there are some barriers in achieving availability and consistency
for such applications at the same time.
At the beginning of 21st century, Brewer made a conjecture [10] known as CAP theorem stating that
on any distributed database system, it is impossible to have the following three properties guaranteed
all at the same time on a distributed data system (though two of them can), as depicted in Fig. 4. This
theorem was then proved by Gilbert and Lynch [11]. CAP stands for:
•

•
•

Consistency: Propagation of the same and most recent updated version of the data to all nodes
of a distributed system. This property ensures consistency of data on replicated partitions of the
database. It is different from ACID consistency. Consistency in ACID transactions ensures data
integrity for all database connections using two-phase commit. Consistency in CAP theorem is
related to how fast data changes appear in a distributed system.
Availability: Possibility of client interaction with the distributed database system. This property is
concerned with the availability of the system to users, even if a failure in communication within
replicated parts of database happens.
Partition tolerance: Ability of two segments of the system (partitions) to proceed in the
presence of a temporary communication failure in their network. With more partition
tolerance, the database is more available to clients, but the accessible data is less consistent
and vice versa.

6.4 
NoSQL SOLUTIONS FOR BIG DATA MANAGEMENT

145

FIG. 4
CAP theorem describes database model’s behavior on distribute systems.

The CAP theorem suggests that we analyze distributed systems in cases when there is an interruption of communication. Distributed databases should be tunable upon having more safety on data
consistency and more availability to the clients. The balance of tuning these properties is dependent on
the requirements of each application. Therefore, every Big Data application that is usually maintained
on a distributed database system has to make a tradeoff between its availability and consistency.
For most web applications, availability is crucial. Being unavailable or slow for web applications means
losing customers. Performance of web applications is dependent on handling many database factors, such
as handling ACID transactions and join operations. But web applications are often not transactional applications. Instead, they are mostly able and willing to cope with inconsistency in their data rather than their
service availability. As an example, an online retail store that shows how many items are still available.
Imagine they lock a part of the database system every time a customer enters a purchasing process, so that
other customers will see the actual number of available items to avoid purchasing more items than they
have in their storehouse. This model might ensure the consistency of the item count shown to customers,
but it will certainly not scale for huge web services with thousands of clients. The more clients the application has, the longer the lock time will be, because more clients may enter in purchasing mode. Slow
processes in a web application might cause the business to lose its clients to its better-performing rivals.
Not only do web applications business models prefer inconsistency over unavailability, but they
also are often willing to mess with isolation of ACID transactions. They often can tolerate the probability of simultaneous actions interference, but not losing clients. For example, in the case of an online
retail store, imagine two customers simultaneously purchase the last item in the inventory. The business
can deal with the consequences of such events (eg, compensating a gift card to one of them) rather than
blocking the whole system and disturbing all customers by the slow processes of their site.
Therefore, in order to propose a solution, many NoSQL databases apply BASE (basic availability,
soft state, and eventual consistency) instead of ACID transactions [12]. ACID enforces consistency at
the end of each operation. However, BASE is considered to be optimistic. It accepts that the system
might be in a soft state at each point in time and get to its consistent state eventually. In the following,
the key features of BASE are explained:
•

Basic availability: “availability ensured” — All requests are guaranteed to receive a response, but
the response data is not guaranteed to be in a consistent state.
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Soft state: “continues changing states” — Even during times when there is no input to the
database system, the state of the system might be subject to changes to get an eventual state per
operation. Therefore the system is always in a soft state.
Eventual consistency: “ensure propagation of data” — The system will not stop at the end of
each operation to enforce consistency; instead it will go on receiving input, and ensures that
the received changes will be eventually propagate to everywhere in the system. It ensures that
changes to the system will eventually be distributed to all of the nodes, but does not ensure that
all of the nodes will be in a consistent mode at each point in time [13].

In practice, implementing the system with fault-tolerant BASE states requires more complicated
analysis of operations within logical transactions than a typical ACID implementation. But the amount
of gained flexibility that it brings to the database management on distributed systems might be worth
the effort for certain applications.
Additionally, with regard to the ever-increasing size of data and the increasing popularity of cloud
computing [14] that empowers access to computational clusters, linear scalability of distributed systems becomes very import. A linear scalable architecture provides a constant performance increase
when incrementing resources such as storage and processing power to the system. Whereas often in
distributed systems, due to the additional necessary communication load between system’s components, the system is subject to some barriers that prevents its linear scalability. In such systems, the
performance might exceed a given limit by steps, but the real problem is the cost to achieve such performance. Nonlinear scalable systems require much hardware to exceed a given performance level, which
at some point would not be cost-efficient anymore, as shown in Fig. 5.
However, the demand for scaling-out (adding more nodes) outshines the need for scaling-up (adding more resources to a server like disks, CPU, and RAM memory). As the system scales out, there
are several logical models that multiprocessor systems use to share their resources such as shareddisk, shared-memory, and shared-nothing architecture that are depicted respectively in Figs. 6A–C.
The more resources the system shares, the more overhead resulting from synchronization messages

FIG. 5
Comparison of performance of linear and nonlinear scalable systems by adding more hardware to the system.

6.4 
NoSQL SOLUTIONS FOR BIG DATA MANAGEMENT

147

FIG. 6
Logics of multiprocessor system design. (A) Fibre channel architecture is an example of shared-disk design.
(B) Classical multiprocessor design is an example of shared-memory architecture. (C) NUMA architecture and
Infiniband connected nodes are examples of shared-nothing design.

would be generated. Thus, the scalability of the system is compromised. Therefore, shared-nothing
architecture gets more popular. It not only provides a more scalable solution, but it also empowers the
use of commodity hardware that is generally more cost-effective.
As a result, the so-called horizontal scalability of database systems became an important factor.
Horizontal scalability is the ability to increase performance by connecting more nodes together so that
they can work as a single unit. It is related to the strategy of the NoSQL database systems for growing
with data partitioning tolerance. This partition tolerance solution for horizontal scaling is also known
as sharding [15]. Each individual partition of data is known as a shard. Fig. 7 shows an example of
applying sharding to a dataset.

FIG. 7
Sharding based on first letter of names as splitter (shard-key). Shard-key should be picked very carefully,
because it might cause lots of data be written to one shard, whereas the others do not have that much work load.
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FIG. 8
Replication improves read scalability.

Although sharding helps to distributed data over many nodes, by adding more shards to the system,
the possibility of failure of each sharded node remains the same. Therefore, there should be a strategy
how to proceed in case of failure. This strategy will define level of adjustment between availability and
consistency based on application requirement.
This strategy can also affect where to read data from: from the write node or from a replicating
node. Replicating data nodes can be used to achieve read scalability. Each replication node keeps a
backup copy of the data that is written to a specific node and is shown as read/write node in Fig. 8. It
is common in many applications to read the data right after writing it with little or no delay. Normally
this does not cause any problem, because an immediate read after write can be done on the same node.
But if a user attempts to read data from a replicating node before this node receives the update from
read/write node, the answer contains inconsistent data. This problem should be addressed at application
level. Most NoSQL databases allow you to add rules implying where to read from to each session in
application level. Based on the application requirements, the strategy can be either read from the replicating node if data inconsistency can be tolerated, or read from a read/write node if the latency caused
by directing certain requests to a single node is tolerable.
Moreover, the amount of data transfer affects linear scalability of a database system. Therefore, it
is crucial for distributed database systems to send the issued query to the dataset for processing and to
avoid moving a large dataset to a central place to be processed to fulfill the request. This rather simple
idea is not implemented in many traditional relational databases. In order for SQL queries to work even
on a database where tables are distributed on two nodes, the data from one table must be moved to the
other one, be reassembled, and then compared in order to answer the query.
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Another issue with using traditional relational databases on distributed systems is their need
for join operations between tables, as mentioned in Section 6.2. Join operations can be very costly
if they involve tables residing on distinct nodes. Having several joins on tables that are stored on
different nodes means that a large amount of data needs to be transferred between these two nodes
to execute the query. Therefore, having many joins is equivalent to slow down the performance
of the system especially over multiple nodes. After normalization of the data contained in the
database, we often have to denormalize tables again in order to eliminate the number of join operations and gain performance. Nowadays, many NoSQL data models (such as document-based)
not only eliminate join operations, but also prefer to denormalize and store duplicated data to gain
performance.
Many NoSQL databases also adopted the idea of MapReduce [16] to allow transformation of
Big Data over locally distributed nodes instead of transferring large amount of data between nodes.
MapReduce core functions are map and reduce. As shown in Fig. 9, the map operation is applied
to data on each node. It processes the data independently from and in parallel to map operations on
the other nodes. The result of each map operation is a collection of lightweight key-value pairs. The
shuffle operation is a complementary step that was added on to the proprietary MapReduce algorithm
later in continued development process of the MapReduce algorithm. It optimizes the communication
cost on each working node by redistributing outputs of map operations based on their key. The reduce
operation takes these results as input and processes them based on keys in parallel. The final values
are returned to the user. MapReduce allows more data locality and minimizes volume and frequency
of data transfer. Therefore, it is a core component for many Big Data solutions to ensure system
scalability.

FIG. 9
MapReduce is a parallel, distributed algorithm for processing large datasets on distributed systems. Map,
shuffle, and reduce empower data locality.
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6.5 NoSQL DATA MODELS
NoSQL databases can be categorized based on their data storage model to four important database
concepts: key-value stores, column-based stores, graph-based stores, and document-based stores.2
A summary of these data models descriptions and their typical applications are listed in Table 1. In
the following, each of these data models is described in more depth.

6.5.1 KEY-VALUE STORES
The key-value stores are simplistic, though nontrivial and efficient database management systems.
These systems store data in a data type of a programming language or an object.
The data consist of two parts: a key and a value. The key is a string defined by the programmer that is
used as an index to find its value. The keys are distinct and used to index the database. Secondary indices or keys are not offered in these databases. The value is the actual data that can be any arbitrary large
data like Binary Large Objects (BLOB). But in key-value stores do not allow to search or sort directly
by value. These functionalities can be provided by external software. Together they create a key-value
pair. Both key and value are flexible and can be in any machine readable format. The key-value stores
are ideal for applications associating large data files with an indexable string, such as dictionaries,
catalogs, or image stores.
Key-value stores do not generically introduce a query language. They usually provide just a simple
application programming interface (API) with standard web service requests such as put, get, delete,
and alter. These operations provide a way to modify key-value pairs in the database system.
Modern key-value stores are designed to be scalable. Omitting ad hoc queries and analytic features
like joins and aggregations makes it possible to keep the interface simple. The simpler the interface is,

Table 1 Summary of NoSQL Main Data Models, Their Characteristics, and Typical Usages
Data Model

Characteristics

Typical Applications

Key-value stores

Simple interfaces
Ideal to associate large data files to a
simple string
Rapid aggregation
Ideal for storing sparse tables
Have a fast lookup process
Ideal to store graph of data
Not easy to scale-out

Dictionaries, lookup tables, image and video
stores, query caches

Column-based stores
Graph-based store

Document-based store

Be indexable and searchable
Ideal to store any container-like data
in form of a hierarchical tree

OLAP systems, data mining, data analytics,
web crawling
Social networking, network and cloud
management, security and access control
management, logistics, manufacturing of
complex goods like cars
Online streaming, Web pages, image and video
storage, natural language processing

There are also multimodel databases that provide support for several of these models against an integrated backend, such as
OrientDB [28].
2
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FIG. 10
Consistent hash rings is a scalable method to distribute data based on their key identifiers to servers.

the more scalable the system can be. Simple interfaces also enable nonexperts as well as experienced
data model designers to easily utilize the system. In addition, simple APIs result in more portable
systems and therefore reduce the system deployment costs. The key-value stores simplicity also helps
database modelers to focus on service level precision. Amazon DynamoDB [17] and Memcached [18]
are two pioneers in proving the concept. Redis3 [19] and Riak [20] are two scalable key-value store
databases that are used for Big Data projects.
Having a scalable method for distributing keys across a cluster of servers is an important issue in
distributed systems. The common method used by key-value stores — and especially those utilizing
MapReduce — is consistent hashing. The main idea is to map keys and nodes (servers) to the same
name space formed around a ring, as shown in Fig. 10. The identifiers are produced by applying a hash
function to an address scheme of the node, such as IP address and the key-value’s key. One way to map
keys to a specific node is to assign all of key IDs in range of two node IDs clockwise to the next node
id. Since node IDs are produced by hashing IPs, we might have two node identifiers close to each other.
This can cause an odd geographical distribution of load. To address this problem, we map multiple
points instead of mapping just one point for each node ID. Consistent hashing allows implementing a
mechanism to coping with node failures, network partitions, and to add or remove nodes to the server
cluster. (For further study on consistent hashing see Ref. [21].)

6.5.2 COLUMN-BASED STORES
The column-based store family has a more sophisticated data model than key-value stores. The columnbased stores differ from relational column-store databases. The relational column-stores keep their data
in tables similar to traditional row-based relational databases, but instead of keeping rows together,
they keep columns together. Although column-based stores utilize roughly also this concept, they allow
schema flexibility. Not all of the attributes have to have a value for each row of data, and each cell can
At the time of writing this book, Redis is ranked as the most popular key-value store engine according to DB-Engines
Ranking [24].
3
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include more than one value of data in column-based stores. In addition, unlike relational column-stores
where the lookup key is a combination of just the column and row identifier, the key in column-stores
can have arbitrary number of attributes combined. Storing data in column-based structure allows for
rapid aggregation of the data with less I/O. Therefore, column-stores are more suitable for applications
like in online analytical processing (OLAP) systems [22].
The basic data model of column-based stores is a hybrid of row and column models. Similar to keyvalue stores, a general-purpose key can help the data search process. In column-based stores, the key
is a combination of one or more attributes, as shown in Fig. 11. Adding timestamps to the attributes of
a key enables version controlling over data. In such cases, each cell keeps several values of data over
time. The timestamps in Fig. 11 are indicated by tn. The data in column-based stores can be sorted
based on part of the key, usually the column-family. Specifying column-family for columns is a way to
identify which columns are best to be stored together in case any splitting is needed. Adding new data
is very easy based on this data structure.
The column-based stores provide scalability to manage large volumes of data. Their high scalability makes them a strong data model in NoSQL databases family. Their scalability model is based
on splitting both rows (horizontal scalability through sharding the primary key) and columns (vertical
scalability thorough distributing column-families over multiple nodes).
The column-based stores are especially helpful in data mining and data analytics applications.
However, using them for small datasets might not be appropriate, because their true advantage is their
design for working on cluster of computers.
The Google’s BigTable [23] is the pioneer in column-based NoSQL movement. BigTable is a highperformance database built on the Google File System and is used in many high scalable services. The
other column-based stores are still massively influenced by BigTable design. Cassandra and HBase are
two most popular column-based stores (according to DB-Engines Ranking [24]) that are used in many
active organizations with large datasets. Inspired by BigTable high performance and parallelization
with help of MapReduce, the column-based stores are usually closely tied with MapReduce systems.
The column-based stores often have their specific high-level query language (such as Cassandra’s CQL
[25]), used to generate batch MapReduce jobs.

FIG. 11
The key in the column-based stores is a combination of one or many attributes. Unlike RDBMS, not all the
attributes should have values for each row. Additionally, each cell can keep multiple values of data over time.
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6.5.3 GRAPH-BASED STORES
Graph-based stores are databases that store sequences of vertices and relationships that form a graph.
Their main focus is on the relationship between data elements. So far in both key-value stores and
column-based stores, there were two building blocks in data structure: keys and values. But in graphbased stores, the data structure consists of three main building blocks: vertices, relationships (or edges),
and properties (or colors).
Each vertice is an entity which can contain several attributes (key-value pairs). It can be considered
as a real-world representative object such as a person, a telephone number, or a web page. Vertices are
usually shown with circles in diagrams, as shown in Fig. 12. The edges that link vertices together and
show their connection to each other are relationships. Each relationship always has a type and a direction from start vertices to end vertices. The graph also consists of properties related to both vertices and
relationships. Properties are shown as labels in Fig. 12. Properties of vertices can be used to represent
their role in a domain or attach metadata (such as indexes) to those vertices, whereas properties of
relationships are mostly quantitative such as time intervals, distances or costs.
By these means, graph-based stores provide schemaless structure and very efficient storage solution
for semi-structured data. They also provide a valuable graph processing technique named index-free

FIG. 12
Graph store databases consist of vertices, relationships and their properties. Vertices are aware of their
adjacent vertices.
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adjacency. This technique is based on having vertices consisting of pointers to their adjacent vertices.
Therefore, vertices know the location of their immediate neighbors without the need to perform an
index lookup. It is based on a navigational model that we discussed in Section 6.2. This technique
enables traversing graphs more efficiently than processing based on heavy graph indexes: because the
cost of lookup using a binary tree index with size of n, is O(log n), whereas the cost of lookup using an
index-free adjacency is O(1), which is constant and independent of the size of the dataset. Therefore,
for a network of m vertices, instead of traversing an index with cost of O(m log n), the cost is minimized
to O(m) using index-free adjacency technique [26]. Thereby, in order to traverse a particular relationship in graph-based stores, an index is used only once to find the starting point of the traverse. Then
the database should only chase pointers around a data structure and compute cheap vertices identifiers.
Interacting with graph databases is mostly similar to querying in other databases. We can do all
CRUD operations with their query language. But the type of query that we use is different. Graph
queries help traversing vertices of the graph. The results of these queries are usually sets of connected
vertices that show the relationship between the data. For example, these queries can help with finding
the nearest neighbors as well as finding patterns in our data.
Furthermore, graph-based stores assign internal identifiers to vertices. They use these internal identifiers to understand that two vertices with the same identifier are actually the same. These identifiers
are also used to join networks. Therefore, graph-based stores can eliminate expensive join operation
as they appear in RDBMS and use this lightweight algorithm to emulate join operations in networks
instead.
With their emphasis on relations between data, graph-based stores are most helpful in applications
that need to analyze relationships or the ones that should quickly find a structure of a complex network
or find a pattern within such structures. Examples of such applications are social network applications,
network and cloud management, security and access control, and rule-based engines applications.
On the other hand, unlike other NoSQL databases that we discussed so far, scaling-out is challenging for graph-based stores. Close connection of vertices and their relationships makes the task of
distributing graphs over cluster of computing nodes for sharding very difficult. Completely replicating
data from one computing node to another one is possible to scale read operation, but writing to several
nodes to scale writing operations is troublesome. Therefore use of commodity hardware for graphbased stores with large amounts of data might not be easily possible.
Neo4j [27] is the most popular and among few open source graph databases. There are also powerful multi-model databases that usually combine graph databases with other data models, such as
OrientDB [28], that combines the document, key-value, and graph data models together.

6.5.4 DOCUMENT-BASED STORES
Document-based stores store data in form of documents. Documents can be any object without references. These documents are usually in simple markup standard formats like JavaScript Object Notation
(JSON) [29], or Extensible Markup Language (XML) [30].
Each document consists of several fields with their associated values (similar to key-value structure). Fields are simply any arbitrary name. Documents are grouped together in directories that in most
document-based stores are known as collections. Usually, the logically similar documents are grouped
in the same collection. Documents are almost equivalent to records in relational term, and collections
are more similar to tables, whereas fields are similar to attributes (columns) in each relation.
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FIG. 13
A document can have many types of value such as scalar, lists, and nested documents.

The difference is that records in the same database table contain a fixed number of attributes and
have to store empty values of an attribute as well. But fields in documents are not predefined and can
be similar or different from one document to another in each collection. Therefore, document-stores are
providing support for schemaless data structures.
On the other hand, each cell in a relational database’s record should contain a scalar value, such as
a number or a string. In document-based stores, fields can not only contain scalar values, but they also
can include another document or a list as their values, as shown in Fig. 13. Nesting one document as a
field inside another is known as embedding the documents. In addition, document-based stores often
support transactions per document, but not in multidocument level. Therefore, in order to increase data
locality, atomicity and isolation in document level, we can use documents embedding [31].
The value in a document-based store can be a whole document or a list, similar to key-value stores.
But unlike key-value stores, document-based stores provide means to efficiently query, search, and
extract subsections of documents with specific values from within large number of documents.
The document-based stores are indexable and searchable. Indexes are defined explicitly per collection level. Documents can be addressed by a unique key that is used as a representative ID of each
document. This ID is automatically added to each new document that is stored in the database and can
help find the content of that document.
Documents content can be considered as tree structures, as shown in Fig. 14. The documents then
can be searched using the document path as the key. Document-based stores can be complex, but the
search API remains simple. Their query languages provide possibility to search and retrieve for any
item with specific field value or content.
Document-based stores offer great performance and are usually designed to have good horizontal
scalability. These databases should not be used for applications that are highly normalized, and their
data can fit into tables. After all, they are denormalizing in order to gain performance, and a perfectly
normalized set of data can fit in relational databases. Document-based databases should be used for
applications with document-like data with a need for high scalability. Document-based stores can
serve best the applications with, for example, image, video, and web content such as online steaming
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FIG. 14
To access data, document-based stores traverse a path. The dark-colored nodes show the path of a query to
find street address of user with userID=“Rich123.”

applications. Two of very well-known document-base stores are MongoDB [32] and CouchDB [33].
MongoDB supports a full-index support and high availability, and CouchDB supports ACID semantics using multiversion concurrency control and structuring stored data using views.

6.6 FUTURE DIRECTIONS
The challenges of Big Data still have an influence on database research. The increasing volume of data
and the continuous hardware evolution provide many research opportunities, that is, the emergence of
Solid State Drives (SSD) and the reduction in memory price have already affected database architecture designs. It resulted in more in-memory and SSD database developments and researches [34,35].
Availability of commodity hardware is also a motivation for scaling-out to several nodes. Therefore, all
aspect of scalability of a system with regard to storage [36], processing power and network architecture
are of research interest [37].
In order to satisfy velocity, research on parallel processing [38], as well as stream processing is
pursued [39,40]. Moreover, data locality and elastic services without moving data are also studied [41].
These all show the demand for databases with empowered hardware-software utilization.
There are several studies on different concurrency and consistency models for NoSQL databases
[42,43]. As some of those models are hard to implement and the demand for ACID transaction for
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many applications exists, there is a trend to include transactions on distributed new databases [27,44].
However, relational databases are also evolving and improving scalability of relational databases [45].
NoSQL databases also tend to include higher-level query languages. Providing a unified query language that can properly support all data store models is a challenge [46] and not yet solved. In addition,
developing a cost-aware query optimizer for a system with several nodes requires careful research and
design [47].
Databases should also address the diversity of data sources and cover Big Data variety demands.
Due to the popularity of cloud computing, its related database issues such as data sharing, security, and
privacy need to be investigated.
The Beckman 2014 report on database research recommended significant attention to five research
areas:
•
•
•
•
•

Scalable big/fast data infrastructures
Coping with diversity in the data management landscape
End-to-end processing and understanding of data
Cloud services
Managing the diverse roles of people in the data life cycle [48]

As discussed in this section, the database research community offers lots of challenges yet to be
solved!

6.7 CONCLUSIONS
Database models and research were always affected by the evolution of hardware and new rising applications requirements. The emergence of the Web 2.0 and subsequently Big Data motivated NoSQL movement. Cheaper hardware and increasing size of data caused the need for systems to scale-out and increased
the importance of horizontal scalability. However, the handling of transactions in distributed systems resulted in weaker concurrency models. In addition, popularity of new applications that could be handled
more easily with other data models than relational ones motivated different types of NoSQL data models.
Relational databases show undeniable and great abilities. However, some requirements can only be
covered by the selection of the proper NoSQL database type. We don’t expect that further development
of NoSQL databases and their increasing popularity will result in relational databases dying out. Not
only are relational databases mature, well-established solutions, but they are also under constant development to meet new requirements of applications, such as relaxed ACID transactions or possibility
to manage documents. Determining which database is a proper choice among relational and different
types of NoSQL is merely dependent on the requirements of the application.
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CHAPTER

RESOURCE MANAGEMENT
IN BIG DATA PROCESSING
SYSTEMS

7

S. Tang, B. He, H. Liu, B.-S. Lee

7.1 INTRODUCTION
In many application domains such as social networks and bioinformatics, data is being gathered at
unprecedented scale. Efficient processing for Big Data analysis poses new challenges for almost all
aspects of state-of-the-art data processing and management systems. For example, there are a few
challenges as follows: (i) the data can be arbitrarily complex structures (eg, graph data) and cannot be
efficiently stored in relational database; (ii) the data access of large-scale data processing are frequent
and complex, resulting in inefficient disk I/O accesses or network communications; and (iii) last but
not least, a variety of unpredictable failure problems must be tackled in the distributed environment,
so the data processing system must have a fault tolerance mechanism to recovery the task computation
automatically.
Cloud computing has emerged as an appealing paradigm for Big Data processing over the Internet
due to its cost effectiveness and powerful computational capacity. Current infrastructure-as-a-service
(IaaS) clouds allow tenants to acquire and release resources in the form of virtual machines (VMs) on
a pay-as-you-use basis. Most IaaS cloud providers such as Amazon EC2 offer a number of VM types
(such as small, medium, large, and extra-large) with fixed amount of CPU, main memory, and disk.
Tenants can only purchase fixed-size VMs and increase/decrease the number of VMs when the resource
demands change. This is known as T-shirt and scale-out model [1]. However, the T-shirt model leads to
inefficient allocation of cloud resources, which translates to higher capital expenses and operating costs
for cloud providers, as well as an increase of monetary cost for tenants. First, the granularity of resource
acquisition/release is coarse in the sense that the fix-sized VMs are not tailored for cloud applications
with dynamic demands delicately. As a result, tenants need to overprovision resource (costly), or risk
performance penalty and service level agreement (SLA) violations. Second, elastic resource scaling in
clouds [2], also known as a scale-out model, is also costly due to the latencies involved in VM instantiating [3] and software runtime overhead [4]. These costs are ultimately borne by tenants in terms of
monetary cost or performance penalty.
Resource sharing is a classic and effective approach to resource efficiency. As more and more
Big Data applications with diversifying and heterogeneous resource requirements tend to deploy in
the cloud [5,6], there are vast opportunities for resource sharing [1,7]. Recent work has shown that
fine-grained and dynamic resource allocation techniques (eg, resource multiplexing or overcommitting
[1,8–11]) can significantly improve the resource utilization compared to T-shirt model [1]. As adding/
removing resources is directly performed on the existing VMs, a fine-grained resource allocation is
also known as a scale-up model, and the cost tends to much smaller compared to the scale-out model.
Unfortunately, current IaaS clouds do not offer resource sharing among VMs, even if those VMs b elong
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00007-6
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to the same tenant. Resource sharing models are needed for better cost efficiency of tenants and higher
resource utilization of cloud providers.
Researchers have been actively proposing many innovative solutions to address the new challenges
of large-scale data processing and resource management. In particular, a notable number of large-scale
data processing and resource management systems have recently been proposed. The aims of this chapter are (i) to introduce canonical examples of large data processing, (ii) to make an overview of existing data processing and resource management systems/platforms, and more importantly, (iii) to make
a study on the economic fairness for large-scale resource management on the cloud, which bridges
large-scale resource management and cloud-based platforms. In particular, we present some desirable
properties including sharing incentive, truthfulness, resource-as-you-pay fairness, and pareto efficiency
to guide the design of fair policy for the cloud environment.
The chapter is organized as follows: We first present several types of resource management for Big
Data processing in Section 7.2. In Section 7.3, we list some representative Big Data processing platforms. Section 7.4 presents the single resource management in the cloud, following by Section 7.5 that
introduces multiresource management in the cloud. For the completeness of discussions, Section 7.6
gives an introduction to existing work on resource management. A discussion of open problems is provided in Section 7.7. We conclude the chapter in Section 7.8.

7.2 TYPES OF RESOURCE MANAGEMENT
Resource management is a general and fundamental issue in computing systems. In this section, we
present the resource management for typical resources including CPU, memory, storage, and network.

7.2.1 CPU AND MEMORY RESOURCE MANAGEMENT
Current supercomputers and data centers (eg, Amazon EC2) generally consist of thousands of computing machines. At any time, there are tens of thousands of users running their high-performance
computing applications (eg, MapReduce [12], Message Passing Interface (MPI), Spark [13]) on it. The
efficient resource management of the computing resources such as CPU, memory is nontrivial for high
performance and fairness. Typically, the resource management includes resource discovery, resource
scheduling, resource allocation, and resource monitoring. Resource discovery identifies the suitable
computing resources in which machines that match the user’s request. Resource scheduling selects the
best resource from the matched computing resources. It actually identifies the physical resource where
the machines are to be created to provision the resources. Resource allocation allocates the selected
resource to the job or task of the user’s request; it means the job submission to the selected cloud resource. After the submission of the job, the resource is monitored.
There are a number of resource management tools available for supercomputing. For example,
Simple Linux Utility for Resource Management (SLURM) is a highly scalable resource manager widely
used in supercomputers [14]. It allocates exclusive and/or nonexclusive access to resources (computer
nodes) to users for some duration of time so they can perform work. Second, it provides a framework for
starting, executing, and monitoring work (typically a parallel job) on a set of allocated nodes. Finally, it
arbitrates contention for resources by managing a queue of pending work. For data-intensive computing
in data center, YARN [15] and Mesos [16] are two popular resource management systems.
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7.2.2 STORAGE RESOURCE MANAGEMENT
Storage resource management (SRM) is a proactive approach to optimizing the efficiency and speed
with which available drive space is utilized in a storage area network, which is a dedicated high-speed
network (or subnetwork) that interconnects and presents shared pools of storage devices to multiple
servers [17]. The SRM software can help a storage administrator automate data backup, data recovery,
and Storage Area Network (SAN) performance analysis. It can also help the administrator with configuration management and performance monitoring, forecast future storage needs more accurately,
and understand where and how to use tiered storage, storage pools, and thin provisioning.

7.2.3 NETWORK RESOURCE MANAGEMENT
Managing and allocating the network flows to different applications/users is nontrivial work.
Particularly, software-defined networking [18] is a popular approach that allows network administrators to manage network services through the abstraction of lower-level functionality. This is done by
decoupling the system that makes decisions about where traffic is sent (the control plane) from the
underlying systems that forward traffic to the selected destination (the data plane).

7.3 BIG DATA PROCESSING SYSTEMS AND PLATFORMS
In the era of Big Data, characterized by the unprecedented volume of data, the velocity of data generation, and the variety of the structure of data, support for large-scale data analytics constitutes a
particularly challenging task. To address the scalability requirements of today’s data analytics, parallel
shared-nothing architectures of commodity machines (often consisting of thousands of nodes) have
been lately established as the de facto solution. Various systems have been developed mainly by the
industry to support Big Data analysis, including MapReduce [12], Pregel [19], Spark [13], etc. In this
section, we give a brief survey of some representative solutions.

7.3.1 HADOOP
Hadoop [20] is an open source Java implementation of MapReduce [12], which is a popular programming model for large-scale data processing proposed by Google. It runs on top of a distributed file
system called HDFS, which splits input data into multiple blocks of fixed size (typically 64 MB) and
replicates each data block several times across computing nodes. Users can submit MapReduce jobs to
the Hadoop cluster. The Hadoop system breaks each job into multiple map tasks and reduce tasks, with
its map tasks computed before its reduce tasks. Each map task processes (ie, scans and records) a data
block and produces intermediate results in the form of key-value pairs.
Moreover, Hadoop has evolved to the next generation of Hadoop (ie, Hadoop MRv2) called
YARN [15], as a large-scale data operating platform and cluster resource management system. There
is a new architecture for YARN, which separates the resource management from the computation
model. Such a separation enables YARN to support a number of diverse data-intensive computing
frameworks including Dryad [21], Giraph [22], Spark [13], Storm [23], and Tez [24]. In YARNs
architecture, there is a global master named ResourceManager (RM) and a set of per-node slaves
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called NodeManagers (NM), which forms a generic system for managing applications in a distributed manner. The RM is responsible for tracking and arbitrating resources among applications.
In contrast, the NM has responsibility for launching tasks and monitoring the resource usage per
slave node. Moreover, there is another component called ApplicationMaster, which is a framework-
specific entity. It is responsible for negotiating resources from the RM and working with the NM to
execute and monitor the progress of tasks. Particularly, all resources of YARN are requested in the
form of container, which is a logical bundle of resources (eg, 1 CPUs, 2G memory). As a multitenant platform, YARN organizes user submitted applications into queues and share resources between
these queues. Users can set their own queues in a configuration file provided by YARN.

7.3.2 DRYAD
Dryad [21] is a distributed execution engine that simplifies the process of implementing data-parallel
applications to run on a cluster. The original motivation for Dryad was to execute data mining operations efficiently, which has also lead to technologies such as MapReduce or Hadoop. Dryad is a
general-purpose execution engine and can also be used to implement a wide range of other application
types, including time series analysis, image processing, and a variety of scientific computations. The
computation is structured as a directed graph: Programs are graph vertices, while the channels are
graph edges. A Dryad job is a graph generator, which can synthesize any directed acyclic graph. These
graphs can even change during execution in response to important events in the computation. Dryad
handles job creation and management, resource management, job monitoring and visualization, fault
tolerance, reexecution, scheduling, and accounting.

7.3.3 PREGEL
Pregel [19] is a specialized model for iterative graph applications. In Pregel, a program runs as a series
of coordinated supersteps. With each superstep, each vertex in the graph runs a user function that can
update state associated with the vertex, change the graph topology, and send messages to other vertices
for use in the next superstep. This model can express many graph algorithms, including shortest paths,
bipartite matching, and PageRank.

7.3.4 STORM
Storm [23] is a distributed real-time computation system. In a similar way to how Hadoop provides
a set of general primitives for doing batch processing, Storm provides a set of general primitives for
doing real-time computation, which greatly eases the writing of parallel real-time computation. It can
be used for processing messages and updating databases (stream processing), performing a continuous
query on data streams and streaming the results into clients (continuous computation), parallelizing an
intense query like a search query on the fly (distributed Remote Procedure Calls (RPC)), and more.
Storm’s small set of primitives satisfies a stunning number of user needs. For example, Storm scales
to massive numbers of messages per second. To scale a topology, all you have to do is add machines
and increase the parallelism settings of the topology. As an example of Storm’s scale, one of Storm’s
initial applications processed 1,000,000 messages per second on a 10-node cluster, including hundreds
of database calls per second as part of the topology.
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7.3.5 SPARK
Spark [13] is a fast in-memory data processing system that achieves high performance for applications through caching data in memory (or disk) for data sharing across computation stages. It is
achieved with the resilient distributed dataset (RDD) in-memory storage abstraction for computing
data, which is a read-only, partitioned collection of records [25]. Each RDD is generated from data in
stable storage or other RDDs through transformation operations such as map, filter, and reduceByKey.
Notably, the transformation is a lazy operation that only defines a new RDD without immediately
computing it. To launch RDD computation, Spark provides another set of action operations such as count,
collect, and save, which return a value to the application or export data to a storage system. For RDD
caching, Spark offers five storage levels, ie, memory only, memory and disk, memory only ser, memory
and disk ser, and disk only. For a Spark application in execution, the Spark system will spawn a master
called driver, which is responsible for defining and managing RDDs, and a set of slavers called executors,
which perform the computations dynamically. The Spark applications can run on either YARN, Mesos,
local, or standalone cluster modes. In this paper, we focus on the standalone cluster mode.

7.3.6 SUMMARY
In this section, we summarize some representative Big Data processing systems elaborated in the previous section in terms of computation model, in-memory computation, resource management type (ie,
CPU, memory, storage, and network), and fairness in Table 1.
There are some other high-level as well as application-specific systems that are built on top of
previous data computing systems to form an ecosystem for a variety of applications. For example, for
Hadoop, Apache Pig [26], and Hive [27] are both Structured Query Language (SQL)-like systems that
are running on it to support analytical data querying processing. HBase [28] is a NoSql database system
built on top of Hadoop system. Apache Giraph [22] is an iterative graph processing system running
on Hadoop. Similarly, for Spark, Shark [29], and Spark SQL [30] are two analytical data query systems built on Spark, while Graphx [31] is a graph processing system for graph applications. We have
also witnessed some other data processing systems/platforms that are running on currently emerging
computing devices, such as GPUs. For example, as an extension of Pregel for GPU platform, a generalpurpose programming framework called Medusa [32] has been developed for graph applications.

Table 1 Comparison of Representative Big Data Processing Systems
Resource
Fairness

Resource Management Type

Systems

Computation
Model

In-Memory
Computation

CPU

Memory

Storage

Network

Single

Multiple

Hadoop
Dryad
Pregel
Storm
Spark

MapReduce
Dryad
Pregel
Storm
RDD

No
No
No
No
Yes

Yes
Yes
Yes
Yes
Yes

Yes
No
No
No
Yes

No
No
No
No
No

No
No
No
No
No

Yes
Yes
Yes
Yes
Yes

Yes
No
No
No
Yes
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7.4 SINGLE-RESOURCE MANAGEMENT IN THE CLOUD
Single-resource management refers to the management of single-resource type. This is the basic form
of resource management. For example, Hadoop manages CPU resources of a computing cluster in the
form of slots.
Cloud computing has emerged as a popular platform for users to compute their large-scale data applications, attracting from its merits such as flexibility, elasticity, and cost efficiency. At any time, there
can be tens of thousands of users concurrently running their large-scale, data-intensive applications on
the cloud. Users pay money on the basis of their resource usage. To meet different users’ needs, cloud
providers generally offer several options of price plans (eg, on-demand price, reserved price). When
users have a short-term computation requirement (eg, 1 week), they can choose an on-demand price
plan that charges compute resources by each time unit (eg, an hour) with a fixed price. In contrast, if
users have long-term computation requests (eg, 1 year), choosing a reserved price plan can enable them
to have a significant discount on the hourly charge for the resources in comparison to the on-demand
one, thereby saving money.
To improve the resource utilization and in turn the cost efficiency, resource sharing is an effective
approach [7]. Consider the reserved resources for example: With a reservation plan, users need to pay
a one-time fee for a long time (eg, 1 or 3 years), and in turn get a significant discount on the hourly usage charge. However, to achieve the full cost savings, users must commit to having a high utilization. In
practice, the resource demand of a user can fluctuate over time, and the resources cannot be fully utilized
all the time from the perspective of an individual user. With resource sharing, users can complement
each other in the resource usage in a shared cluster and the resource utilization problem can be thereby
solved. To make resource sharing possible among users, the resource allocation fairness is a key issue.
As shown in Table 1, there are single- and multiple-resource fairness, both of which are supported
by some of computing systems. In this section, we mainly focus on the fairness of single-resource management and defer the fairness for multiple resource management to Section 7.5. Notably, we observe
that the fair policies implemented in these systems are all memoryless (ie, allocating resources fairly
at instant time without considering history information). We refer to those schedulers as memoryless
resource fairness (MLRF). In the following subsections, we first present several desirable resource allocation properties for cloud computing. Next, we show the problems for MLRF. Finally, we explore a
new policy to address it.

7.4.1 DESIRED RESOURCE ALLOCATION PROPERTIES
This section presents a set of desirable properties that we believe any cloud-oriented resource allocation
policy in a shared pay-as-you-use system should meet
•

•

Sharing incentive: Each client should be better off sharing the resources via group-buying with
others, than exclusively buying and using the resources individually. Consider a shared pay-asyou-use computing system with n clients over t period time. Then a client should not be able to
get more than t/n resources in a system partition consisting of 1/n of all resources.
Nontrivial workload incentive: Clients should reap benefits by submitting nontrivial workloads
and yielding unused resources to others when not needed. Otherwise, they may unnecessarily
hold unneeded resources under their share by running trivial tasks in a shared computing
environment.
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Resource-as-you-pay fairness: The resource that clients gain should be proportional to their
payment. This property is important, as it is a resource guarantee to clients.
Strategy-proofness: Clients should not be able to get benefits by lying about their resource
demands. This property is compatible with sharing incentive and resource-as-you-pay fairness,
since no client can obtain more resources by lying.
Pareto efficiency: In a shared resource environment, it is impossible for a client to get more
resources without decreasing the resource of at least one client. This property can ensure the
system resource utilization to be maximized.

7.4.2 PROBLEMS FOR EXISTING FAIRNESS POLICIES
One of the most popular fair allocation policies is (weighted) max-min fairness [7], which maximizes
the minimum resource allocation obtained by a user in a shared computing system. It has been widely
used in many popular large-scale data processing frameworks such as Hadoop [20], YARN [15], Mesos
[16], and Dryad [21]. Unfortunately, we observe that the fair polices implemented in these systems are
all memoryless (ie, allocating resources fairly at instant time without considering history information).
We refer those schedulers as MLRF. MLRF is not suitable for a cloud computing system due to the
following reasons.

Trivial workload problem
In a pay-as-you-use computing system, we should have a policy to incentivize group members to
submit nontrivial workloads that they really need (see Nontrivial workload incentive property in
Section 7.4.1). For MLRF, there is an implicit assumption that all users are unselfish and honest towards their requested resource demands, which, however, is often not true in real world. It can cause
trivial workload problems with MLRF. Consider two users A and B sharing a system. Let DA and DB
be the true workload demand for A and B at time t0, respectively. Assume that DA is less than its share,1
while DB is larger than its share. In that case, it is possible that A is selfish and will try to possess all
of his/her share by running some trivial tasks (eg, running some duplicated tasks of the experimental
workloads for double checking) so that his/her extra unused share will not be preempted by B, causing the inefficiency problem of running nontrivial workloads and also breaking the sharing incentive
property (see the definition in Section 7.4.1).

Strategy-proofness problem
It is important for a shared system to have a policy to ensure that no group member can get any benefits
by lying (see Strategy-proofness in Section 7.4.1). We argue that MLRF cannot satisfy this property.
Consider a system consisting of three users A, B, and C. Assume A and C are honest whereas B is
not. It could happen at a time that the true demands of both A and B are fewer than their own shares,
while C’s true demands exceed his/her share. In that case, A yields his/her unused resources to others
honestly. But B will provide false information about his/her demand (eg, far larger than his/her share)
and compete with C for unused resources from A. Lying benefits B, hence violating strategy-proofness.
Moreover, it will break the sharing incentive property if all other users also lie.

1

By default, we refer to the current share at the designated time (eg, t0), rather than the total share accumulated over time.
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Resource-as-you-pay unfairness problem
For group-buying resources, we should ensure that the total resource received by each member is
proportional to his/her monetary cost (see Resources-as-you-pay fairness in Section 7.4.1). Due
to the varied resource demands (eg, workflows) for a user at different time, MLRF cannot achieve
this property. Consider two users A and B: At time t0, it could happen that the demand DA is less
than its share; hence, its extra unused resource will be possessed by B (ie, lent to B) according
to the work-conserving property of MLRF. Next at time t1, assume that A’s demand DA becomes
larger than its share. With MLRF, user A can only use her current share (ie, cannot get lent resources at t0 back from B), if DB is larger than its share, due to memoryless. If this scenario often
occurs, it will be unfair for A to get the amount of resources that she should have obtained from
a long-term view.

7.4.3 LONG-TERM RESOURCE ALLOCATION POLICY
In this section, we first give a motivation example to show that MLRF is not a suitable cloud computing system. Then we propose long-term resource fairness (LTRF), a cloud-oriented allocation policy to
address the limitations of MLRF and meet the desired properties described in Section 7.4.1.

Motivation example
Consider a shared computing system consisting of 100 resources (eg, 100 GB RAM) and two users
A and B with equal share of 50 GB each. As illustrated in Table 2, assume that the new requested
demands at time t1, t2, t3 and t4 for client A are 20, 40, 80 and 60, and for client B are 100, 60, 50
and 50, respectively. With MLRF, we see in Table 2A that, at t1, the total demand and allocation for
A are both 20. It lends 30 unused resources to B and thus 80 allocations for B. The scenario is similar
at t2. Next at t3 and t4, the total demand for A becomes 80 and 90, bigger than its share of 50. However,
it can only get 50 allocations based on MLRF, being unfair for A, since the total allocations for
A and B become 160(=20 + 40 + 50 + 50) and 240(−80 + 60 + 50 + 50) at time t4, respectively. Instead,
if we adopt LTRF, as shown in Table 2B, the total allocations for A and B at t4 will finally be the same
(eg, 200), being fair for A and B.

LTRF scheduling algorithm
Algorithm 1 shows pseudocode for LTRF scheduling. It considers the fairness of total allocated resources consumed by each client instead of currently allocated resources. The core idea is based on
the “loan (lending) agreement” [33] with free interest. That is, a client will yield unused resources to
others as a lend manner at a time. When the client needs resources at a later time, he/she should get
the resources back from others that were yielded before (ie, return manner). In our previous two-client
example with LTRF in Table 2B, client A first lends his/her unused resources of 30 and 10 to client B
at time t1 and t2, respectively. However, at t3 and t4, the client has a large demand and then collects all
40 extra resources back from B that were lent before, making fair between A and B.
Due to the lending agreement of LTRF, in practice, when A yields the unused resources at t1 and
t2, B might not want to possess extra unused resources from A immediately. In that case, the total allocations for A and B will be 160(=20 + 40 + 50 + 50) and 200(=50 + 50 + 50 + 50) at time t4, causing
the inefficiency problem for the system utilization. To solve this problem, we propose a discount-based
approach. The idea is that, anybody possessing extra unused resources from others will have a discount
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Table 2 A Comparison Example of MemoryLess Resource Fairness (MLRF) and Long-Term
Resource Fairness (LTRF in a Shared Computing System Consisting of 100 Computing
Resources for Two Users A and B)
Client A
Demand
New

Total

Client B

Allocation
Current

Total

Demand
Preempt

New

Total

Allocation
Current

Total

Preempt

(A) Allocation results based on MLRF. Total Demand refers to the sum of the new demand and accumulated
remaining demand in previous time
t1
t2
t3
t4

20
40
80
60

20
40
80
90

20
40
50
50

20
60
10
160

-30
-10
0
0

100
60
50
50

100
80
70
70

80
60
0
50

80
140
190
240

+30
+10
0
0

20
60
140
200

-30
-10
+30
+10

100
60
50
50

100
80
70
100

80
60
20
40

  0
140
160
200

+30
+10
-30
-10

(B) Allocation results based on LTRF
t1
t2
t3
t4

20
40
80
60

20
40
80
60

20
40
80
60

(C) Counted allocation results under discount-based approach of LTRF. There is a discount (eg, 50%) for the extra
unused resources to incentivize clients to preempt resources actively for system utilization maximization. In this
example, although the counted allocations for A and B are 180, their real allocations are both 200, which is the same
as Table 2B
t1
t2
t3
t4

20
40
80
60

20
40
80
60

20
40
65
55

20
60
125
180

-30
-10
+30
+10

100
60
50
50

100
80
70
100

65
55
20
40

65
120
140
180

+30
+10
-30
-10

(eg, 50%) on resource counting. It will incentivize B to preempt extra unused resources from A, since it
is cheaper than his/her own share of resources. From a perspective from A, it also does not get resource
lost, as it can get the same discount on future resource use later.
Table 2C demonstrates this point. It shows the discounted resource allocation for each client over
time by discounting the possessed extra unused resource. At time t1, A yields his/her 30 unused resources to B, and B’s discounted resources are 65(=50 + 30 * 50%) instead of 80(=50 + 30). Similarly
at t3, it preempts 30 resources from B and its discounted resources are 65(50 + 30 * 50%). Still, both of
them are fair at time t4.

ALGORITHM 1 LTRF PSEUDOCODE
1: R: total resources available in the system.
 denotes the current allocated resources for client i.
 = ( R
,¼,R
 ) : current allocated resources. R
2: R
i
n
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3: U = (u1 ,¼,un ) : total used resources, initially 0. ui denotes the total resource consumed by client i.
4: W = ( w1 ,¼,wn ) : weighted share. wi denotes the weight for client i.
5: while there are pending tasks do
6: Choose client i with the smallest total weighted resources of ui/wi.
7: di ¬ the next task resource demand for client i.
 + d £ R then
8: if R
i
 ® R
 + d . /*Update current allocated resources.*/
9:   R
i
i
i
10:   Update the total resource usage ui for client i.
11:   Allocate resource to client i.
12: else
13:   /*The system is fully utilized.*/
14:  Wait until there is a released resource ri from client i.
 ¬ R
 - r . /*Update current allocated resources */
15:   R
i
i
i

7.4.4 EXPERIMENTAL EVALUATION
We ran our experiments in a cluster consisting of 10 compute nodes, each with 2 Intel X5675 CPUs
(6 CPU cores per CPU with 3.07 GHz), 24 GB DDR3 memory, and 56 GB hard disks. The latest version
of YARN-2.2.0 is chosen in our experiment, used with a two-level hierarchy. The first level denotes the
root queue (containing one master node and nine slave nodes). For each slave node, we configure its
total memory resources with 24 GB. The second level denotes the applications (ie, workloads). We ran
a macrobenchmark consisting of four different workloads. Thus, four different queues are configured
in YARN/LTYARN, namely, Facebook, Purdue, Spark, HIVE/TPC-H, corresponding to the following
workloads, respectively. (1) A MapReduce instance with a mix of small and large jobs based on the
workload at Facebook. (2) A MapReduce instance running a set of large-sized batch jobs generated
with Purdue MapReduce Benchmarks Suite [34]. (3) Hive running a series of TPC-H queries. (4) Spark
running a series of machine learning applications.
A good sharing policy should be able to first minimize the sharing loss, then maximize the sharing
benefit as much as possible (ie, sharing incentive). We make a comparison between MLRF and LTRF
for four workloads over time in Fig. 1. All results are relative to the static partition case (without sharing) with sharing benefit/loss degrees of zero. ig. 1A and B present the sharing benefit/loss degrees, respectively, for MLRF and LTRF. The following observations can be obtained: first, the sharing policies
of both MLRF and LTRF can bring sharing benefits for queues (workloads). This is due to the sharing
incentive property, ie, each queue has an opportunity to consume more resources than her share at a
time, which is better than running at most all of her shared partition in a nonshared partition system.
Second, LTRF has a much better result than MLRF. Specifically, Fig. 1A indicates that the sharing loss
problem for MLRF is constantly available until all the workloads complete (eg, about −0.5 on average),
In contrast, there is no more sharing loss problem after 650 s for LTRF (ie, all workloads get sharing
benefits after that). The major reason is that MLRF does not consider historical resource allocation.
In contrast, LTRF is a history-based fairness resource allocation policy. It can dynamically adjust the
allocation of resources to each queue in terms of historical consumption and lending agreement so that
each queue can obtain the required amount of total resources over time. Finally, regarding the sharing
loss problem at the early stage (eg, 0 ~ 650 s) of LTRF in Fig. 1B, it is mainly due to the unavoidable
waiting allocation problem at the starting stage (ie, the first workload possess all resources, leading late
arriving workloads to wait until some tasks complete and release resources).
The problem exists in both MLRF and LTRF. Still, LTRF can smooth this problem until it disappears
over time via a lending agreement, while MLRF cannot.
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4134

4517

4917

5330

4210

4704

5215

3752
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2328

2012

1724

3740

(A)

1461

986

1211

790

621

471

335

213

0

–2.5

99

–2

Time (s)
2.5

Sharing benefit degree

Sharing loss degree

2

Sharing benefit

1.5
1
0.5
0
–0.5
–1

(B)

3279

2884

2564

2288

2037

1798

1579

1367

1167

978

801

640

493

355

226

111

–2

0

–1.5

Time (s)

FIG. 1
Comparison of fairness results over time for workloads under MLRF and LTRF in YARN. All results are relative
to the static partition scenario (ie, nonshared case) whose sharing benefit/loss is zero. (A) and (B) show the
overall benefit/loss relative to the nonsharing scenario.

7.5 MULTIRESOURCE MANAGEMENT IN THE CLOUD
Despite the resource sharing opportunities in the cloud, resource sharing, especially for multiple
resource types (ie, multiresource), poses several important and challenging problems in pay-as-you-use
commercial clouds. (1) Sharing incentive. In a shared cloud, a tenant may have concerns about the gain/
loss of her asset in terms of resource. (2) Free riding. Tenants may deliberately buy fewer r esources than
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their demand and always expect to benefit from others’ contribution (ie, unused resource). However,
free riders would seriously hurt other tenants’ sharing incentive. (3) Lying. When there exists resource
contention, a tenant may lie about resource demands for greater benefit. Lying also hurts tenants’
sharing incentive. (4) Gain-as-you-contribute fairness. It is important to guarantee that the allocations
obey the rule “more contribution, more gain.” In summary, those problems are eventually attributed to
economic fairness of resource sharing in IaaS clouds. Unfortunately, the popular allocation policies
such as (weighted) max-min fairness (WMMF) [35] and dominant resource fairness (DRF) [7] cannot
address all the problems of resource sharing in IaaS.
This section introduces F2C, a cooperative resource management system for IaaS clouds. F2C
exploits statistical resource complementarity to group tenants together in order to realize the resource
sharing opportunities, and it adopts a novel resource allocation policy to guarantee fairness of resource
sharing. Particularly, we describe reciprocal resource fairness (RRF), a generalization of max-min
fairness to multiple resource types [36]. The intuition behind RRF is that tenant should preserve their
assets while maximizing the resource usage in a cooperative environment. Different types of resource
are advocated to trade among different tenants and to share among different VMs belonging to the same
tenant. For example, a tenant can trade his/her unused CPU share for another tenant’s overprovisioned
memory share. In this section, we consider two major kinds of resources, including CPU and main
memory. Resource trading (RT) can maximize tenants’ benefit from resource sharing.
RRF decomposes the multiresource fair sharing problem into a combination of two complementary mechanisms: intertenant resource trading (IRT) and intratenant weight adjustment (IWA). These
mechanisms guarantee that tenants only allocate minimum shares to their nondominant demands and
maximize the share allocations on the contended resource. Moreover, RRF is able to achieve some desirable properties of resource sharing, including sharing incentive, gain-as-you-contribute fairness, and
strategy-proofness (guarding against free riding and lying).
In the following, we first introduce the resource allocation model in F2C. Second, we analyze the
problems of two popular resource allocation policies including WMMF [35] and DRF [7]. Third, we
present RRF, the resource allocation model in F2C. Finally, we evaluate F2C and show how RRF can
address resource fair allocation problems in IaaS clouds.

7.5.1 RESOURCE ALLOCATION MODEL
We consider the resource-sharing model in multitenant cloud environments, where tenants may rent
several VMs to host their applications and VMs have multiresource demands. By multiresource, we
mean resources of different resource types, instead of multiple units of the same resource type. In this
paper, we mainly consider two resource types: CPU and main memory. Tenants can have different
weights (or shares) to the resource. The share of a tenant reflects the tenant’s priority relative to other
tenants. A number of tenants can form a resource pool based on the opportunities of resource sharing.
The VMs of these tenants then share the same resource pool with negotiated resource shares, which are
determined by tenants’ payments.
In our resource allocation model, each unit of resource is represented by a number of shares. To
simplify multiresource allocation, we assume each unit of resource (such as 1 compute unit2 or 1 GB
One EC2 compute unit provides equivalent CPU capacity of a 1.0–1.2 GHz 2007 Opteron or 2007 Xeon processor, according to Amazon EC2.
2
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RAM) has its fixed share according to its market price. A study on Amazon EC2 pricing data [37]
had indicated that the hourly unit cost for 1 GB memory is twice as expensive as 1 EC2 compute unit.
A tenant’s asset is then defined as the aggregate shares that he/she pays for.
In the following, we use an example to demonstrate our resource allocation model. Fig. 2 shows
three tenants colocated on two physical hosts. Each tenant has two VMs. The shares of different resources (eg, CPU, memory) are uniformly normalized based on their market prices [37]. To some
extent, a tenant actually purchases resource shares instead of fix-sized resource capacity. A share of a
VM reflects the VM’s priority relative to other VMs, cloud providers can directly use shares as billing and resource allocation policies. The concrete design of those policies is beyond the scope of this
f
paper. Thus, we simply define a function f1 to translate tenants’ payments into shares payment ® share,
f
and another function f2 to translate shares into the resource capacity share ® resource. For example,
in Fig. 2, 1 compute unit and 1 GB memory are priced at 100 and 200 shares, respectively. If VM1 is
initialized with 3 compute units and 2 GB of memory, VM1 is allocated with total 100 ´ 3 + 200 ´ 2 = 700
shares.
This model enables fine-grained resource allocation based on shares, and thus provides the opportunities for dynamic resource sharing. Now, the fairness has become a major concern in such a shared
system. Informally, we define a kind of economic fairness: tenants should try to maximize their aggregate multiresource shares if there are unsatisfied resource demands.
We find that RT between different tenants can reinforce the economic fairness of resource sharing.
Normalizing multiple resources with uniform shares provides advantages to facilitate RT. For example,
a tenant can trade overprovisioned CPU shares for other tenants’ underutilized memory shares. In
Fig. 2, VM1 may trade its 200 CPU shares for VM3’s 100 memory shares. RT can prevent tenants from
1

2

GSA

ShareA=1500

ShareB=1200

Tenant A
SVM 1
300

RT
SVM 2

WA
400

200

Mem

CPU

CPU

600

ShareC=1300
RT

Tenant B
SVM 3
100

400

SVM 4
100

Mem

Physical node 1

SVM 5
200

VMM

SVM 6

WA
400

Mem
Mem
CPU

Local share/resource
allocator

600

Tenant C

300

400

CPU
CPU Mem

Mem

Local shares/resource
allocator

VMM

CPU

Physical node 2

FIG. 2
Hierarchical resource allocation based on resource trading and weight adjustment.
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losing underutilized resource. Moreover, tenants can dynamically adjust share allocation of VMs based
on actual demands. For example, in Fig. 2, tenant A may deprive 200 memory shares from VM2 and
reallocate them to VM1. In this paper, we propose RT between different tenants and dynamic weight
adjustment (WA) among multiple VMs belonging to the same tenant. Fig. 2 shows the hierarchical resource allocation based on these two mechanisms. The global share allocator first reserves capacity in
bulk based on tenants’ aggregate resource demands, then allocates shares to tenants according to their
payment. The local share/resource allocator in each node is responsible for RT between tenants, and
WA among multiple VMs belonging to the same tenant.

7.5.2 MULTIRESOURCE FAIR SHARING ISSUES
In the following, we demonstrate the deficiency of WMMF and DRF for multiresource sharing in
clouds.
Example 1: Assume there are three tenants, each of which has one VM. All VMs share a
resource pool consisting of total 20 GHz CPU and 10 GB RAM. Each VM has initial shares for
different types of resource when it is created. For example, VM1 initially has CPU and RAM
shares of 500 each, simply denoted by a vector x500, 500y. The VMs may have dynamic resource
demands. At a time, VM1 runs jobs with demands of 6 GHz CPU and 3 GB RAM, simply denoted
by a vector x6GHz, 3GBy. The VMs’ initial shares and demand vectors are illustrated in Table 3.
We examine whether the T-shirt model, WMMF, and DRF can achieve resource efficiency and
economic fairness.
With the T-shirt model, we allocate the total resources to tenants in proportion to their share values
of CPU and memory separately. The T-shirt model guarantees that each tenant precisely receives the
resource shares that the tenant pays for. However, it wastes scarce resource because it may overallocate
resource to VMs that has high shares but low demand, even as other VMs have unsatisfied demand. As
shown in Table 3, VM2 wastes 1.5 GB RAM and VM3 wastes 2 GHz CPU.
We now apply the WMMF algorithm on each resource type. As shown in Table 3, VM1, VM2, and
VM3 initially owns 25%, 25%, 50% of total resource shares, respectively. However, VM1 is allocated
with 30% of total resources, with 5% “stolen” from other VMs. Ironically, VM2 contributes 1.5 GB
RAM and VM3 contributes 2 GHz CPU to other tenants. However, they do not benefit more than VM1
from resource sharing because CPU and memory resources are allocated separately. In this case, if VM1
deliberately provisions fewer resources than its demand and always counts on others’ c ontributions,

Table 3 Comparison of Resource Allocation Polices Between T-shirt, WMMF, and DRF
VMs

VM1

VM2

VM3

Total

Initial shares
Demands
T-shirt allocation
WMMF allocation
WDRF dominant share
WDRF allocation

<500, 500>
<GHz, 3 GB>
<5 GHz, 2.5 GB>
<6 GHz, 3 GB>
6/20 = 3/10
<6 GHz, 3 GB>

<500, 500>
<8 GHz, 1 GB>
<5 GHz, 2.5 GB>
<6 GHz, 1 GB>
8/20 CPU
<7 GHz, 1 GB>

<1000, 1000>
<8 GHz, 8 GB>
<10 GHz, 5 GB>
<8 GHz, 6 GB>
8/(10 * 2) RAM
<7 GHz, 6 GB>

<2000, 2000>
<22 GHz, 12 GB>
<18 GHz, 8.5 GB>
<20 GHz, 10 GB>
100%
<20 GHz, 10 GB>
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then VM1 becomes a free rider. Although WMMF can guarantee resource efficiency, it cannot fully
preserve tenant resource shares, and it eventually results in economic unfairness.
We also apply weighted DRF (WDRF) [7] to this example. Both CPU and RAM shares of VM1, VM2,
and VM3 correspond to a ratio of 1:1:2. VM1’s dominant share can be CPU or memory, both equal to
6/20. VM2’s dominant share is CPU share as max(8/20, 1/10) = 8/20. For VM3, its unweighted dominant
share is memory share 8/10. Its weight is twice that of VM1 and VM2, so its weighted dominant share
is 8/(10 * 2) = 8/20. Thus, the ascending order of three VM’s dominant shares is VM1 < VM2 = VM3.
According to WDRF, VM1’s demand is first satisfied, then the remanding resources are allocated to
VM2 and VM3 based on max-min fairness. We find that VM1 is again a free rider.
In summary, the T-shirt model is not resource efficient, and WMMF and DRF are not economically
fair for multiresource allocation. Intuitively, in a cooperative environment, the more one contributes,
the more one should gain. Otherwise, tenants would lose their sharing incentives. This is especially important for resource sharing among multiple tenants in pay-as-you-use clouds. Thereby, a new mechanism is needed to reinforce the fairness of multiresource sharing in IaaS clouds.

7.5.3 RECIPROCAL RESOURCE FAIRNESS
In the following, we consider the fair sharing model in a shared system with p types of resource and m
tenants. The total system capacity bought by the m tenants is denoted by a vector Ω (ie, <ΩCPU, ΩRAM>),
denoting the amount of CPU and memory resource, respectively. Each tenant i may have n VMs. Each
VM j is initially allocated with a share vector s(j) that reflects its priority relative to other VMs. The
amount of resource shares required by VM j is characterized by a demand vector d(j). Correspondingly,
the resource share lent to other tenants becomes s(j) − d(j), and we call it a contribution vector c(j). At
last, let s′(j) denote the current share vector when resources are reallocated. For simplicity, we assume
that resource allocation is oblivious, meaning that the current allocation is not affected by previous
allocations. Thus, a VM’s priority is always determined by its initial share vector s(j) in each time of
resource allocation.

Intertenant resource trading
For multiresource allocation, it is hard to guarantee that the demands of all resource types are nicely
satisfied without waste. For example, a tenant’s aggregate CPU demand may be less than the initial
CPU share, but memory demand exceeds the current allocation. In this case, the tenant may expect
to trade CPU resources with other tenants’ memory resources. Thus, the question is how to trade resources of different types among tenants while guaranteeing economic fairness. RRF embraces an IRT
mechanism with the core idea that tenants’ gains from other tenants should be proportional to their contribution. The only basis for underutilized resource allocation is the tenant’s contribution, rather than
the initial resource share or unsatisfied demand. As shown in Fig. 3, the memory resource contributed
by tenant A is twice more than that of tenant B, and tenant A should receive twice more the unused
CPU resource (contributed by tenant C) than tenant B at first. Then, we need to check whether the
CPU resource of tenant A is overprovisioned. If so, the unused portion should be redistributed to other
tenants. This process should be iteratively performed by all tenants because each round of resource
distribution may affect other tenants’ allocations. While this naive approach works, it can cause unacceptable computation overhead. We further propose a work backward strategy to speed up the unused
resource distribution.

176

CHAPTER 7 RESOURCE MANAGEMENT IN BIG DATA PROCESSING SYSTEMS

Contributions
200
300
100

Reallocate based on
200
300
contribution
100

CPU Mem

CPU Mem

CPU Mem

CPU Mem

CPU Mem

CPU Mem

Tenant A

Tenant B

Tenant C

Tenant A

Tenant B

Tenant C

Legend:

Unused resource

Unsatisfied demand

FIG. 3
Sketch of intertenant resource trading.
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FIG. 4
Sketch of the IRT algorithm.

For each type of resource, we divide the tenants into three categories: contributors, beneficiaries
whose demands are satisfied, and beneficiaries whose demands are unsatisfied, as shown in Fig. 4.
Tenants in the first two categories are directly allocated with their demands exactly, and tenants in
the third category are allocated with their initial shares, plus a portion of contributions from the first
category. However, a challenging problem is how to divide the tenants into these three categories efficiently. Algorithm 2 describes the sorting process by using some heuristics.
Let vectors D(i), S(i), C(i), and S′(i) denote the total demand, initial share, contribution, and current share of the tenant i, respectively. Correspondingly, let Dk(i), Sk(i), Ck(i), and S′(i) denote the
total demand, initial share, contribution, and current share of resource type k, respectively. We consider a scenario where m tenants share a resource pool with capacity Ω, with resource contentions
m
(ie, å i =1 Di ( i ) ³ W ). Our algorithm first divide the total capacity on the basis of each tenant’s initial
share, and then caps each tenant’s allocation at the total demand. Actually, each tenant will receive an
initial total share Spiq, and then the total contribution becomes C(i) = S(i) − D(i) (if S(i) > D(i)). For
resource type k(1 ≤ k ≤ p), the unused resource Ck(i) is redistributed to other unsatisfied tenants in the
ratio of their total contributions.
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Algorithm 2 shows the pseudocode for IRT. We first calculate each tenant’s total contribution Λ(i)
(lines 6–8). To reduce the complexity of resource allocation, for each resource type k, we define the normalized demand of tenant i as Uk(i) = Dk(i)/Sk(i), and reindex the tenants so that the Uk(i) are in ascending order, as shown in Fig. 4. Then, we can easily find the index u so that Uk(u) < 1 and Uk(u + 1) ≥ 1.
The tenants with index [1,…, u] are contributors and the remaining are beneficiaries. For tenants with
index [u +1,…, m] (Uk(i) ≥ 1), we define the ratio of unsatisfied demand of resource type k to her total
p
contribution as Vk (i ) = ( Dk (i ) - Sk (i ) ) / å k =1 Ck (i ) (lines 12–13), and reindex these tenants according to
the ascending order of Vk(i), as shown in Fig. 4. Thus, tenants with index [1,…, u] are ordered by Uk(i)
while tenants with index [u + 1,…, m] are ordered by Vk(i). The demand of tenants with the largest index will be satisfied at last. We need to find a pair of successive indexes v, v + 1, (v ≥ u), so that the share
allocations of tenants with index [1,…, v] are capped at their demands, and the remaining contribution
m
m
m
å i = v +1 Y k (i) = Wk - å i =1 Dk (i) - å i = v +1 Sk (i) is distributed to tenants with index [v + 1,…, m] in proportion
to their total contributions. Some heuristics can be employed to speed up the index searching. First,
searching should start from index u + 1 because tenants with index [1,…, u] are contributors. Second,
we can use a binary search strategy to find two successive indices v, v + 1 that cannot be satisfied.
Namely, the following inequality (1) and (2) must be satisfied:
S k (v ) +

S k (v + 1) +

å

å

m
i =v

Y k (i ) ´ L(v)

å

m
i = v +1

m
i =v

L(i )

³ Dk (v)

Y k (i ) ´ L(v + 1)

å

m
i = v +1

L(i )

< Dk (v + 1)

(1)

(2)

where å i = v Y k (i ) and å i = v +1 Y k (i + 1) represent the remaining contributions that will be redistributed
to tenants with unsatisfied demands. Once the index v is determined, we can calculate the remaining
contribution. The tenants with index [1,…, v] receive shares capped at their demands (lines 16–17), and
the tenants with index [v + 1,…, m] receive their initial shares plus the remaining resource in proportion
to their contributions (lines 19–20).
m

m

ALGORITHM 2 INTERTENANT RESOURCE TRADING (IRT)
Input: D = {D(1),..., D(m)}, S = {S (1),..., S (m)}, W
Output: S ¢ = {S ¢(1),¼, S ¢(m)}
Variables: [i,C (i ), L(i ),U (i ),V (i ), Y (i )] ¬ 0
1: for resource–type k = 1 to p do
2: for Tenant i = 1 to m do
3:   /*Allocate each tenant (i) her initial share S(i) */
4:   S k¢ (i ) ¬ S k (i )
5:   U k (i ) ¬ Dk (i ) / S k (i )
6:   if S k (i ) ³ Dk (i ) then
7:    Ck (i ) ¬ S k (i ) - Dk (i )
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/*Calculate tenant(i)’s total contribution Λ(i) on all type of resource */
  8:    L(i ) ¬ L(i ) + Ck (i )
  9: for resource-type k = 1 to p do
10: Sort Uk(i) in ascending order;
11: Find the index u so that U k (k ) < 1 £ U k (u + 1)
12: for Tenant i = u + 1 to m do
13:   Vk (i ) ¬ ( Dk (i ) - S k (i )) / L(i )
14: Sort Vk(i) in ascending order;
15: Find the index v using binary search algorithm so that Equation (1) and (2) are satisfied;
16: for Tenant i = 1 to v do
17:   S k¢ (i ) ¬ Dk (i ) /*share is capped by demand*/
     /*Calculate the remaining contributions for re-allocation*/
18:

å

m
i =v +1

m

v

Y k (i ) ¬ W k -å Dk (i ) i =1

å S (i)

i =v +1

k

for Tenant i = v + 1 to m do
m
å Y k (i) ´ L(v + 1)
20:   S k¢ (i ) ¬ S k (i ) + i =v+1 m
å i=v+1 L(i)
19:

Intratenant weight adjustment
A tenant usually needs more than one VM to host her applications. Workloads in different VMs may
have dynamic and heterogeneous resource requirements. Thus, dynamic resource flows among VMs
belonging to the same tenant can prevent loss of tenant’s asset. In F2C, we use IWA to adjust the resource among VMs belonging to the same tenant. We allocate share (or weight) for each VM using
a policy similar to WMMF. For each type of resource, we first reset each VM’s current weight to its
initial share. However, if the allocation made to a VM is more than its demand, its allocation should be
capped at its real demand, and the unused share should be reallocated to its sibling VMs with unsatisfied demands. In contrast to WMMF that reallocates the unused resource in proportion to VMs’ share
values, we reallocate the excessive resource share to the VMs in the ratio of their unsatisfied demands.
Note that once a VM’s resource share is determined, the resource allocation made to the VM is
f
simply determined by the function share ® resource .
2

ALGORITHM 3 INTERTENANT WEIGHT ADJUSTMENT (IWA)
Input: d = {d (1),¼,d (n)}, s = {s(1),¼, s(n)}, S
Output: s¢ = {s¢(1),..., s¢(n)}
Variables: [ j,G,F ] ¬ 0
/* Allocate initial share s(j) to each VM(j) */
n
1: F ¬ S - å j =1 s( j ) /*Calculate the difference of initial total share and new allocated capacity */
2: for VM j = 1 to n do
3:  if d ( j ) ³ s( j ) then
4:    G ¬ G + (d ( j ) - s( j )) /*total unsatisfied demand*/
5:  else
6:    F ¬ F + ( s( j ) - d ( j )) /*total remaining capacity */
     /* distribute remaining capacity to VMs with unsatisfied demand */
7: for VM j = 1 to n do
8:  if d ( j ) ³ s( j ) then
d ( j ) - s( j )
9:    s¢( j ) ¬ s( j ) +
´F
G
10:  else
11:    s¢ ( j ) ¬ d ( j )

7.5 
MULTIRESOURCE MANAGEMENT IN THE CLOUD

179

Algorithm 3 shows the pseudocode for IWA. A tenant with n VMs is allocated with total resource
share S. Note that S is a global allocation vector, which corresponds to the output of Algorithm 2. Thus,
Algorithm 3 is performed by accompanying Algorithm 2. For each tenant, we first calculate the total
unsatisfied demand and total remaining capacity for reallocation, respectively (lines 2–6), then distribute the remaining capacity to unsatisfied VMs in a ratio of their unsatisfied demands (lines 7–11). As
VM provisioning is constrained to physical hosts’ capacity, it is desirable to adjust weights of VMs on
the same physical node, rather than across multiple nodes. In practice, we execute the IWA algorithm
only on each single node.

7.5.4 EXPERIMENTAL EVALUATION
RRF is implemented on top of Xen 4.1. The prototype F2C is deployed in a cluster with 10 nodes. The
following workloads with diversifying and variable resource requirements are used to evaluate resource
allocation fairness and application performance.
TPC-C: We use a public benchmark DBT-2 as clients to simulate a complete computing environment where a number of users execute transactions against a database. The clients and MySQL
database server run in two VMs separately. We assume these two VM belong to the same tenant. We
configure 600 terminal threads and 300 database connections. We evaluate its application performance
by throughput (transactions per minute).
RUBBoS (Rice University Bulletin Board System) [38]: it is a typical multitier web benchmark.
RUBBoS simulates an online news forum like https://slashdot.org. We deploy the benchmark in a
three-tier architecture using Apache 2.2, Tomcat 7.0, and MySQL 5.5.
Kernel-build: We compile Linux 2.6.31 kernel in a single VM. It generates a moderate and balanced
load of CPU and memory.
Hadoop: We use Hadoop WordCount microbenchmark to setup a virtual cluster consisting of 10
worker VMs and 1 master VM. The 10 worker VMs are evenly distributed in the 10 physical machines
and co-run with other three workloads.
On our testbed, we consider multiple tenants sharing the cluster. Each tenant only runs one kind of
the above workloads. All workloads are running in VMs whose initial share values are set according to
the workloads’ average demands. In addition, we can configure the initial share of tenant (i) based on
a provisioning coefficient:
a = S (i ) / D ( I )

which reflects the ratio of initial resource share to the average demand. We continuously launch
the tenants’ applications to the cluster one by one until there is no room to accommodate any more
applications.
We evaluate F2C by comparing the following alternative approaches for IaaS clouds:
•
•
•
•
•

T-shirt (static): Workloads are running in VMs with static resource provision. It is the current
resource model adopted by most IaaS clouds [1].
WMMF: WMMF [35] is used to allocate CPU and memory resources to each VM separately.
DRF: DRF [7] is used to allocate multiple resources to each VM.
IWA: We conduct only weight adjustment for VMs belonging to the same tenant, without
considering IRT. This is to assess the individual impact of IRT.
RRF (IRT + IWA): We conduct hierarchical resource allocation using both IRT and IWA.

180

CHAPTER 7 RESOURCE MANAGEMENT IN BIG DATA PROCESSING SYSTEMS

Results on fairness
In general, in a shared computing system with resource contention, tenants want to receive more resources or at least the same amount of resource than they buy. We call it fair if a tenant can achieve this
goal (ie, sharing benefit). In contrast, it is also possible that the total resources tenants receives is fewer
than that without sharing, which we call unfair (ie, sharing loss). Thus, we define the economic fairness
degree β(i) for tenant i in a time window T as follows:
T

b ( i ) = åSt¢ ( i ) / (T ´ S ( i ) )
i =1

It represents the ratio of average resource shares received to the tenant’s initial shares in the time
window T; more exactly speaking, it denotes the ratio of resource value to tenants payments. β(i) = 1
implies absolute economic fairness. β(i) > 1 implies the tenant benefits from resource sharing, while
β(i) < 1 implies the tenant loses her asset.
We evaluate the economic fairness of different schemes for the four workloads in a long period of
time. All VMs’ capacities are provisioned based on their average demands (ie, α = 1). Fig. 5 shows the
comparison of economic fairness of different resource allocation schemes. Each bar shows the average
result of the same workload run by multiple tenants. Overall, RRF achieves much better economic fairness than other approaches. Specifically, RRF leads to smaller difference of β between different applications, indicating 95% economic fairness (geometric mean) for multiresource sharing among multitenants.
We make the following observations:
First, the T-shirt (static) model achieves 100% economic fairness, as VMs share nothing with each
other. However, it results in the worst application performance for all workloads, as shown in Fig. 6.
Second, both WMMF and DRF show significant differences on β for different workloads. As all
WMMF-based algorithms always try to satisfy the demand of smallest applications first, both kernel-build
and TPC-C gain more resources than their initial shares. This effect is more significant for DRF if the application shows a tiny skewness of multiresource demands (such as kernel-build). DRF always completely
satisfies the demand of these applications first. Thus, DRF and WMMF are susceptible to application’s

FIG. 5
Comparison of the economic fairness of several resource allocation schemes.
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FIG. 6
Comparison of the application performance improvement of several resource allocation schemes.

load patterns. Applications with large skewness of multiresource demands usually lose their asset. Even
for a single-resource type, a large deviation of resource demand also lead to distinct economic unfairness.
Third, workloads with different resource demand patterns show different behaviors in resource
sharing. RUBBoS has a cyclical workload pattern, its resource demand shows the largest temporal
fluctuations. When the load is below its average demand, it contributes resource to other VMs and thus
loses its asset. However, when it shows a large value of Dt piq{Spiq, its demand always cannot be fully
satisfied if there exists resource contention.
Thus, RUBBoS has smaller value of β than other applications. For TPC-C and kernel-build, although
they show comparable demand deviation and skewness with RUBBoS, they have much more opportunities to benefit from RUBBoS because their absolute demands are much smaller. For Hadoop, although
it requires a large amount of resources, it demonstrates only a slight deviation of resource demands, and
there are few opportunities to contribute resources to other VMs (except in its reduce stage).
Fourth, IWA allows tenants to properly distribute VMs’ spare resources to their sibling VMs in
proportion to their unsatisfied demands. It guarantees that tenants can effectively utilize their own
resource. IRT can further preserve tenants’ assets as each tenant tries to maximize the value of spare
resource. In addition, RRF is immune to free riding.
We also studied the impact of different α values. For space limitation, we omit the figures and
briefly discuss the results. When we decrease the provisioning coefficient α (ie, reduce the resource
provisioned for applications), the β of all applications approaches to one. In contrast, a larger α leads
to a decrease of β. That means, applications tend to preserve their resources when there exist intensive
resource contention. Nevertheless, a larger value of α implies better application performance.

Improvement of application performance
Fig. 6 shows the normalized application performance for different resource allocation schemes. All
schemes provision resources according to the applications’ average demand (α = 1). In the T-shirt
model, all applications show the worst performance and we refer it as a baseline. In other models,
all applications show performance improvement due to resource sharing. For RUBBoS, RRF leads
to much more improved application performance than other schemes. This is because RRF provides
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two mechanisms (IRT + IWA) to preserve tenants’ assets, and thus RRF allow RUBBoS receive more
resources than other schemes, as shown in Fig. 5. For other workloads, RRF is also comparable to
the other resource-sharing schemes. In summary, RRF achieves 45% performance improvement for
all workloads on average (geometric mean). DRF achieves the best performance for kernel-build and
TPC-C, but achieves very bad performance for RUBBoS. It shows the largest performance differentiation for different workloads. DRF always tends to satisfy the demand of the application with the smallest dominant share, and thus applications that have resource demands of small sizes or small skewness
always benefit more from resource sharing. In contrast, the performance of Hadoop shows slight variations between different allocation schemes due to its rather stable resource demands.

7.6 RELATED WORK ON RESOURCE MANAGEMENT
In this section, we review the related work of resource management from the aspects of performance,
fairness, energy, and power cost, as well as monetary cost. For more related work on resource management, we refer readers to three comprehensive surveys [39–41].

7.6.1 RESOURCE UTILIZATION OPTIMIZATION
For resource management, different resource allocation strategies can lead to significantly varied resource utilization [42]. Various resource allocation approaches have therefore been proposed for different workloads and systems/platforms [43–46]. For MapReduce workloads, Tang et al. [45] observed
that different job submission order can have a significant impact on the resource utilization, and therefore improved the resource utilization for MapReduce cluster by reordering the job submission order of
arriving MapReduce jobs. Grandl et al. [44] proposed a dynamic multiresource packing system called
Tetris that improves the resource utilization by packing tasks to machines based on their requirements
along multiple resources. Moreover, resource sharing is another approach to improve the resource
utilization in a multitenant system by allowing overloaded users to possess unused resources from underloaded users [47]. In addition, task/VM migration and consolidation [48–50], widely used in cloud
computing, is also an efficient method to improve resource utilization of a single machine.

7.6.2 POWER AND ENERGY COST SAVING OPTIMIZATION
Power and energy are a big concern in current data centers and supercomputers, which consists of hundreds of servers. Efficient resource management is nontrivial for power and energy cost saving. There
are a number of techniques proposed to alleviate it. One intuitive approach is shutting down some lowutilized servers [51,52]. Moreover, VM migration and consolidation is an effective approach to reduce
the number of running machines and, in turn, save the power and energy cost [53,54]. Finally, we refer
readers to a survey [55] for more solutions.

7.6.3 MONETARY COST OPTIMIZATION
Monetary cost optimization has become a hot topic in recent years, especially for cloud computing.
A lot of job scheduling and resource provisioning algorithms have been proposed by leveraging
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 arket-based techniques [56], rule-based techniques [57], and model-based approaches [58]. Many
m
relevant cost optimization approaches can be found in databases [59], Internet [60], distributed systems
[61], grid [17], and cloud [56].

7.6.4 FAIRNESS OPTIMIZATION
Fairness is an important issue in a multiuser computing environment. There are various kinds of fair
policies in the traditional HPC and grid computing, including round-robin [62], proportional resource
sharing [63], weighted fair queuing [64], and max-min fairness [65]. In comparison, max-min fairness
is the most popular and widely used policy in many existing parallel and distributed systems, such as
Hadoop [66], YARN [15], Mesos [16], Choosy [67], and Quincy [68]. Hadoop [66] partitions resources
into slots and allocates them fairly across pools and jobs. In contrast, YARN [15] divides resources into
containers (ie, a set of various resources like memory and CPU) and tries to guarantee fairness between
queues. Mesos [16] enables multiple diverse computing frameworks such as Hadoop and Spark sharing
a single system. It proposes a distributed two-level scheduling mechanism called resource offers, which
decides how many resources to offer. Each framework decides which resources to accept or which
computation to run on them. Choosy [67] extends the max-min fairness by considering placement
constraints. Quincy [68] is a fair scheduler for Dryad that achieves a fair scheduling of multiple jobs by
formulating it as a min-cost flow problem. In addition to the single-resource fairness, there are some
work focusing on multiresource fairness, including DRF [7] and its extensions [69–72].

7.7 OPEN PROBLEMS
Despite many recent efforts on resource management, there are a number of open problems remained
to be explored in future. We briefly elaborate on them from the following aspects.

7.7.1 SLA GUARANTEE FOR APPLICATIONS
In practice, users’ applications are often with different performance (eg, latency, throughput) and
resource requirements. For example, latency-sensitive applications in memcached require a high
response time, whereas batch jobs in Hadoop are often require high throughput [73]. When these
applications run together in a shared computing system, it becomes challenging work to provide the
quality of services for each application. Despite the many research efforts that have been made [74,75],
there is a lack of systematic approach that takes into account different types of resources and application requirements integrally. Most of them either focus on a specific resource type (eg, network flow)
[73,74] or a kind of application [76]. Existing works do not address how to systematically ensure SLA
guarantee for different applications.

7.7.2 VARIOUS COMPUTATION MODELS AND SYSTEMS
As listed in Section 7.3, there are a number of computation models, as well as computing systems
proposed for different applications in recent years. From a user’s perspective, it becomes a headache and a time-consuming problem for the user to choose and learn those computation models and
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c orresponding computing systems. Designing a general computing and resource management system
like an operation system becomes a challenging issue.

7.7.3 EXPLOITING EMERGING HARDWARE
Emerging hardware is available at different layers. For example, in the storage layer, we now have
solid-state disk and nonvolatile RAM, which are much faster than Hard Disk (HD). In the computation
layer, there are a set of accelerators such as GPU, AMD Accelerated Processing Unit (APU), and Field
Programmable Gate Array (FPGA). Moreover, in the network layer, remote direct memory access is an
efficient hardware tool for speeding network transfer. For a computing system, it is important to adopt
this emerging hardware to improve the performance of applications. Currently, the study on this aspect
is still at early stage. More research efforts are required to efficiently utilize this emerging hardware at
different layers for existing computing systems.

7.8 SUMMARY
In this chapter, we have discussed the importance of resource management for Big Data processing and
surveyed a number of existing representative large-scale data processing systems. One of the classic
issues for resource management is fairness. The chapter reviewed the memory less fair resource allocation policies for existing systems and showed their unsuitability for cloud computing by presenting
three problems. A new LTRF policy was then proposed to address these problems, and we formally and
experimentally validate the merits of the proposed policy. This chapter next focused on the resource
management for VMs on the cloud, considering VM migration and consolidation in the cloud environment. Finally, there are many open problems that need more research efforts in this field.
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LOCAL RESOURCE
CONSUMPTION SHAPING:
A CASE FOR MAPREDUCE

8

P. Lu, Y.C. Lee, T. Ryan, V. Gramoli, A.Y. Zomaya

8.1 INTRODUCTION
A major concern in today’s distributed computing systems, including cloud data centers, is unacceptably low resource utilization (ie, lower than 10%) [1]. Maximizing resource utilization is often sought
by intensifying workload consolidation rate, and this tends to cause high resource contention and,
in turn, performance interference/degradation. While minimizing resource contention and improving
performance seem rather mutually inclusive and they simultaneously can be achieved with exclusive
resource usage (eg, space sharing), performance may suffer in terms of throughput unless resource
capacity is abundant (ie, little or no waiting time). Performance improvement even with abundant resource capacity is limited when data locality is a major performance parameter (ie, MapReduce [2] in
particular).
Although there have been many proposals for new resource management and scheduling approaches
for distributed systems [3–8], these previous approaches are concrete and reactive in that workloads
are placed taking into account their resource usage pattern, and their resource usage is often explicitly
controlled by virtual machine (VM) migration, for example. The challenge lies in the nature of its
multiobjective optimization combining maximization of resource utilization, minimization of resource
contention, and improvement of performance.
Our solution to this problem of workload consolidation with minimal resource contention is
the local resource shaper (LRS). The LRS solution is well suited for distributed systems (such as
MapReduce) in which a job consists of many similar tasks, and the fairness in resource sharing at the
task level within the same job is not a major concern. Our work is inspired by the idea of “resource
consumption shaping” at a data center level, proposed by James Hamilton and Dave Treadwell [1,9].
This data center-level resource consumption shaping strives for smoothing workload peaks by deferring nontime-critical workloads to low utilization periods or valleys. At the internet scale, this shaping
is explained by the time of day that sweeps around the world.
LRS is a novel resource management strategy in the following ways: LRS differs from global resource consumption shaping. As our goal does not encompass reducing node-local resources, it is not
necessary to knock off peaks. By contrast, it makes sense to lower peaks at the Internet scale to reduce,
for example, the power consumption of a data center. LRS speeds up the execution of tasks within
a single job whereas others [5–8,10] target fair resource sharing. As opposed to reactive solutions
[4,11,12] that react to resource contention a posteriori by migrating the load, LRS takes a preventive
approach by minimizing resource contention.
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00008-8
© 2016 Elsevier Inc. All rights reserved.
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In this chapter, we illustrate LRS by implementing it in the Hadoop framework both in the classic
Hadoop 1.x and the recent Hadoop 2.x (YARN) [13]. While resource consumption shaping originally
aimed at the data center level, the resource consumption shaping we consider focuses instead on local,
individual nodes and cores. Motivated by the fact that individual jobs may also incur load peaks and
valleys on individual resources, like CPU (Central Processing Unit) or I/O (Input/Output) we propose
to smooth resource consumption by automatically tuning the execution of concurrent tasks to increase
performance without overprovisioning. The main challenge is twofold, as it consists of characterizing
concurrent local tasks and of scheduling them appropriately to maximize resource utilization while
minimizing resource contention.
Our focus lies on MapReduce applications, where each task processes a chunk of data using the
same predefined (map/reduce) function. In operating systems, processes are usually fairly treated in
that each receives an identical CPU time slice (quantum) without the explicit consideration of its resource usage pattern. We argue that this fair resource sharing is detrimental to MapReduce applications.
In particular, the inherent synchronous nature of map/reduce rounds forces these tasks with similar
resource utilization patterns to occur simultaneously, thus increasing contention. Typically, I/O-bound
tasks incur significant contention at similar periods of time when trying to access the same disk, translating into idle time of the CPU resources. By filling valleys where one resource is underutilized, one
can reduce contention and overall job duration.
LRS leverages resource consumption shaping at the local node/core level by layering two priority
tiers on each processor core using cgroups.1 In particular, Splitter in LRS manages two slot/container
tiers: Active and Passive, with the latter being able to use resources only when the former is not using
them. Splitter is a generic resource management component for Hadoop that can be incorporated with
other Hadoop schedulers. We demonstrate the capability and applicability of Splitter by integrating it
with three well-known Hadoop schedulers: FIFO, Fair, and Capacity.
Also, we show the further potential of LRS by developing an LRS-aware MapReduce scheduler,
namely Interleave. This scheduler adopts a dual-purpose “task slot” that is capable of accommodating
either type of MapReduce task. Interleave implements two components, a resource monitor and a task
scheduler, in order to take full advantage of LRS. The resource monitor is in charge of dynamic configuration of Passive slots when it detects spare resource capacity, while the task scheduler implements
an LRS-aware scheduling algorithm with the explicit consideration of the task slot.
We have conducted an extensive analysis of MapReduce to evaluate LRS. Our platform consists of
a Hadoop cluster of 11 nodes in Amazon EC2 [14]. We have compared LRS against existing Hadoop
alternatives on the six MapReduce benchmarks depicted in Table 1. These benchmarks are specialized
in text retrieval, decryption, sorting, scientific computation, etc. and are all taken from the MapReduce
literature [7,15–17]. Additionally, we have also compared LRS to a recently proposed Hadoop scheduler called Delay [8] in treating a Facebook workload. Our results indicate that LRS improves these
Hadoop-based alternatives in three main ways:
1. Increasing CPU usage. LRS allows us to achieve CPU utilization of up to 89% when considering
both system and user CPU times. Even without Interleave, LRS (with the default Hadoop FIFO
scheduler) still achieves an average CPU utilization of 85%, which remains higher than the peak
CPU utilization that one could obtain without LRS with any of the three Hadoop schedulers.
cgroups (control groups) is a Linux kernel feature that enables the limiting, accounting, and isolating of resource usage
between groups of processes; hence, the name “control groups.”
1
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Table 1 A Summary of MapReduce Benchmarks
Name

Type

Description

Grep
PiEst
WordCount (WC)
Crypto (Crpt)
Sort
TeraSort (TS)

CPU bound
CPU bound
Moderate CPU
Moderate CPU
I/O bound
I/O bound

Search text matching regular expression
Estimate Pi using Monte-Carlo method
Count words in the input file
Decrypt cipher text in the input file
Sort the input data
Sort the input data

2. Lowering I/O contention. Our MapReduce scheduler, Interleave, exploits the Active/Passive
slots differentiation to reduce I/O contention by filling the valleys where I/O do not occur. This
reduces the time each task spends waiting on I/O. Specifically, LRS benefits from Interleave by
halving the I/O wait time of Hadoop.
3. Reducing job duration. We have experimentally tested LRS against Delay [8], which was shown
to perform well under a Facebook workload. We thus have evaluated the job completion time
using LRS against Hadoop using Delay and observed that LRS reduces the job duration by up to
20% under the Facebook workload.
An interesting conclusion of our work is that the constraints of Hadoop slot configuration seemingly impact performance. We have tested all possible static configurations of map/reduce slots, as
recommended by Yahoo! [18], and have observed a performance variation of 22% based on the configuration the user could choose, therefore motivating the search for the best configuration. LRS relieves
the programmer from the burden of finding such a best configuration. We have also observed that LRS,
with the adoption of a task slot, always outperforms the best static slot configuration both in terms of
resource utilization and performance. In that respect, our work tends to support the attempt of developers to trade map/reduce slots for containers [13].
Lastly, we implement the two-tier LRS model in Hadoop YARN in order to investigate its effectiveness as a general-purpose resource management technique. However, Hadoop YARN has also moved
to multipurpose resource containers, resulting in much higher baseline resource utilization than Classic
Hadoop (Hadoop 1.x). During evaluation, we have found that in a Hadoop YARN environment, the
two-tier resource allocation strategy provides slight benefits in terms of resource utilization and resource contention, with significant improvements only in I/O-bound applications.

8.2 MOTIVATION
In this section, we give our analysis of resource usage patterns and resource contention sourced from
the current practice of fair resource sharing. This analysis is carried out using Hadoop and the benchmarks of Table 1. The Hadoop framework, an open source implementation of MapReduce, harnesses
hundreds of workers and dispatches the tasks across those workers to utilize resources within the cluster.
Its architecture follows the master/slave paradigm: a master machine (JobTracker) is responsible for
scheduling tasks, while a set of worker machines (TaskTracker) are in charge of managing resources
and performing tasks dispatched by the master. As the capacity of each worker grows, more tasks can
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be executed simultaneously in order to maximize resource utilization. Hence, Hadoop uses slots as the
finest granularity to manage resources and execute a task. The number of slots across the cluster represents the cluster’s capacity, and the number of slots per TaskTracker determines the maximum number of
concurrent tasks that are allowed to run in a worker. Moreover, the number of slots needs to be statically
configured before launching TaskTracker and takes effect during the lifetime of the TaskTracker. Such
slot-based resources allocation is widely applied to most of distributed systems (eg, Message Passing
Interface or MPI [19], Condor [20]).

8.2.1 PITFALLS OF FAIR RESOURCE SHARING
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FIG. 1
CPU utilization for Grep with different slot configurations: (A) 4m4r, (B) 6m6r, and (C) 8m8r.
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Current operating systems allow multiple jobs (even more than there are CPUs) to run at a time. This is generally done via time sharing (ie, each job is given an equally short CPU time in turn). Although some cost is
involved when switching jobs, it is very useful for these interactive applications, making them have a quick
response. It is also a good approach for running multiple jobs that share resources on a machine. However,
we argue that such fair resource sharing is detrimental to many distributed systems, Hadoop in particular; we
believe that there is much need for resource-sharing approaches that remove/relieve that detrimental impact.
To motivate this need, we have run several experiments with Hadoop on a single 4-core machine.
Ideally, resource utilization and performance can be improved if there is unused resource capacity
that is exploited for running another task. This ideal case has been shown in Fig. 1. We run a Grep job
with varying slot configurations from four map slots and four reduce slots (4m4r) to eight map slots
and eight reduce slots (8m8r) as suggested in Ref. [18]. As the number of slots increases, idle CPU time
decreases (ie, higher resource utilization) and so does the job execution time.
However, the case with WordCount (nonnegligible I/O activity) in Fig. 2 shows the adverse effect on
performance when the concurrency level is 2 (8m8r). This poorer performance is due to the fact that the time
spent by CPU on the I/O wait dramatically increases as the number of slots increases. This effect even counterbalances the decrease of idle CPU time as in the Grep case, as depicted in Fig. 2C. The main reason for
a poor performance is that the current approach based on fair resource sharing tends to improve in resource
utilization at the cost of exacerbating resource contention. CPU utilization for the other four benchmarks is
shown in the Appendix. The actual execution times for all six benchmarks are shown in Fig. 8.
Now we show a microscopic view of the case with WordCount in Fig. 3A and B for 4m4r and 8m8r,
respectively. We plot the CPU utilization and the task’s writing rate.2 In both configurations, we run the

The number of kilobytes the task has caused or shall cause to be written to disk per second.

Time
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CPU utilization for WordCount with different slot configurations: (A) 4m4r, (B) 6m6r, and (C) 8m8r.
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FIG. 3
Resource usage patterns (CPU utilization and writing rate) of WordCount with different concurrency levels on a
single core: (A) tasks running sequentially and (B) 2 concurrent tasks.

job in the way that each core executes four tasks (a total of 16 tasks). While tasks with the 4m4r slot
configuration run sequentially with minimal resource contention, tasks with the 8m8r slot configuration run in tandem with substantial resource contention. As shown in Fig. 3B Task 1 and Task 2 have a
similar CPU resource usage pattern and start to intensively use I/O resources at the same time because
of sorting and merging. This contention in I/O resources is also indicated by the high and bulky I/O
wait in Fig. 2C. Although the CPU utilization is increased with 8m8r, I/O resource contention is much
worse. Specifically, CPU I/O wait time accounts for 9.01% compared to 0.11% in the case of 4m4r. To
conclude, while using fair resource sharing to improve resource utilization, we have to face the risks
of resource contention and performance degradation (ie, decrease in the overall system throughput).
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8.3 LOCAL RESOURCE SHAPER
In this section, we present LRS as a new resource management technique with its two main components, Splitter and Interleave, for MapReduce (Fig. 4). Splitter is at the core of LRS and defines Active/
Passive slots to shape resource consumption. Interleave encompasses the slot manager (SM), which
adapts the number of Passive slots dynamically in order to maximize CPU usage, and the task dispatcher (TD), which dispatches tasks to the appropriate Active and Passive slots.

8.3.1 DESIGN PHILOSOPHY
The notion of local resource consumption shaping is novel in this work in that the tasks are colocated, with their access to resources in consideration of each other (ie, autonomously shaping use of
resources), to deal with the dynamicity of resource usage/sharing. While fair resource sharing is still
meaningful for some purposes, such as responsiveness and multitenancy, it causes resource contention
as colocated tasks often compete for the same resource (eg, a hard disk drive) that cannot be perfectly
multiplexed.
LRS best suits distributed systems, such as MapReduce and MPI, in which a job consists of multiple
tasks and the fairness in resource sharing at the task level within the same job is not a major concern.
Unless system capacity is sufficient for a given job, some of its tasks have to either wait for resources
(space sharing) or (fairly) share resources (time sharing). On the other hand, abundant resource capacity leads to poor resource utilization; and this excessive resource provisioning is a main issue leading
to inefficiency in energy consumption and capital and operating expenditures.
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FIG. 4
The architecture of LRS.
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8.3.2 SPLITTER
A major issue with the slot configuration3 is that the best choice is subject to job characteristics; thus,
there is no rule of thumb. Moreover, resource utilization is essentially limited by the underlying fair
resource-sharing strategy, even with the “best” slot configuration. To tackle the problem of slot configuration, LRS uses Splitter as a “pluggable” resource manager. Splitter pairs up slots in two priority
modes: the Active and Passive slot. A task in an Active slot takes up as many resources as possible to
keep its original usage. A task in a Passive slot makes use of any unused resources, while the task in the
Active slot is either waiting I/O operations to be completed or has completed its execution. Active and
Passive slots are realized using cgroups and their resource-sharing ratio (for CPU and I/O resources)
is 100:1.
Splitter works with TaskTracker to allocate resources to slots. Before a TaskTracker is launched,
Splitter collects the CPU information of the current worker machine using the lscpu Linux command
to determine the numbers of Active and Passive slots, respectively. In our implementation, we have
configured two slots per core and layered them in Active and Passive priority modes. We adopt this
two-slot priority approach as most MapReduce tasks consume more than 50% of available CPU resources [5].
Splitter is triggered by a change in the status of a running task. When receiving new tasks from
JobTracker, Splitter follows a FIFO policy to first fill Active slots and then Passive slots. The transition
of a task from a Passive slot to an Active slot takes place when a task running in the Active slot finishes.
The early-assigned task in Passive is switched to the idle Active slot and that Passive slot is allocated
to a new task. This transition takes place repeatedly.
The focus of this paper is on CPU and disk I/O. Other resources, like memory or network bandwidth, are not considered, but LRS can easily incorporate previous work, including Capacity scheduler
[21], Mantri [15], and Sailfish [22]. The Capacity scheduler enforces a limit on the percentage of memory allocated to a user/job. The Delay scheduler delays a task to favor high data locality and reduce network usage. Mantri and Sailfish avoid network hotspots by decreasing intermediate data transmission.

8.3.3 THE INTERLEAVE MAPREDUCE SCHEDULER
The Interleave scheduler implements a SM and a TD on top of Splitter (Fig. 4), with the adoption of
a “task slot.” As the coexistence of map and reduce slots leads to resource contention when both map
and reduce tasks are running concurrently on a core, we merge the map slot and reduce slot into an
undifferentiated and dual-purpose task slot. The incorporation of task slots with LRS helps eliminate
such resource contention. A task slot takes any task at a time, regardless of task type (map or reduce);
we refer to task slot when we use the term “slot” in the context of Interleave.
Before a TaskTracker starts to work, its corresponding Splitter configures the number of slots (two
by default). SM keeps track of the overall resource usage. Once it detects spare resources (ie, the CPU
is underutilized) in its worker machine, it notifies TaskTracker to increase the maximum number of
Passive slots to obtain more tasks from TD in JobTracker. TD dispatches tasks accounting for the existence of dual-purpose task slots.
The issue with finding the optimal slot configuration is specific to Hadoop 1.x, as Hadoop 2.x has abandoned the concept of
slot, with the introduction of containers. However, the latter container-based model still faces the issue of resource utilization
with fair resource sharing.
3
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Task slot
Managing resources based on LRS eliminates the inefficient resource utilization caused by static slot
configuration with fair resource sharing. However, the coexistence of map and reduce slots still results
in an inappropriate representation of the capacity of resources when processing multiple jobs. Therefore,
we merge the map slot and reduce slot in Hadoop into a dual-purpose “task slot” for more effective resource management. A task slot4 takes any task at a time, regardless of task type (map or reduce).
We illustrate the problem we have found with separate map and reduce slots in Fig. 5. A two-core
worker node is configured with two map slots and two reduce slots. The assumption is that this configuration best represents the resource capacity expecting all four slots (map and reduce slots) to be
constantly occupied. Consider the submission of two jobs, WordCount and TeraSort in order, each of
which includes two map tasks and two reduce tasks. In this case, resources in region B are only adequately used, while resources in regions A and C are underutilized. Increasing the numbers of slots
here is a partial solution resulting in overloading in region B. The adoption of a task slot resolves this
issue of inefficient resource use, although the resource contention between map tasks and reduce tasks
illustrated in Fig. 5 is not a critical issue, as they tend to have different characteristics.

Slot manager
The SM seeks to further increase resource utilization by dynamically configuring (expanding and shrinking)
the maximum number of Passive slots. As the resource usage for Active slots is guaranteed and the resource
contention between Passive slots is a lesser concern, an increase in the maximum number of Passive slots
on a particular worker node helps make use of every spare resource (particularly with I/O intensive jobs).
SM uses 3 seconds as a monitoring cycle, the same interval as the cycle of heartbeat. For each cycle,
we calculate the (average) effective CPU utilization (ie, CPUeff = user mode + system mode) and average
I/O wait (IOwait). The actual usage of CPU (CPUused) is then defined as the summation of CPUeff and IOwait.
If all slots are occupied but there is some spare resource, SM calculates the number of additional Passive
slots as follows:
used
used *
# cores / Slot MAX )û if CPU eff < 0.9 Ù IO wait £ T
ïì ë1 - CPU / (CPU
N =í
if IO wait > T
1
îï
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Slot usage with two jobs.
4

We refer to task slot when we use the term “slot” in the context of Interleave.

100

120

8.3 
LOCAL RESOURCE SHAPER

197

where SlotMAX is the maximum number of allocated slots. T is a threshold configured by the user to
determine the characteristic of running tasks. The empirical value for T that we have obtained from our
experiments is 30%. Note that if this threshold is too high, there is no performance impact on a single
node, but the problem of stragglers would occur for a cluster [2,23].

Task dispatcher
The LRS-aware TD resides in JobTracker and is triggered by heartbeats sent from TaskTrackers. For
each worker, TD dispatches tasks to either Active or Passive slots, but not both at any given scheduling event. Tasks of all submitted jobs are organized in a FIFO queue. The dispatcher processes tasks
in order and is data-locality aware. The dispatcher consists of two phases: reduce task scheduling and
map task scheduling.
The behavior of TD is presented in Algorithm 1. The first part is the reduce task scheduling. Since
slots in Interleave are able to run either map tasks or reduce tasks, reduce tasks need to be first dispatched in case map tasks of the latest jobs keep occupying all slots and earliest jobs hang due to insufficient slots to run reduce tasks. Only one reduce task is dispatched per heartbeat, as in the original
design of Hadoop.
The second part is map task scheduling, which has two stages. Stage 1 assigns tasks to run on Active
slots in a FIFO manner. Stage 2 assigns tasks to run on Passive slots, but data-local tasks from all submitted jobs take priority in order to improve data locality. Note that we never dispatch map tasks to
both Active and Passive slots in the same scheduling cycle, which enables tasks to be evenly distributed
across all workers when the number of tasks is less than the number of slots in the cluster.
Algorithm 1. LRS-Aware Task Dispatcher
When a heartbeat is received from worker n:
/* Reduce task scheduling */
if n has free Active/Passive slots then
for j in jobs do
  if j has unassigned reduce tasks t then
   assign t to n
  end if
end for
end if
/* Map task scheduling */
/* Stage 1: assigning map tasks to Active slots */
for ∀ slot ∈ Active slots of n do
for j in jobs do
  if j has unassigned map task t then
    assign t to n
  end if
end for
end for
/* Stage 2: assigning map tasks to Active slots */
if no map tasks are assigned to Active slots in the current scheduling cycle then
for ∀ slot ∈ Passive slots of n do
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  for j in jobs do
   if j has unassigned map task t with data on n then
    assign t to n
   end if
  end for
end for
for ∀ slot ∈ Passive slots of n do
   for j in jobs do
  if j has unassigned map task t then
   assign t to n
  end if
  
end for
end for
end if

8.4 EVALUATION
In this section, we evaluate LRS extensively with five different schedulers (three Hadoop built-in
schedulers, Delay [8], and our own Interleave scheduler) under seven different benchmarks. Each of the
first six benchmarks has been previously used to evaluate MapReduce [7,15–17]. The last benchmark
is based on a workload from Facebook [8].
In the following, we present our results obtained from experiments with Hadoop 1 and Hadoop
2 (YARN), respectively. In particular, we show results with Hadoop 1 as follows: (1) we show that
Splitter (the core component of LRS), even without our Interleave scheduler,5 addresses our motivating problem by shaping resource consumption to a certain extent; (2) we observe that this resource
shaping translates into performance improvements, regardless of the underlying scheduler used;
(3) we measure how our LRS (with Interleave scheduler) further reduces the I/O utilization; (4) we
show that LRS effectively alleviates the need for manual slot configuration; and (5) we compare LRS
to a solution that proved efficient in handling Facebook workloads [8]. We then show our evaluation of
LRS implemented in YARN.

8.4.1 EXPERIMENTS WITH HADOOP 1.X
We performed all our experiments on a Hadoop cluster consisting of n11 EC2 m1.xlarge instances.
Each instance has four cores, 15 GB RAM, and is running Hadoop-1.0.0 with a block size of 64 MB.
The cluster was configured such that one node is dedicated to run JobTracker and NameNode, and each
of the remaining 10 nodes hosts a TaskTracker and a DataNode. Based on the empirical rule provided
in [18], we varied the slot configuration from four map slots and four reduce slots (4m4r) to eight map
slots and eight reduce slots (8m8r) in our experiments. This makes the capacity of our tested cluster
equal to 80–160 slots.

5

We use the notation LRSFIFO to denote LRS when it uses the Hadoop FIFO scheduler (without Interleave).
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Results: shaping resources using splitter
To observe the effect of local resource consumption shaping, we reproduce the same motivating experiments of Figs. 1 and 2, but with our LRS solution. As Splitter essentially enables such shaping,
we simply integrate Splitter with the default FIFO scheduler in Hadoop, ie, LRSFIFO. In the rest of this
section, we refer to LRS as LRSFIFO.
The results are depicted in Figs. 6 and 7. All results for the single-node experiment with concrete
values are presented in Fig. 8. These results show that Splitter alone substantially improves resource
utilization.
An immediate observation is that LRS maximizes CPU resource utilization (Fig. 6); that is, effective CPU utilization is 95.71% for Grep and 89.15% for WordCount (Fig. 8). In particular, LRS utilizes
CPU resources similarly to the 8m8r configuration for a CPU-bound application (8m8r has 94.42%
effective CPU utilization for Grep). By contrast, LRS always exploits two different slots per core
(Active and Passive), and thus ensures maximum CPU resource utilization in the general case. Note
that more than two slots per core would not bring much CPU utilization improvement, as it is known
that a MapReduce task generally exploits more than half of the CPU resource [5].
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FIG. 6
CPU utilization using LRSFIFO: (A) Grep (exec: 1090) and (B) WordCount (exec: 435).
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FIG. 7
Resource usage pattern of WordCount when running two tasks concurrently on a single core using LRSFIFO.
In comparison with resource usage patterns based on fair resource sharing (Fig. 3B), resource consumption
using LRSFIFO is well shaped, resulting in performance improvement (job execution times: 69 vs. 60): (A) CPU
utilization and (B) write rate.
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FIG. 8
CPU utilization for six jobs running on a single node. Comparisons are made between plain FIFO (with three
static configurations) and LRSFIFO. While “exec” in the figure indicates execution times in seconds, the rest are
CPU usage for idle, IO wait, system and user times, respectively.

On nonCPU-bound applications, LRS tends to obtain higher CPU resource utilization than the
8m8r slot configuration. More precisely, on WordCount, the 8m8r configuration only achieves 79.31%
effective CPU utilization, while LRS achieves 89.15%. The reason for this disparity is that when LRS
is not used, the adequate number of slots to use while ensuring fair resource sharing changes depending
on various parameters, such as the type of running tasks and the size of input data, thus creating valleys
in CPU utilization (Fig. 2).
By contrast, LRS achieves high CPU utilization while incurring a low amount of resource contention. In particular, we can see in Fig. 6 that the I/O wait duration with LRS remains lower in both experiments than in the Section 8.2, regardless of the chosen slot configuration.
To better illustrate that CPU utilization valleys may arise from I/O resource contention, Fig. 7 depicts the CPU and disk resource utilization of a single-core-running WordCount (cf. Fig. 3 for comparison). By distinguishing between Active and Passive slots, LRS lets the task in the Active slot fully
exploit the CPU resource. The other task in the Passive slot keeps waiting until the Active task shows
usage valleys due to, for example, I/O wait. Once the Active task’s CPU consumption decreases as it
terminates, LRS switches the Passive task to active mode to keep leveraging the CPU resource. This
behavior is reproduced cyclically (a third incoming task would become Passive until the Active task
finishes, and so on). Local resource shaping is illustrated by the complementary variations in CPU utilization of the four tasks in Fig. 7A as expected, this harmonious shape contrasts significantly with the
disharmony present without LRS (Fig. 3B).
LRS also shapes I/O resource consumption in the same way as CPU consumption. In fact, this I/O
resource shaping allows LRS to decrease the portion of CPU time spent waiting for I/O from 9.07%
with a 6m6r configuration, to 0.86%. Thus, LRS helps minimize the contention of simultaneous disk
writes as depicted in Fig. 7B which would otherwise significantly limit performance.
To conclude, the combination of low I/O resource contention with increased CPU resource utilization translates directly into performance improvement. We observe that LRS can decrease by 10 times
the I/O waiting time and can achieve 13% higher CPU utilization over a seemingly appropriate slot
configuration (6m6r) on the same nonCPU-bound application (WordCount). As a result, LRS outperforms by 12% the execution time of WordCount running with 6m6r (ie, 435 vs. 496 seconds, see Fig. 8).
For the complete set of comparative results on all six benchmarks, refer to Fig. 8 and the optional
Appendix.
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Results: incorporating splitter into existing MAPREDUCE schedulers
In this section, we show that the core component of the LRS (Splitter) is complementary to its scheduler. To this end, we incorporate three state-of-the-art Hadoop schedulers into LRS: the FIFO scheduler, the Fair scheduler, and the Capacity scheduler. Since these schedulers still use separate map and
reduce slots, their incorporation with LRS is realized by configuring 4m4r for Active and 4m4r for
Passive. The schedulers were run on our 11-node cluster with the six jobs in Table 1. We compare
job execution time using Splitter to manage resource with three optimal configurations based on the
number of cores. Results (Fig. 9) are normalized based on job execution time with LRS. Even though
we did not modify these schedulers, Splitter improves the overall performance by managing resources
more effectively. The FIFO scheduler achieves performance improvement of 8% on average for the six
jobs compared with three different configurations. The Fair scheduler and Capacity scheduler achieve,
on average, performance improvements of 7% and 5%, respectively.

Results: performance of interleave
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For Crypto and the I/O-bound jobs in Table 1, part of the unused CPU resources caused by resource
contention still exist when using LRS’s core resource shaping component, Splitter (please refer to
Appendix for details). The Interleave scheduler is used to alleviate this by supplementing LRS with its
SM and TD (Fig. 10). Interleave further improves resource utilization by 4% on average for effective
CPU utilization for Crypto and the I/O-bound jobs (Sort and TeraSort), further decreasing I/O wait
by half for Crypto, 23% for Sort, and 29% for TeraSort, compared to the case when the FIFO scheduler (LRSFIFO) is used. Due to small amounts of unused CPU resources, results for PiEst, Grep, and
WordCount using LRS (with Interleave) are similar to that using LRS without Interleave (see LRSFIFO
results in Appendix), and thus are not presented.
In Figure 10C we use Sort with the Interleave scheduler as an example to show the variation in
resource usage and the change in the maximum number of slots. In the first 80 seconds, the maximum
number of slots is eight and the number of concurrently running tasks varies. Although unused CPU
resources appear around 70 seconds, the maximum number of slots is still eight because the number
of currently running tasks is less than the maximum number of slots. However, the number of concurrently running tasks reaches 10 and 9 from 70 to 120 seconds because unused CPU resources still
exist when the number of concurrently running tasks reaches the maximum number of slots. All map
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FIG. 9
Normalized job execution time comparisons for different schedulers. Job execution times are normalized due
to their large differences between different benchmarks. The actual execution times can be found in the data
table in Fig. 8.
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FIG. 10
CPU utilization using LRS (with Interleave). The adaptive Passive slot allocation of SM is shown in Fig. 10C.
The maximum values on x-axes are intentionally set to 450, 450, and 350 for effective comparisons with other
figures in Appendix: (A) Crypto, (B) TeraSort, and (C) Sort.

tasks finish at 120 seconds and, after that, the number of concurrently running reduce tasks gradually
increases, as only one reduce task is assigned in a scheduling cycle.

Results: improving the performance of slot configurations

CPU utilization

In another experiment, we validate LRS with the Interleave scheduler (simply LRS) on our 11-node
cluster with the same six benchmarks used in earlier experiments, except that we increased the input
data to 20 GB and the number of tasks for each job to 320 map tasks and 160 reduce tasks. Additional
test cases for multiple jobs combinations were added to make this experiment more comprehensive.
Results are shown in Figs. 11–13. We compare LRS against the default FIFO scheduler. We observe
that the job execution time with LRS remains lower than with the FIFO scheduler with the optimal slot
configuration (ie, by 9% on average and by up to 17%). We also observe that the effective CPU utilization increases by 11% on average and by up to a 22% (for the combination of Crypto and WordCount).
Finally, the I/O wait for moderate CPU jobs and I/O-bound jobs is reduced by a factor of two on average and by up to a factor of five (for the combination of Sort and WordCount).
As the capability of Splitter to improve resource utilization and performance has been shown in
Figs. 6 and 7 and the Interleave scheduler achieves yet more improvement, we only present the performance of LRS in the following sections.
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FIG. 11
CPU utilization for six jobs running on a cluster.

295
20.2
0.41
5.42
73.9

289
18.7
0.04
5.70
75.5

394
30.5
18.3
11.3
39.8

322
17.6
27.7
11.9
42.7

307
20.3
8.98
15.5
55.1

296
33.2
16.9
13.5
36.3

308
33.5
20.8
11.8
33.7

278
30.2
11.0
12.6
46.0

272
21.7
18.8
9.77
49.6

274
25.6
15.0
10.1
49.1

236
21.5
5.88
12.1
60.4

CPU utilization

8.4 
EVALUATION

100

TeraSort+WordCount

Sort+WordCount

Sort+TeraSort

Crypto+WordCount

PiEst+Grep

203

6 jobs

80
60
40
20
0

4m4r 6m6r 8m8r LRS

541
idle
20.1
iowait 9.18
system 7.60
user
63.0
exec

529
16.6
9.50
8.07
65.7

523
15.1
9.30
8.24
67.3

483
14.3
5.83
8.88
70.9

4m4r 6m6r 8m8r LRS

4m4r 6m6r 8m8r LRS

4m4r 6m6r 8m8r LRS

4m4r 6m6r 8m8r LRS

4m4r 6m6r 8m8r LRS

535
20.9
18.7
8.68
51.6

522
17.7
27.3
11.8
43.0

555
19.6
9.69
9.38
61.3

859
17.6
0.07
4.12
78.1

1760 1844 1864 1648
12.9 8.09 4.17 3.81
10.5 12.3 14.2 6.3 9
8.26 9.89 10.9 12.0
68.2 69.6 70.6 77.8

521
18.8
9.10
10.8
61.1

574
13.9
25.3
8.84
51.8

479
14.3
4.67
12.3
68.6

557
17.1
28.8
11.4
42.5

619
25.3
27.4
10.0
37.1

502
19.2
14.9
14.2
51.4

551
18.3
19.6
8.79
53.2

558
18.6
14.9
10.0
56.4

505
11.3
3.67
12.3
72.6

857
18.4
0.65
4.28
76.6

769
13.0
0.02
5.05
81.8

758
12.1
0.01
5.14
82.7

FIG. 12
CPU utilization for job combinations running on a cluster.
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FIG. 13
Normalized execution time comparisons for jobs running on a cluster. The actual execution times can be
found in the data tables in Figs. 11 and 12, respectively: (A) single job and (B) combination.

We observe for all experiments that each configuration is best suited to execute a certain job. For
example, in our 11-node cluster, 8m8r is the best configuration for Grep, 6m6r is the best for the combination of Sort and WordCount, and 4m4r is the best for Sort. As workloads change over time in real
systems, any one of these static configurations will cause performance degradation. Even if we try to
profile a job to get a best configuration before we ran it on a production system, the best configuration
still could be wrong. For example, 8m8r is the best for Sort with small input data size on a single node,
but it performs the worst with large input data on our cluster. Moreover, job combinations will make
the problem more complex. In our experiments, we observed an average slowdown of 9% (up to 22%)
caused by different configurations. LRS allows us to overcome this problem.

Results: when running facebook workload model
In this experiment, we evaluate LRS through a set of benchmarks based on the workload trace from
Facebook, which was reported in Ref. [8]. We scaled down the total number of jobs based on our cluster’s scale and generated a job submission scheduler of 25 jobs. According to the Facebook trace, the
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Table 2 Distribution of Benchmark Jobs
No. of Map Tasks

Rate (%)

No. of Benchmarks (No. of Maps Tasks)

1–2
3–20
21–150
151–300
301–500
>500

54
14
15
6
4
7

8 WordCount (1) 6 TeraSort (2)
2 Sort (8) 2 WordCount (16)
1 Crypto (80) 2 TeraSort (120)
1 WordCount (240)
1 PiEst (400)
1 TeraSort (520) 1 Grep (640)

distribution of job interarrival times was roughly exponential with a mean of 14 seconds. This makes
our submission schedule 373 seconds long. The six benchmark jobs are mixed with different job input
sizes (64 MB input block for a map task) and the job input sizes were generated based on the Facebook
workload model. In particular, Table 2 lists the number of map tasks per job workload trace, the percentage of the total jobs, benchmark name, and the actual number of running benchmarks.
We compare LRS (with Interleave) against the FIFO scheduler and the Delay scheduler [8]. Besides
the optimal slot configuration range we used before, we added a 4m2r configuration according to the
original configuration [8]. The results are shown in Fig. 14. LRS outperforms these two schedulers with
all configurations. More precisely, it decreases jobs execution time by 12% on average and by up to
20% compared with the Delay scheduler with 4m4r. Additionally, effective CPU utilization increases
by 9% on average and I/O wait is about two times lower with LRS than with others.

8.4.2 EXPERIMENTS WITH HADOOP 2.X
While LRS improved performance in the Classic Hadoop (Hadoop 1.x) environment, Hadoop YARN
has introduced several changes to the resource allocation model. These changes make it unclear whether
the tiered approach presented in LRS will be effective in the Hadoop YARN environment. In this experiment, we implement LRS in Hadoop YARN to validate its effectiveness in YARN.
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The performance of our implementation of a two-tier resource allocation model (ie, Splitter in
LRS) in Hadoop YARN was tested over a range of MapReduce benchmarks (Table 1, excluding
Crypto). Input data sets for the benchmarks were generated using the utilities RandomWriter (for Sort),
RandomTextWriter (for Grep and WordCount), and TeraGen (for TeraSort). Input datasets of 30 GB
were used for each benchmark, with the exception of PiEst and TeraSort. PiEst uses 1500 maps with
1,000,000 samples per map and TeraSort uses 10 GB of input data. These input sizes were chosen so
as to be sufficiently large to utilize the whole test cluster, made up of 11 m3.2xlarge EC2 instances.

Implementation in Hadoop YARN
Following from the original LRS work, we implement a two-tiered resource allocation system with one
Active and one Passive task per CPU core. A setting of two containers per CPU core also follows the
rule of thumb configuration presented in several Hadoop YARN configuration guides for maximizing
resource utilization [12]. The Hadoop YARN interface for managing resource containers with Linux
cgroups was extended to allow for management of both CPU and I/O resources, and a mechanism for
adjusting the relative resource shares was added to the interface. CPU and disk resources were shared
between Active and Passive tasks in a ratio of 100:1.
To manage tier allocations, the Hadoop YARN container model was extended to include the notion
of a container tier. By default, the Hadoop YARN Container Manager interface monitors resource usage
within each Node Manager (worker node) in a cluster. The Container Manager was modified to update
container tier allocations. A simple algorithm for managing container tiers was implemented, which
assigns incoming tasks to a tier based on the amount of tasks currently executing. We always allocate
the maximum amount of Active tasks before assigning a task to the Passive tier. Finally, as an Active
task finishes, the longest-running Passive task is moved into the Active tier (ie, it is allocated a larger
resource share). This management algorithm runs periodically within the Container Manager thread on
each node. The internal container management mechanisms were optimized where possible since the
management function runs frequently. These changes are only visible within the Node Manager itself;
the Resource Manager (master node) and Scheduler are unaffected by the changes, maintaining the
property of scheduler-independence.

Results
We compare performance to Hadoop YARN configured with one resource container per CPU core
(denoted as YARN-1) and Hadoop YARN configured with two resource containers per CPU core
(denoted as YARN-2). We denote the modified Hadoop YARN with two-tier resource allocation as
YARN-LRS. The results for these experiments are presented in Fig. 15. To understand the results
for the two-tier resource management technique, we analyse a breakdown of resource usage for the
individual benchmarks. This resource breakdown, as well as absolute execution times for each benchmark, is shown in Fig. 16.
On average across the two-scheduler configurations, YARN-LRS decreases performance compared
to YARN-1, which is the best YARN configuration, by a slight margin. While there is a 4% reduction
in execution time across the MapReduce benchmarks compared to YARN-1 when using the Capacity
scheduler, YARN-1 outperforms YARN-LRS by 6% on average when using the FIFO scheduler.
YARN-LRS performs the best in the CPU-bound PiEst benchmark and the I/O-bound Sort benchmark
when using the Capacity Scheduler, with average performance improvements of 5% and 14%, respectively. This suggests that the two-tier resource management technique is functioning as intended to both
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FIG. 15
Performance comparison for MapReduce benchmarks.

FIG. 16
Breakdown of CPU usage for MapReduce benchmarks when using the capacity scheduler.

increase CPU utilization and reduce I/O contention in some cases. We note that relative performance of
the various configurations is similar for PiEst, Grep, and WordCount benchmarks across both Capacity
and FIFO schedulers, and that the most significant differences between the two schedulers are for the
I/O-bound Sort and TeraSort applications. Finally, we note that YARN-LRS improves performance
compared to YARN-2 in almost all cases. This suggests that the tiered resource management approach
is working as intended to reduce resource contention, since these two configurations have the same
amount of tasks executing concurrently (two per CPU core). However, we focus our analysis on comparison between YARN-LRS and YARN-1, since it is the best performing YARN configuration.
For the PiEst benchmark, the resource breakdown confirms that the two-tier resource allocation
strategy has worked as intended to increase CPU utilization. The PiEst application is CPU-bound, so
we do not expect a considerable increase in performance by increasing task concurrency, as one task
is enough to completely utilize a CPU core. However, analysis of CPU usage over time, as shown
in Fig. 17, shows that YARN-LRS prevents the drops in utilization seen in YARN-1 (the previous
best performing configuration) as each task finishes. While YARN-2 increases resource utilization
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FIG. 17
CPU utilization on the PiEst benchmark.

compared to YARN-1 and also maintains more even CPU utilization (similar to the YARN-LRS utilization shown in Fig. 17), it does not result in a performance improvement due to increased resource
contention between the two tasks per core.
While Grep is also CPU bound, YARN-1 performs slightly better to YARN-LRS. Analysis of task
distribution, presented in Fig. 18, shows that this is because the Grep job uses significantly less parallel tasks than PiEst during the second half of its execution time. When there are a small number of
tasks, no tasks are allocated to the Passive tier, meaning that the two-tier approach in YARN-LRS is
effectively not used. As a result, there is a slight decrease in performance due to the additional overhead introduced by the two-tier resource allocation strategy. Significantly, this result shows that in the
Hadoop YARN environment, whenever there are not enough tasks in the cluster to utilize all resource
containers, there is less resource contention that can be reduced and resource utilization cannot be

FIG. 18
Task distribution for the Grep MapReduce application.
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increased, since there are so few tasks that are executing. Therefore, there is both less opportunity to
increase resource utilization and less opportunity to decrease resource contention, meaning that the
tier-based resource allocation method is not effective.
The performance on the I/O-bound benchmark Sort follows the results presented in Ref. [24] when
using the Capacity scheduler. As shown in Fig. 16, YARN-LRS increases user execution without
increasing I/O wait; that is, it increases resource utilization without increasing resource contention.
However, we do note that Fig. 16 shows that the two-tier resource allocation model does not significantly affect I/O wait in a Hadoop YARN environment; one of the significant advantages of the twotier model in the original LRS work is reduction in I/O wait. This confirms our hypothesis that since
Hadoop YARN reduces resource contention by using the container-based resource allocation model,
the two-tier resource management approach has less of an advantage. Initially, similar results were also
expected for the I/O-bound TeraSort benchmark; however, Fig. 16 shows that there is no significant
change in performance between the resource management approaches. Analysis of task distribution,
presented in Fig. 19, shows why the performance is comparable for all the configurations when using
the Capacity scheduler. The TeraSort implementation is optimized to minimize resource contention;
as such, it never launches more three parallel tasks on each node. Therefore, for the same reasons
discussed with the Grep benchmark above, we see comparable results across all configurations, as the
two-tier system only uses a single tier, which does not improve performance.
Fig. 16 shows that there is a significant difference between the performance of the configurations
for Grep and the I/O-bound benchmarks when using the FIFO Scheduler compared to the Capacity
Scheduler. This is due to the small amount of tasks launched by the Grep, Sort, and TeraSort tasks.
Since the simple FIFO scheduler does not account for data locality in the same way as the Capacity
scheduler, it creates uneven task allocation across the cluster, with many tasks allocated to some nodes
and no tasks allocated to others. This is a problem because some tasks on heavily utilized nodes are
allocated to the Passive tier, while there are unused containers on other nodes. This causes the difference in performance between FIFO and Capacity Schedulers, since Capacity Scheduler distributes the
tasks evenly (due to data locality), which allows the system to work more effectively. For this reason,
YARN-LRS causes decreased performance compared to YARN-1 for applications with a small amount
of tasks when using the FIFO Scheduler.

FIG. 19
Task distribution for the TeraSort MapReduce application.
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This analysis of the Sort and TeraSort benchmarks when using the FIFO scheduler shows that applications with small amounts of tasks can show decreased performance when using the two-tier resource
allocation strategy in a Hadoop YARN environment compared to the existing YARN configurations.
However, we do not expect this to be a significant problem in real-world applications for two reasons.
First, Hadoop YARN exposes an interface for applications to request task locations; any application
can be easily extended to take advantage of this, resulting in evenly distributed tasks across the cluster.
Second, real-world cluster environments are typically shared between multiple users and have multiple
jobs running concurrently; since we have shown that two-tier resource strategy functions as intended
when resource containers are saturated with tasks, we expect the two-tier strategy to result in increased
throughput in that scenario.
Fig. 15 shows that for the WordCount benchmark in both schedulers, YARN-1 outperforms
YARNLRS, increasing execution time by 5% on average. Analysis of the WordCount application itself
shows that the overall WordCount execution time is dominated by the execution time of the reduce task.
This can be seen by analysis of resource usage for individual processes. In our experimental setup, the
WordCount application takes around 250 seconds to complete. The reduce task, as shown in Fig. 20,
runs for around 200 seconds, and after around 130–150 seconds of total job execution time, the reduce
task is the only task using CPU resources.

FIG. 20
Comparison of reduce task CPU usage in YARN-1 and YARN-LRS.
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Fig. 20 shows that after around 130 and 150 seconds, respectively, both YARN-1 and YARN-LRS
reduce tasks have very similar resource usage profiles, with the exception of YARN-LRS being 10–
15 seconds behind YARN-1. This 10–15 seconds delay corresponds to the 10-15 seconds slowdown
we see in YARN-LRS compared to YARN-1. This confirms that the reduce tasks are the bounding
factor in the execution time of the WordCount job. Fig. 20 also shows a significant difference in CPU
utilization between the two tasks at the beginning of their execution. The YARN-1 Reduce task uses
100–150% CPU over the first 15 seconds, while in this time the YARN-LRS reduce task uses very
little CPU at all. Since the resource usages are otherwise comparable, we conclude that this reduced
resource usage at the beginning of the execution results in the overall job execution time increase.
Finally, we know that each task is first allocated to a Passive container; it follows that the reduced
resource usage is because the YARN-LRS task is Passive during this time. Therefore, analysis of the
WordCount benchmark shows that jobs for which execution time is bound by a single task have decreased performance when using a two-tier resource allocation strategy, since the bounding task will
begin execution in the Passive tier.
This is a significant problem for the generality of the two-tier resource management technique.
WordCount is a common MapReduce benchmark, and applications in other frameworks are often
bounded by individual tasks as well (eg, Apache Tez). As such, this result shows that the two-tier resource management technique is not appropriate for all applications.

8.5 RELATED WORK
Efficient resource management has been studied for different purposes, such as maximizing resource
utilization and minimizing resource contention [1,4,7,9,11,12,16,25–29]. These results span across
various granularities including data center, server, VM, and job level. Maximizing resource utilization
is often sought by intensifying workload consolidation (concurrency), and thus tends to cause high
resource contention and, in turn, performance degradation. The incompatibility of resource utilization
and resource contention hinders the identification of the optimal concurrency level.
Resource consumption shaping was proposed as an extension to network-traffic shaping for data
center utilization [1,9]. The underlying idea behind resource consumption shaping is that resource consumption in data centers can be smoothed out by deferring nontime critical workloads in the peak usage
period. Although our work is inspired by this work, our focus is at the finer node level.
VM placement and scheduling strategies (eg [4,11,12]) are probably the most common ways to improve resource utilization. They essentially consolidate workloads/VMs in the way that the number of
active servers is minimized. This consolidation is facilitated by the use of VM migration [25]. Previous
works are still coarser grain (VM monitor level) than ours. In the meantime, resource management
approaches [26–28] are designed with the awareness of performance interference among colocated
workloads. Unlike the preventive approach in our work, these works are concrete and reactive focusing
on the exclusiveness and isolation of resource use between colocated applications by explicitly controlling resource usage. Unless the resource usage of colocated applications perfectly complement each
other, when using previous solutions, resource contention and performance degradation is inevitable.
There were attempts to maximize resource utilization by profiling jobs in advance to find the resources bottleneck [7], and Cake [29] uses a two-level scheduling scheme to dynamically adjust the
level of concurrency based on measured resource contention (device latency). In order to fully utilize
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one type of resource, they tend to face the underutilization of other resources. The WCO scheduler [16]
combines workloads with different characteristics to reduce resource contention, whereas Choosy [30]
aims at satisfying job placement constraints. These previous results are all limited in their resource
management capacity by fair resource sharing. By contrast, LRS enables multiple workloads to harmoniously share resources by nonuniformly interlacing their resource usage. This is markedly distinct
from fair resource sharing.
Hadoop is very popular for large-scale distributed computing particularly to process ever-
increasing data volumes; hence, managing resources within Hadoop has been a challenge of practical
importance. There is a large body of work on resource management [5,8,15,21,22,31], especially at
the scheduling level. In contrast to these solutions, our Interleave scheduler exploits the fact that LRS
trades map/reduce slots off for Active/Passive slots. The developers of Hadoop have recently decided
to get rid of map/reduce slots [13]. The beta version of Hadoop 2.x does not aim at shaping local
resources, but it instead relies on the user to leverage “containers” appropriately. Map/reduce slots
will most likely not be part of the next stable release of Hadoop in part because of the constraints they
impose on schedulers.
The Capacity scheduler [21] supports job memory resource requirement. Jobs are able to be dispatched in a way to reduce memory interference between running tasks. The Delay scheduler [8] takes
into account data locality of map tasks. It replaces the relatively slow-speed network I/O with local disk
I/O to achieve efficient resource utilization for performance improvement. More recently, Mantri [15]
and Sailfish [22] achieve performance improvement by decreasing intermediate data transmission between map and reduce tasks to avoid network hotspots. Even automatic solutions [31] that tune Hadoop
parameters to improve performance cannot disable fair resource sharing and existing resource allocation techniques, like DRF [5], share various resources but always in a fair manner. We thus believe
that these solutions could also benefit from LRS to reduce their job duration by shaping their resource
consumption instead of fairly consuming them.

8.6 CONCLUSIONS
Local resource consumption shaping is a novel technique to ensure that resources are leveraged at
the granularity of a single node (or core) of a distributed system, despite unpredictable workload usage. We have designed LRS to be an independent and pluggable resource management component for
system-wide schedulers to optimize system efficiency. LRS contrasts with existing solutions that either
compensate predictable load variations ahead of time, or instead compensate unpredictable variations a
posteriori (eg, after identifying resource contention). By relieving the burden of finding an appropriate
slot configuration in Hadoop 1.x and by overcoming the inefficiency inherent in fair resource sharing,
LRS improves the performance of MapReduce and similar applications.
We conducted an extensive analysis of LRS on a cluster of machines using 6 MapReduce benchmarks and Facebook workload model, and we evaluated the performance of four different MapReduce
schedulers. We draw a number of interesting conclusions:
•

The homogeneous nature of map tasks and reduce tasks make them prone to resource contention.
LRS starts improving performance by limiting fairness, whereas fair resource sharing forces
homogeneous tasks to acquire similar resources in overlapping periods of time, leading to
contention peaks.
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The problem of local resource consumption shaping is orthogonal to the scheduling problem
in that simply differentiating Active from Passive slots leads to performance improvements
regardless of the scheduler. A scheduler, like ours, can leverage this differentiation to reduce I/O
contention substantially.
Letting tasks run on any slot gives room for optimization: in our experiments, LRS always
outperformed the most efficient static slot configuration both in terms of performance and
resource utilization.
As YARN replaces the slot implementation/configuration of Hadoop by the introduction
of containers with its creation based on resource capacity, the effectiveness of LRS, when
implemented in YARN, is less universal compared to LRS in Hadoop 1.x. We conclude that the
original two-tier model in LRS needs further work for use in Hadoop YARN environments.

APPENDIX CPU UTILIZATION WITH DIFFERENT SLOT
CONFIGURATIONS AND LRS
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SYSTEM OPTIMIZATION
FOR BIG DATA
PROCESSING
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9.1 INTRODUCTION
With the accelerated growth of digital information, a large amount of data is generated every day,
from industrial productions to electronic commerce in life; from enterprise information management
systems to e-government affairs of government departments; from social media to online video image data. According to incomplete statistics, new daily transactions of Taobao could reach 10 TB; the
analysis processing data of eBay platform could go up to 100 PB; 10 million active users of Facebook
[1], generate photos that can stack up at 80 Tour Eiffel daily; YouTube users upload 60 h video data
every minute. According to the IDC forecasts, the amount of data stored in electronic form could reach
32ZB globally by 2020. If one burned it to DVD discs, one could stack up dozens of back and forth
from the earth to the moon base.
In recent years, Big Data [2] has become a sweeping global phenomenon and a hot topic in international academic circles. The application industries set off an unprecedented upsurge of research in
this field. The data scientists, research institutes, and related companies all have proposed the concept of Big Data. However, they have not formed a unified definition of Big Data so far. The “4 V”
features of Big Data implied the large quantity (volume), multimode (variety), speed (velocity), and
low-density value (value). They increase the difficulty and complexity of data management and information extraction and lead that the conventional data processing is unable to meet the needs of the
urgent change of data processing mode. Accordingly, the storage and management of Big Data have
become a hot topic.
There are various types of real-world Big Data applications. The main processing mode can be
divided into batch processing and stream processing. Batch processing is store then process, and the
stream processing is straight-through processing. The processing mode of the stream processing treats
the data as a stream. The data stream is composed of a constant stream of data. When new data arrive, it
will be processed and returned immediately. The MapReduce programming model proposed by Google
in 2004 is the most representative of the batch processing. Whether it is a stream processing or batch
processing model, it is a feasible way to deal with Big Data. In the practice of Big Data processing, the
combination of the two models will be used.
The data sources of Big Data are extensive. The application requirements and data types are not the
same; however, the most basic processing procedure is the same. The whole Big Data processing flow
can be defined as follows: With the aid of suitable tools, the data source is extracted and integrated, and
the results are stored in a certain standard. Using appropriate data analysis technology to analyze the
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00009-X
© 2016 Elsevier Inc. All rights reserved.
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data stored, extract useful knowledge and use the appropriate way to show the results to the end user.
Specifically, the process can be divided into data extraction and integration, data analysis, and data
interpretation.
In the era of Big Data, data management, analysis, and other diverse needs to make the traditional
relational database in many scenarios no longer apply. Therefore, a variety of Big Data processing tools
came into being. Some of these tools are complete processing platforms, some of which are specifically
tailored to the specific Big Data processing applications. Table 1 summarizes some of the mainstream
processing platform and tools; most of them are based on the Hadoop function expansion or provide
data interface with Hadoop. Hadoop is the most popular Big Data processing platform. Hadoop has
developed into a complete ecosystem, including the file system (HDFS), database (HBase), data processing (MapReduce), and other functional modules. To some extent, Hadoop has become the de facto
standard of Big Data processing tools.
Hadoop [3] has high-reliability, high-scalability, high-efficiency, and high-fault tolerance. While
Hadoop has been adopted by many companies, it has some shortcomings, such as handling small
files and the performance of data processing. For these problems, the study of Hadoop system performance optimization and enhancements could improve enterprise massive data processing capacity
and real-time data processing, change data for the purpose of the assets, and provide references for
the relevant technical personnel. In this chapter, we introduce the relevant technology of Hadoop
and the system optimization of Hadoop-based Big Data processing technology, including the basic
framework of Hadoop, parallel computation framework MapReduce, job scheduling of Hadoop,
performance optimization of HDFS, performance optimization of HBase, and feature enhancements
of Hadoop system.
In this chapter, we first compare the differences of several MapReduce-like frameworks and describe the load balancing of MapReduce and job scheduling of Hadoop. Second, we summarize performance optimization methods of HDFS and HBase. Third, we analyze and discuss a performance
enhancement of Hadoop system and some directions of future optimization.
The rest of the chapter is organized as follows: Section 9.2 describes the basic framework of
Hadoop system, Sections 9.3–9.7 introduce MapReduce parallel computing, framework optimized job

Table 1 List of Big Data Tools
Category
Platform
Database

Data processing
Data warehouse
Query language
Statistic and machine learning

Examples
Local
Cloud
SQL
NoSQL
NewSQL
Batch
Stream

Hadoop, MapR, Cloudera, Hortonworks, InfoSphere BigInsights
AWS, Google Compute Engine, Azure
Greenplum, Aster data, Vertica
HBase, Cassandra, MongoDB, Redis
Spanner, Megastore, F1
MapReduce, Dryad
Storm, S4, Kafka
Hive, HadoopDB, Hadapt
HiveQL, Pig Latin, DryadLINQ, MRQL, SCOPE
Mahout, Weka, R
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s cheduling optimization, HDFS [4] performance optimization, HBase [5], and Hadoop performance
optimization enhancements individually, and finally, the summary and further research is given.
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HDFS
(Hadoop Distributed File System)

FIG. 1
The basic framework of the Hadoop ecosystem.

Avro (Serialization)

ZooKeeper (Coordination)

Hadoop has evolved into an ecosystem from open source implementation of Google’s four components, GFS [6], MapReduce, Bigtable [7], and Chubby. The basic framework of Hadoop ecosystem is
shown in Fig. 1.
Fig. 1 describes each layer in the ecosystem, in addition to the core of the Hadoop distributed
file system (HDFS) and MapReduce programming framework, including the closely linked HBase
database cluster and ZooKeeper [8] cluster. HDFS is a master/slave architecture, which can perform a
CRUD (create, read, update, and delete) operation on file by the directory entry. HDFS provides high
reliability of the underlying storage support for the entire ecosystem. MapReduce adopts the “divideand-conquer” ideas, which distributes operations of large data sets to each sub node, then merges the
intermediate results of each node to get the final result. MapReduce can provide high-performance
computing capacity for the system. HBase is located in a structured storage layer, and the Zookeeper
cluster provides a stable service and failover mechanism for HBase.
Hadoop was originally used by applications like retrieval. However, with the advent of the
era of Big Data, Hadoop was required to adapt to more extensive applications. For different
types of applications, MapReduce parallel computing framework is inadequate and needs to be
optimized. In order to make MapReduce process more tasks at the same time, we also need to
consider the optimization of job scheduling. HBase is the open source database based on Hadoop.
HBase has the problem of slow response speed and a single point of failure. In order to provide
high performance, high reliability, and real-time reading and writing, we also need to optimize
the performance of the HBase. HDFS is the underlying storage of Hadoop, which needs access to
various sizes of files quickly in order to enhance its security performance. From the perspective
of the overall balance of performance, efficiency, and availability, we can also further enhance
Hadoop’s features.
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9.3 PARALLEL COMPUTATION FRAMEWORK: MAPREDUCE
MapReduce is a distributed programming framework proposed by Google in 2004 for massive-scale
parallel data analysis. It is applicable widely, which can reduce the difficulty of parallel programming.
MapReduce is designed to deal with the massive data in the field of information retrieval based on the idea
of divide and conquer. With the deepening of the research, the application arrangement of MapReduce is
more and more extensive. At the same time, the shortage of MapReduce in handling other types of data
processing is appearing progressively, such as in iterative or recursive type of applications. With a focus
on this problem, researchers have proposed a lot of improvements and optimization for MapReduce.

9.3.1 IMPROVEMENTS OF MAPREDUCE FRAMEWORK
Focusing on the deficiency of MapReduce on handling various types of applications, academicians and
technicians did the following research: Yahoo! joined with the University of California, Los Angeles,
and developed an improved model of MapReduce: Map-Reduce-Merge [9], which was used to handle
multiple related heterogeneous data sets. The Map-Reduce-Merge adds a merge operation to combine the
processing results of heterogeneous data sets. In order to solve the problem that MapReduce cannot adapt
small-scale clusters well, the University of Oslo in Norway puts forward a parallel programming model
named KPNs (Kahn process networks) [10]. KPNs are based on message-passing and shared-nothing
models, which provide a simple and flexible tool for modeling parallel applications and could execute
iterative computations automatically. However, their performance and scalability need to be verified.
The MapReduce framework itself still has some drawbacks, but some improvements have been
proposed. The University of Illinois designed a parallel programming model named Barrierless
MapReduce [11]. Focusing on the deficiency that the reduce operation needs to combine and sort
the output key-value pairs of map tasks before processing, the model changes the features of reduce
operations so that it can process the intermediate key-value pairs directly without sorting. However, it
imposes new burdens on developers, who need to modify their custom reduce functions.
Limited by the design philosophy, iterative applications do not perform very well on the MapReduce
framework. It is also a hot issue for researchers. The University of Tromso in Norway has improved
the aforementioned Map-Reduce-Merge function and proposed Oivos [12]. It can manage and execute
multiple MapReduce or Map-Reduce-Merge functions automatically so as to be more applicable for
iterative applications. HaLoop [13,14] is a modified version of the Hadoop for iterative applications.
The core idea of HaLoop is to improve the performance of iteration by caching static data locally. Each
node caches the static data in a local file system, which remains the same in each iteration. HaLoop
modifies the task scheduling strategy to take advantage of the static data caching. The tasks that process
the same data input will be sent to the same node as the last iteration. However, the fixed task load
allocation of reduce tasks between iterations might exist the load imbalance problem. Therefore, it is
too inflexible to adapt heterogeneous clusters. Ekanayake et al. proposed a stream-based MapReduce
framework that supports iterative programs, such as Twister [15]. In Twister, mappers and reducers are
long running in a task pool to avoid building them repeatedly in iterations. The input and output of tasks
are held in the distributed memory cache. However, in order to guarantee the same node in each iteration process, the same static data is cached in local memory; Twister uses a static scheduling strategy
similar to HaLoop. Twister lacks the support of a distributed file system, and it still needs to improve
its fault tolerance. Furthermore, based on the idea of asynchronous scheduling iterations, iMapReduce
[16], PrIter [17], i2MapReduce [18], and iHadoop [19] were emerged in succession. They improve the
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Table 2 Comparison of MapReduce-Like Frameworks
Framework

Usability

Iterative Support

Main Features

MapReduce

Easy

No

Barrierless MapReduce

Complex

No

Map-Reduce-Merge

Easy

No

Oivos

Easy

Yes

KPNs
HaLoop

Easy
Complex

Yes
Yes

Twister

Easy

Yes

Simple and valid, based on the thought of
divide-and-conquer
Modify the Reduce function to avoid combine-andsort intermediate results
Add merge operation to process heterogeneous
data sets
Can execute multiple MapReduce or Map-ReduceMerge automatically
Can execute iterative computations automatically
Extend MapReduce API; Static data caching;
Based on Hadoop
Import Task Pool mechanism to avoid rebuilding
of tasks; lack support of DFS

execution efficiency of iterative applications. However, these achievements are still in an exploratory
stage and have limitations that hinder their utilization in production.
Table 2 shows the comparison of several MapReduce-like frameworks we mentioned earlier. In
conclusion, researchers make significant efforts to try to address the imperfection of MapReduce programming model. However, all these improvements are limited to one particular aspect that has not
achieved a high level of abstraction. Their performance and scalability still need to be further verified;
in fact, the original MapReduce model that was proposed by Google is still the most popular framework
in the industry.

9.3.2 OPTIMIZATION FOR TASK SCHEDULING AND LOAD BALANCING
OF MAPREDUCE
The primitive task scheduling strategy of MapReduce only considered the distribution of data storage
in map phase that MapReduce tries to assign map tasks to a node where their input data stored on.
While in the reduce phase, MapReduce partitions the intermediate data output by map tasks following
the principle that the key-value pairs with the same key will be sent to the same reduce task. By default,
MapReduce adopts hash partitioning to partition intermediate data, that is, it takes the hash code of
each key modulo the number of reduce tasks.
The hash partitioning is based on an assumption that all nodes in the cluster are homogeneous (ie,
the computing capability of each node is exactly the same). In fact, this assumption can hardly be set
up. Experiments show that there are always some map or reduce tasks that execute much more slowly
than others, therefore increasing the execution time of the whole job.
A mechanism called speculative execution is embedded into Hadoop to mitigate slow tasks. The
JobTracker distinguishes slow tasks, which are called stragglers. When a tasktracker is applied for
new tasks but all available tasks have already been assigned, the JobTracker would find out a straggler
to launch a duplicate on the tasktracker. This mechanism tries to prevent some slow tasks or downed
nodes to affect the performance of the whole job. However, in the real-world application, the mechanism is recognized as inefficient, especially in a dynamic environment.
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Considering the heterogeneity and dynamics of the runtime environment, a self-adaptive scheduling policy may adapt better. Chen et al. proposed a scheduler called self-adaptive MapReduce (SAMR)
[20]. By recording and analyzing the historical execution information of each node, SAMR looks up
the slowest tasks dynamically. Kwon et al. at the University of Washington concentrated on the uneven
distribution of input data and designed a runtime load balancing mechanism, SkewTune [21]. In a way
that is similar to the speculative execution of Hadoop, when a tasktracker is idle, JobTracker will find
a task with a heavy load and try to share its remaining processing with the idle tasktracker. However,
in a different way from the speculative execution, SkewTune proposed a method to repartition the unprocessed input data of a task and to mitigate the subtask transparently instead of launching a duplicate
of the whole task. Li et al. in National University of Defense Technology in China found the problem
of an uneven data partition of hash partitioning in shuffle phase and put forward a skew-aware task
scheduling iterative applications to mitigate the problem [22].
From another aspect, the spatial locality and temporal locality of the storage of input data and intermediate data would help to do a more balanced scheduling. Guo et al. proposed a scheduling policy based on
the known data distribution [23]. The policy takes full account of the data distribution in the cluster and
schedules tasks to proper nodes based on the priority of the tasks and nodes. Recognized that the longest
approximate time to end (LATE) [24] scheduler, which is proposed and widely adopted before, did not take
data locality into account, Li et al. put forward an improved version [25]. Fu et al. studied the load balancing mechanism of MapReduce framework in the environment of periodic applications [26]. Considering
the similarity of its data distribution with history, they designed a load balancing strategy that partitioned
intermediate data according to historical execution information in shuffle phase instead of hash partitioning to make the load more balanced. Heintz et al. at the University of Minnesota specialized in adopting
MapReduce upon the geographically widely separated cluster and proposed a cross-phase optimization
for MapReduce scheduling [27]. It built a feedback mechanism between the map and push phase and the
shuffle and reduce phase, as well as adjusted the task scheduling scheme according to the feedback.
Generally speaking, researchers have made for fruitful discussion of the improvement of the
MapReduce framework. However, for the applications that do not adopt a divide-and-conquer approach, the performance of MapReduce still needs to be promoted. In addition, there is still some room
to further improve the performance of MapReduce, such as data transmission. More effective strategies
for task scheduling, data caching, and load balancing are still hot topics for academics.

9.4 JOB SCHEDULING OF HADOOP
Hadoop job scheduling is the process in which JobTracker assigns tasks of submitted jobs to TaskTracker.
Hadoop has a master-slave structure. This means that the master node, called JobTracker, controls the
job scheduling of the whole cluster, while the rest of the slave nodes, called TaskTracker, request new
tasks from the JobTracker if there are enough spare resources. In this section, we will discuss the job
scheduling mechanism of Hadoop.

9.4.1 BUILT-IN SCHEDULING ALGORITHMS OF HADOOP
Many scheduling algorithms were proposed for Hadoop. Hadoop uses a first-in-first-out (FIFO) scheduling algorithm as default. The execution sequence of jobs depends on their submission time. FIFO
uses a Job Queue to maintain jobs, and it is JobTracker’s responsibility to assign tasks. The thought
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of the FIFO algorithm is very simple. However, it does not make any distinction between submitted
jobs. Hadoop Fair Scheduling (HFS) [28,29] is a method that tries to allocate resources fairly, which
makes each job share all resources equally. The purpose of the algorithm is to make Hadoop handle
the requirements of different types of applications better. HFS adopts the thought of a hierarchical
structure to assign tasks. It organizes jobs into several job pools and allocates resources fairly between
pools. HFS will ensure that short jobs are completed within a reasonable amount of time and will not
cause long jobs to starve to death. Capacity Scheduling [30] has a similar function to HFS, but it has
obvious a difference in design and implementation. Capacity Scheduling uses multiple Job Queues to
maintain jobs that are submitted by users. Each Job Queue can obtain a certain number of TaskTrackers
to execute tasks according to the configuration.
Above are three common scheduling algorithms of the Hadoop platform. Generally speaking,
each algorithm has its own advantages and disadvantages. The FIFO scheduling algorithm is still the
most common one due to its simplicity, which is suitable for massive data processing. However, it
ignores the different requirements of different type of applications. For real-time applications or interaction types of jobs, the FIFO scheduling algorithm always performs poorly. Because of this issue,
HFS does better; nevertheless, it does not consider the capacity and current load of each node, which
would lead to unbalanced load in a real environment. Compared with the FIFO algorithm, Capacity
Scheduling algorithm supports multiuser and multijob scenarios, and it can adjust the allocation of
cluster resources dynamically. However, it cannot configure and select a Job Queue automatically. If
the users need to know the detailed information of a cluster, it will cause a bottleneck in the overall
system performance in large-scale clusters.
Multiuser sharing and the diversification of job types put forward new requirements and ordeals
for the scheduling strategy of a Hadoop cluster. Presently applied Hadoop job scheduling algorithms
still have various problems, and these problems are mainly embodied in the following two aspects:
(1) Job scheduling algorithms. Existing Hadoop scheduling algorithms still have some shortcomings.
Considering the work characteristics, resource characteristics, and user requirements, improving fairness and efficiency of the scheduling algorithm is a key issue in the research of job scheduling. (2) Job
scheduling architecture. Hadoop uses master-slave architecture to manage the resource of cluster, a
master node named JobTracker is responsible for the entire cluster of job scheduling, and the rest of the
nodes named TaskTrackers apply for tasks from the JobTracker when they are idle. There are two main
problems with this architecture. First, one JobTracker takes charge of submitting, dispatching, and
monitoring all jobs of the Hadoop cluster, as well as maintaining communication with huge numbers of
TaskTrackers and monitoring the state information and statistics of all nodes in cluster. The JobTracker
will be overwhelmed by the heavy load. In addition, all work of the job scheduling in the Hadoop cluster is concentrated on one JobTracker node, which increases the probability of a single-point failure
(SPF). Once the JobTracker is down, the whole Hadoop platform will stop working altogether. As a
result, many schemes have been proposed to improve the availability of Hadoop, many of which advise
adding multiple JobTrackers to work together as backup nodes. Correspondingly, the distributed job
scheduling method is also a hot area of research.

9.4.2 IMPROVEMENT OF THE HADOOP JOB SCHEDULING ALGORITHM
Focusing on the deficiency of the present Hadoop job scheduling algorithms, academia has conducted
various studies. In order to make the job scheduling matchup to the expected performance requirement, some scholars proposed performance-driven schedulers to allocate resources properly in a
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limited-resource cluster so as to try their best to meet the performance requirement. The University of
Northern California designed a job scheduling method based on job deadlines [31]. This method schedules jobs depending on the deadlines that are set by the users, but not on the number of jobs running in
the cluster. According to job deadlines, they built an activity-based cost model to guide the scheduling.
Polo et al. came up with a performance-driven job scheduler [32]. The scheduler could evaluate the
completion time of jobs under a different resource allocation. According to the evaluated completion
time, it schedules jobs with the goal of making each job meet the deadline requirements. Tang et al.
oriented to the jobs with a deadline requirement upon the Hadoop platform and proposed a new job
scheduler named MTSD [33]. MTSD considered the environment of heterogeneous clusters and the
features of different map and reduce tasks. They classified the nodes according to the characteristics of
resources and proposed different methods to evaluate the execution speed of tasks for different types of
jobs. Then they built a model to predict the completion time of tasks based on the methods, scheduled
jobs in the guarantee of completing before their deadline, and maximized the throughput of the cluster
at the same time. Verma et al. in the University of Illinois invented a heuristic algorithm BalancedPool
[34] with the goal of minimizing the execution time of the whole job set. They learned from the idea of
an optimal two-stage job scheduling algorithm (Johnson) proposed in 1953. The BalancedPool can find
the optimal scheduling scheme automatically based on the performance attributes of jobs in specific
clusters.
In order to adapt the heterogeneity and dynamic of the runtime environment, some scholars explored self-adaptive scheduling policies. Tian et al. proposed a dynamic scheduling method for heterogeneous clusters [35]. This method classifies applications into compute-intensive and I/O-intensive;
similarly, computing nodes are classified according to the CPU and I/O utilization. The classification
will be determined and changed dynamically on the basis of the state information of the nodes. The
research designed a policy to balance the execution of different types of applications upon different
types of nodes so as to improve resource utilization efficiency. Yu et al. improved the job scheduling
of Hadoop through the method of machine learning [36]. They adopted a Naive Bayes Classifier based
on a feature weighting technique to classify the jobs. The research used the historical execution information as training samples and treated the usage of resources of all jobs and the state and quality of
computing resources of all nodes as feature attributes.
Focusing on some specific problems, researchers have conducted representative research.
Sandholm et al. came up with a scheduler based on the dynamic priority of a user-oriented cloud
platform provider of acomputing service [37]. The allocation of the computing capacity was represented by the number of map or reduce task slots. This scheduler allocated task slots in proportion
to the bidding of users. The more prices offered, the more capacity you get. Guyu et al. improved
the scheduling model based on priority [38]. The improved model imported task priority and node
priority by two parameters on the basis of the original job priority. The task priority is used to guide
the scheduling of tasks inside the execution of a job. The node priority is determined by its load and
historical success rate. Li et al. have put forward a fair scheduler based on the idea of data flow [39].
The scheduler organizes jobs into several data flows, and each data flow is represented by a directed
acyclic graph so that each node in the graph expresses a job and each edge expresses the dependency
between the two jobs. The scheduling among data flows basically adapted the idea of HFS. Ghodsi
et al. proposed dominant resource fairness (DRF) [40] with the goal of a fair allocation scheme of
multiple resources for multiusers in large-scale clusters. The research defined the resource with the
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highest usage percentage of the amount of cluster as its dominant resource. DRF achieved fairness
scheduling by balancing the dominant resource of all users. Although this method pursued fairness so
much that it did not meet the practical demand, its core idea of resource management was accepted
and improved by Mesos and YARN.

9.4.3 IMPROVEMENT OF THE HADOOP JOB MANAGEMENT FRAMEWORK
Considering the problem of SPF in Hadoop job management framework, experts and scholars have
done much research. One of the most mainstreamed ideas is to share the work of JobTracker to several
nodes so as to reduce the probability through lightening the burden on the nodes.
Industry invested massive experiments in this research field. In Apache’s project of the next generation of MapReduce (MRv2 or YARN) [41,42], engineers advocated to divide the responsibility
of JobTracker into two parts (ie, task monitoring and resource management) and to distribute them
into the cluster. YARN will launch an ApplicationMaster (AM) for each application to schedule and
monitor tasks of its own, as well as to apply resources for execution from a global ResourceManager
(RM). The global RM’s responsibility is to manage and assign the resource of the whole cluster. In
this way, the JobTracker in original Hadoop is divided into AM and RM two modules, and the AMs
are distributed into the cluster. Facebook had made an open source code of its next generation of distributed computing platform Corona [43]. Its design motive and implementation strategy are almost
the same with YARN. A Corona Manager is in charge of the management and assignment of cluster
resource like RM in YARN. Corona JobTracker is similar to AM in that it undertakes the monitoring
and fault-tolerance of applications. As with YARN, each Corona JobTracker is responsible for one
application.
Academia also launched research for many years on such an issue. To optimize the performance of
JobTracker, the IBM Almaden research center came up with a more flexible scheduler policy on the
basis of HFS [44]. The scheduler has the traits of HFS. Moreover, it allows users to choose and optimize various parameters. Xu et al. drew lessons from YARN that decompose the work of JobTracker
[45], which leads to the separation of task monitoring and resource management. They added a new
ResManageNode to manage the resource of the cluster, while the function of task monitoring was reserved to the JobTracker. The JobTracker would synchronize dynamically a message necessary for task
scheduling to the ResManageNode by a heartbeat mechanism. The ResManageNode would allocate
resources to tasks and report the allocating results to the JobTracker. This scheme used two nodes to
share the work of the original JobTracker; while it lightened the burden of the master node, it did not
solve the problem of SPF completely.
The job scheduling algorithm has become pluggable components of the Hadoop platform, which
benefits researchers as they carry out further exploration and helps to raise creative suggestions.
Fairer and more efficient scheduling algorithms are still a hot issue for scholars and engineers; moreover, the master-slave scheduling framework will be another bone of contention. On the one hand,
the load is too heavy for one master node to control all of the management of the whole system,
which will certainly become a bottleneck in large-scale clusters. On the other hand, once the master
node goes down, the whole system will be paralyzed. Thus, the resource management and scheduling will be conducted through the collaboration of multiple nodes, so that those nodes can back each
other up.

224

CHAPTER 9 SYSTEM OPTIMIZATION FOR BIG DATA PROCESSING

9.5 PERFORMANCE OPTIMIZATION OF HDFS
The distributed file system is one of the core technologies in a cloud computing platform, and it is
also the current research focus. There has emerged many distributed file systems in the industry, such
as the GFS [6], HDFS [4], Haystack [46], and TFS [47], wherein HDFS is an open source version of
GFS. It has been researched extensively, and it has been widely used in commercial enterprises such
as Yahoo!, Cloudera, and Mapr. HDFS has good expansion capability, and it can store and process
massive amounts of data reliably. It can also be used for low-cost business machines and for reducing
development costs. Data can be processed in parallel to improve the efficiency of the system. It can
automatically maintain the data copy, and after a failure, it can automatically rearrange computing
tasks. Therefore, many large enterprises use HDFS to handle massive amounts of data. However, there
are still many problems seriously restricting the further development of HDFS. HDFS is optimized
through many ways in academia, including modifying the underlying traditional file system of HDFS.
Its modification and some improvement in high-level optimization top on HDFS. We analyze the small
file performance optimization and security performance optimization in the following.

9.5.1 SMALL FILE PERFORMANCE OPTIMIZATION
HDFS is designed for the efficient storage of and access to massive big files. It cuts large user files into
a number of data blocks (such as 64 M). Metadata is stored in a metadata server while the data blocks
are stored in the data servers. When dealing with small files, the number of data blocks in the file system increased dramatically. It also raises two issues: The first is the problem of a limited total number
of files. A sharp increase of metadata results in the number of files and data blocks has limitations by
the metadata server memory. The second is the performance problem. Traditional file systems have low
performance when processing small files. As a consequence, there is a sharp performance decline in
processing small files of data servers. Improving the ability of a distributed file system to handle a huge
number of small files has become an urgent problem.
In recent years, Hadoop provides three solutions for the handle of small files, namely archive technology, sequence file technology, and merging file technology. These methods require users to write
their own programs, which is why they are not widely adopted.
In view of the discrete random evenly distributed small file access, Fu et al. [48] proposed optimizing access efficiency of local blocks in data servers to optimize the performance of the distributed file
system. They presented a flat lightweight file system called FlatLFS, in which the user data are managed flat in disks. FlatLFS is supposed to substitute the traditional file system when accessing user data
for upper DFSs. With the improvement of the performance of small data block processing on the data
servers by FlatLFS, the performance of the whole DFSs is greatly improved. But it is at the expense
of flexibility in exchange for high efficiency and it is only fit for the data block management for a
background data server, not for the general-purpose file directly to the user data management. Zhao
et al. [49] proposed performance-optimized small file storage system access (SFSA) strategies, which
not only enhance the access performance of small files, but also improve the utilization of disk space.
According to the principle of locality, SFSA uses the policy of "sending high-frequency access bulk
files in advance," which is also possible to optimize the performance of file transformation. Ma et al.
[50] proposed a distributed file system based on distributed indexing and cataloging Polymerization—
Ultra Virtual File System (HVFS) to manage billions of small files to support high-concurrency, high
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throughput, and low-latency access. As for the storage and retrieval of large amounts of small files,
Yu et al. [51] designed and implemented a scalable, flexible distributed file system called MSFSS. It
builds on the basis of the existing traditional file system. MSFSS automatically puts the file to the most
appropriate file system based on the file access patterns and optimizes metadata size, separates the
metadata operations from the file data transformation, and implements batch metadata operations to
avoid the central bottleneck. At the same time, the system provides data migration, hot file caching, and
replication to provide high scalability and throughput operation services. Mackey et al. [52] proposed a
mechanism for effective storage of small files that improves metadata space utilization on HDFS—Har
filing system, which has better metadata operations and more effectively HDFS usage. However, the
mechanism is based on a quota of the file system’s allocating space for each client and the number of
files. It optimized Hadoop compression methods to better utilize HDFS, and provided new job functions to allow jobs directory and file archiving to run MapReduce program that can be completed and
not terminated by JobTracker because of the quota policy. It supports random access for internal files.
However, handling Har small files remains inefficient.
These optimizations are all made on HDFS. Additionally, merging the small files into large files
and then storing them on HDFS to reduce the I/O access are also much mentioned as an optimization
method in academia. According to the characteristics of the WebGIS system, Liu et al. [53] presented
a method to optimize the I/O performance of small files on HDFS. Small files are combined to form
large files to reduce the number of files and create index for each file. At the same time, according to
features of WebGIS access patterns, the files are nearly grouped and some of the latest version of the
data is retained; as a result, the WebGIS system performance has greatly improved. According to the
features of Bluesky System (China e-learning sharing system), Dong et al. [54] proposed solutions
of small file storage options on HDFS. One is merging the files that belong to the same courseware
into a large file to improve storage efficiency of small files. The other is the proposed two prefetching
mechanism, namely, the index file and data file, prefetching to improve the reading efficiency of small
files. Liu et al. [55] stored a large number of small files into one block and stored metadata information about these small files in the Datanode memory in order to optimize the I/O performance of small
files on HDFS. Zhang et al. [56] proposed a method based on a small file merging HIFM (hierarchy
index file merging), which considers the directory structure of small files and correlations between
small files to merge the small files into large files and generate a stratification index. Index files are
managed by the combination of centralized storage and distributed storage and realize the index file
preloaded. Meanwhile, it uses a data prefetching mechanism to improve the efficiency of the sequential access of small files. HIFM can effectively improve the storage and reading efficiency of small
files and significantly reduce the memory overhead of DataNode and NameNode. However, it does
not support deletion and update operations on small files, and it is only suitable for the application
scenarios, which have standardized directory structure and bulk data storage. Li et al. [57] proposed a
new efficient approach named SmartFS. By analyzing the file access log to obtain the access behavior
of users, SmartFS established a probability model of file associations. The model was the reference of
a merging algorithm to merge the relevant small files into large files to be stored on HDFS. When a file
was accessed, the related files were prefetched according to the prefetching algorithm to accelerate the
access speed. At the same time, they put forward a cache replacement algorithm. It saved the metadata
space of NameNode in HDFS and interaction between users and HDFS, as well as improved the storing
and accessing efficiency of small files on HDFS. Zhang et al. [58] presented a small file based on a relational database consolidation strategy. It firstly creates a file for each user and then uploads the file’s
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metadata information to a relational database. The file is then written to the user’s file when the user
uploads small files. Finally, the user reads small files via a streaming mode according to the metadata
information. When the user reads a file whose size is smaller than the file block, DataNode takes a load
balancing strategy and stores data transfers directly so as to reduce the pressure on the master server
and improve the efficiency of file transfer. Yan et al. [59] proposed a middleware HMFS to improve the
efficiency of storing and accessing small files on HDFS. It is made up of three layers: (a) file operation
interfaces to make it easier for software developers to submit different file requests, (b) file management tasks to merge small files into big ones or extract small files from big ones in the background, and
(c) file buffers to improve the I/O performance. HMFS boosts the file upload speed by using an asynchronous write mechanism and the file download speed by adopting prefetching and caching strategy.
This approach based on merging could theoretically increase the storage and reading speed of small
files, reduce the write number of small files on data nodes, and reduce the frequently block allocation
problem of the master server. However, the master server needs to open up an additional cache to integrate small files, and it needs to create index structure of small files, which brings the same master
server bottlenecks. The client firstly needs to send small files to the master server to cache. When a
problem arises with the master server, it will result in data loss security problems. In addition, the client
needs to find the appropriate file block in the index structure based on the file name, and this process
may need to read the corresponding index files on disk. The speed is very slow.
Due to increasing small file applications, the HBase based on HDFS is one of the small files
problems solutions. However, as a structured data storage solution, it is not a good solution. Many
NameNodes structures are a solution that is researched much now. However, if a particular NameNode
caches excessive metadata and receives many clients’ requests, it will also cause single NameNode
bottlenecks. Simultaneously, when the number of NameNode changes and a NameNode fails, it needs
to move large amounts of metadata, which is a very complex process. During the migration process of
metadata, it will seriously affect system performance.

9.5.2 HDFS SECURITY OPTIMIZATION
Cloud computing security and Big Data security are important topics; HDFS security has also become
a research hotspot. The security and reliability of HDFS primarily lie in the following three areas: (1)
In terms of certification, when a user logs in, as long as the user name and group name are consistent
with the user information logged in the HDFS process, the authentication is successful. The attackers
only set the user name and the group information with a legitimate user’s information unanimously.
They could access the user's data on HDFS. While DataNode logs on to a specific HDFS cluster,
NameNode has no certification to DataNode. (2) In terms of user authorization, when client interacts
with NameNode, NameNode conducted nine bits permission judgment, the information is set by the
file owner, and adopted by discretionary access control. This mechanism lacks high-level security.
At the same time, users receive the file address information returned by NameNode so that they can
directly access to Datanode, which has no permission judgment. (3) In terms of data disaster recovery, HDFS’s solution is mainly based on copying or mirroring backup. In order to prevent temporary
disaster, more than doubled equipment and data resources are idle, which results in a great waste of
resources and money. Many academic researchers conducted in-depth study of these issues.
O’Malley et al. [60] proposed a secure architecture of HDFS, which used the Kerberos protocol
over SSL to ensure strong mutual authentication and access control. Cordova et al. [61] proposed the
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use of SSL and encrypted the distributed file system prototype. However, its write speed is slower than
the general HDFS 10 times. Based on the study of Kerberos and RBAC model, Cai et al. [62] proposed
token-based authentication mechanisms. The access control mechanism based on a token and access
control model based on the domain and role is used to solve the problem of authentication and authorization on HDFS. There are four objectives, namely, (a) unauthenticated users cannot access the HDFS,
(b) users can access a file if and only if they have permission to access the file, (c) Datanode needs to
authenticate the user, and (d) refinement client access control grain to DataNode. In terms of the problems that the data cannot be completely destroyed and lead to data leakage in HDFS, Qin et al. [63]
designed a multilevel secure data destruction mechanism on HDFS. On the one hand, the mechanism
overwrites the original data by the overwritten algorithm before deleting them. This can effectively
prevent malicious data recovery and data leakage in the cloud, so as to achieve the complete elimination
of data. On the other hand, the mechanism utilizes a multiple security level definite to take a variety
of overwriting data by destruction algorithms. Thus, it balances the security needs and performance
requirements. In facing the environment of a private cloud expanding to a public cloud, Shen et al. [64]
proposed architecture with implementation of security services, including data isolation service, secure
cloud data migration in cloud services, and secure data migration services between cloud services.
They implemented a prototype with three security policies based on HDFS systems. Majors et al. [65]
proposed application-level encryption of MapReduce, which provides support to a secure file system.
Lin et al. [66] proposed a hybrid encryption HDFS of HDFS-RSA and HDFS-Pairing. However, its
read performance and write performance are lower than the general HDFS. Hadoop does not support
encrypted storage for HDFS block. To tackle this problem, Park et al. [67] proposed Hadoop security
architecture that adds encryption and decryption capabilities in HDFS. AES encryption and decryption
compression codec in Hadoop to make HDFS even more secure, and the computational overhead that
MapReduce jobs generated in the encryption HDFS is affordable.
Nguyen et al. [68] proposed a novel method to encrypt files while being uploaded. Data read from
a file is transferred to HDFS across a buffer. The encryption, which is transparent to the user, is applied to the buffer's data before being sent to an out stream to write to HDFS. The time needed for the
whole process is much less than what is needed for the conventional method. Qian et al. [69] proposed
a novel model of cloud-secure storage, which combined the HDFS with symmetric and public-key
cryptography. The model used the HDFS as the storage platform and the XML format as the logical
storage structure. It not only solves the problem of storing massive data, but it also provides data access
control mechanisms to ensure sharing data files with confidentiality and integrity among users in cloud
environment. Shen et al. [70] proposed an architectural design for enforcing data security services on
the layer of HDFS in the PSC, including secure data isolation service, secure intracloud data migration
service, and secure intercloud data migration service. The prototype implemented as pluggable security
modules in accordance with our custom security policies through AOP (aspect-oriented programming)
method was given. Cohen et al. [71] described the threat against Hadoop in a sensitive environment,
and how and why an advanced persistent threat (APT) could target Hadoop, as well as how standardbased trusted computing could be an effective approach to a layered threat mitigation. Later, they created a trusted Apache Hadoop Distributed File System and evaluated a threat model for HDFS [72].
They addressed a set of common security concerns within HDFS through infrastructure and software
involving data-at-rest encryption and integrity validation.
As to the problems of low storage space utilization efficiency and low data recovery efficiency
brought by HDFS’ multiple-copy disaster design, many scholars combined erasure codes, introduced
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coding and decoding modules, and designed file systems REPERA [73] and Noah [74]. They are both
based on HDFS, which can ensure the cluster data security, improve data recovery speed, and reduce
the cost of space and overall storage.
At present, most of the Hadoop clusters set up by major commercial companies are in private cloud
architecture and are generally built for internal use. However, the cost of building private clouds is
really high and would result in a waste of IT facilities. In order to enhance data security and increase
user privacy protection in HDFS, they need to balance the premise of data security and high system
efficiency, including the system memory space utilization and postdisaster data recovery efficiency.
From the above discussion, we can see that many researchers have conducted fruitful research on
small file performance optimization and security enhancements in HDFS. While enhancing the HDFS
security and privacy, we also need to optimize the performance of HDFS efficiency. Meanwhile, we
need further research on low latency access, as well as maintain cache coherency and multiuser write
and arbitrary modification in HDFS.

9.6 PERFORMANCE OPTIMIZATION OF HBASE
HBase [5] is a top Apache open source project, which is separated from Hadoop [3]. HBase is the
database system, which possesses the characteristic of high-reliability, high-performance, column storage, scalable, and real-time read and write. It can directly use the local file system and HDFS file
storage system. However, there are some problems in the applications. Carstoiu et al. [75] evaluated
the performances of the HBase, including the random writing and reading of rows, sequential writing
and sequential reading, and how are they affected by increasing the number of column families and
using MapReduce functions. Rahman et al. [76] analyzed the performance of HBase, conducted comprehensive experiments, and identified different factors contributing to the overall latency of get and
put operations. The experimental results showed that the HBase communication stack and associated
operations need to be redesigned for high-performance networks like InfiniBand. In order to efficiently
insert and read the massive data in business, HBase needs to be further optimized. We will discuss the
optimization of HBase in three major aspects: framework, storage, and application optimization; load
balancing; and configuration optimization.

9.6.1 HBASE FRAMEWORK, STORAGE, AND APPLICATION OPTIMIZATION
The current HBase is implemented by using the Java Sockets interface. Due to the overhead of the
cross platform, HBase is difficult to provide high-performance services for data intensive applications.
Huang et al. [77] presented a novel design of HBase for remote direct memory access (RDMA) capable
networks via Java native nterface. Then they extended the existing open source HBase software and
make it RDMA capable. The performance evaluation reveals that the latency of HBase get operations
can be reduced. The existing interface of HBase for MapReduce to access speed is too low, so Tian
et al. [78] offered an improved method. It splits the table that is not based on its logical storage element called “Region,” but on its physical storage element called “block” and uses a property scheduling policy, makes data reading and computing executes in the same node. Huang et al. [79] showed
how to implement the set data structure and its operations in a scalable manner on top of Hadoop
HBase, and then discussed the limitations of implementing this data structure in the Hadoop ecosystem.
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Their primary conclusion provided an excellent framework to implement scalable data structures for
the Hadoop ecosystem.
The compression technology is commonly used to optimize HBase storage. Based on the existing
compression system and the fact that column-oriented database stores information by column and
the column property values are in high similarity, Luo et al. [80] proposed some lightweight introducing stored database of compression algorithm, which takes column property values as a coding
units for data compression. In addition, based on the situation that different data matches different
compression algorithm, they presented a method that is based on the dynamic selection strategy
of a Bayesian classifier compression algorithm. According to the Bayesian formula, different data
sections choose different compression algorithms, which make it possible to compress the data to
reach the best compression effect. Cheng et al. [81] designed an inverted index table that includes a
keyword, document ID, and position list; the table can save a lot of storage space. On the basis of the
table, they provide key as dictionary compression with high compression ratio and high decompression rate for the data block.
In the aspect of HBase application, Karana [82] built a search engine, whose index is on
Hadoop and HBase, to deploy in a cluster environment. Retrieval applications by nature involve
read-intensive operations, which optimize the Hadoop and HBase. Ma et al. [83] proposed STHBase (spatiotextual HBase) that can deal with large-scale geotagged objects. ST-HBase can support high-insert throughput while providing efficient spatial keyword queries. In ST-HBase, they
leverage an index module layered over a key-value store. The underlying key-value store enables
the system to sustain high-insert throughput and deal with large-scale data. The index layer can
provide efficient spatial keyword query processing. Awasthit et al. [84] explored the feasibility of
introducing flash SSDs for HBase. They perform a qualitative and supporting quantitative assessment of the implications of storing the system components of HBase in flash SSDs. The proposed
system performs 1.5–2.0 times better than a complete disk-based system. Zhang et al. [85] presented HBaseMQ, the first distributed message queuing system based on the bare-bones HBase.
HBaseMQ directly inherits HBase’s properties such as scalability and fault tolerance, enabling
HBase users to rapidly instantiate a message queuing system with no extra program deployment or
modification to HBase. HBaseMQ effectively enhances the data processing capability of an existing HBase installation. These optimization methods can significantly improve the performance of
the specific system; however, it is only optimized for specific applications, and the popularity is
not high.

9.6.2 LOAD BALANCING OF HBASE
The load balancing of HBase can be considered from two aspects of hardware and software. In terms of
hardware, Facebook [1] built excellent physical architecture for Big Data services, such as the message
service of an HBase cluster, which is divided into multiple clusters according to the user. Each cluster
has 100 servers, including one NameNode and five racks, and each rack has a ZooKeeper [8] server. At
the same time, the Facebook team adds a Bloom filter in HBase LSM Tree and optimizes the local read
of DataNode and cache NameNode metadata, which achieve better disk-reading efficiency [86]. As
for Taobao, which uses public HDFS [4] to minimize the impact of Compact, and each HDFS cluster
is not more than 100 units in size. In HDFS cluster, multiple HBase clusters are built, and each HBase
cluster has a master and a backup master. In addition, the Taobao team uses the ZooKeeper cluster to
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guarantee the independence of the HBase cluster. For the design of the software, in order to reduce the
overload of the original database, a mirror database system is created for load balance. Researchers
[87] designed HBase snapshot, and the proposed archive-on-delete function at the file level. That is to
say, when a snapshot is created, the system only records all data files in a table without performing any
copies of data. When the data file is to be deleted, and the system backups the data to ensure the normal
access to the snapshot data. Therefore, the load balancing of HBase should be performed according to
a specific application, a reasonable arrangement of cluster architecture, optimization software design,
and avoidance of single database heavy load.

9.6.3 OPTIMIZATION OF HBASE CONFIGURATION
According to the read-and-write optimization of HBase table, we usually do three types of settings:
(1) A concurrent read/write of multiple HTable, in which we create multiple HTable clients to read/
write, which improve the throughput of reading data. (2) A batch read/write, in which we can access/
write multiple rows to reduce the I/O overhead of network. (3) A concurrent read/write using multiple threads, a method that not only ensures that a small amount of written data can be flushed in a
relatively short period of time, but also ensures the large amount of written data to be flushed when
the buffer is full.
According to the optimization of HBase table’s design, the common method is to precreate some
empty regions in order to accelerate the batch write speed. Because the HBase data model is sorted
by row-key storage, all of the continuous data will be loaded to the cache at the same time. Therefore,
good row-key design can make batch read easily. In practical applications, a major compact can be used
manually to form a large StoreFile with a row-key modification. At the same time, StoreFile can be set
to reduce the incidence of split.
For the HBase block cache, there is a BlockCache and N Memstores in a RegionServer, and the
size of the cache is not greater than the default value of HBase. The optimization of HBase block cache
needs to consider the specific applications.
In summary, HBase is widely employed in many commercial production systems. The basic approach is to upgrade the business module on the foundation of original HBase. Then they develop the
optimized patches of HBase. For the ordinary operators, they can adjust the configuration to achieve
better performance of HBase. In recent years, the researchers focus on the optimization of framework,
storage, applications, and load balance scheme of HBase.

9.7 PERFORMANCE ENHANCEMENT OF HADOOP SYSTEM
In recent years, Hadoop is widely used as a Big Data processing platform in various applications.
Many works have been proposed to enhance the performance of the Hadoop system, including the
high efficiency of query processing, index construction and usage, construction of data warehouse,
and applying Hadoop to database management, data mining, and recommendation systems. Xu et al.
[73] present five kinds of research directions of Hadoop optimization, including enhancing the performance, increasing the utilization rate, improving the efficiency, improving the availability, and various
problems of consistency constraints. In the following sections, we will discuss the most focused issues
in this area.
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9.7.1 EFFICIENCY OPTIMIZATION OF HADOOP
To store and process large-scale data, the database management system (DBMS) and Hadoop have different merits. DBMS has outstanding performance in processing structured data, while it is relatively
difficult for processing extremely large-scale data. Hadoop is suitable for processing large-scale data
with a significant improvement of performance. The researchers believe that the combination of DBMS
and Hadoop can effectively improve the performance of Hadoop.
Pavlo et al. [88] conclude that MapReduce is the most important model to process and analyze
large-scale data. They compare DBMS and MapReduce computation models and propose that DBMS
has significantly better executive performance, although data loading and parallel proposing of DBMS
requires more time than MapReduce system.
Du et al. [89] present that when facing Big Data challenges, the traditional DBMS cannot accomplish the task of Big Data analysis, while MapReduce technology has the advantage of large-scale
parallel processing. However, there are still a series of performance bottlenecks in the MapReduce processing model. Integrating DBMS and MapReduce technologies and designing technical framework
of containing both advantages are the trends of Big Data analysis technology. Wang et al. [90] discuss
the integration of DBMS and MapReduce technologies and propose a hybrid framework to solve the
Big Data problem.
Some researchers use the locality characteristics of Big Data to optimize Hadoop. Hadoop cannot
coordinately adjust the relevant data on the same configuration node, which is a main bottleneck for
Hadoop system. Eltabakh et al. [91] present CoHadoop, a lightweight extension of Hadoop, which
allows the application program to control the storage location of data and keeps the flexibility of
Hadoop. The users do not need to convert the data format. It performs better than the algorithms based
on redistribution and map-only algorithms. He et al. [92] proposed a new MapReduce scheduling
strategy, Matchmaking, to enhance the data locality of Map tasks. It needs no complex adjustment
of parameters compared to the similar algorithms. Meanwhile, it has better data locality and less response time. Xie et al. [93] introduce a prefetch mechanism in the MapReduce model while maintaining the compatibility with traditional Hadoop. When running data intensive applications on Hadoop
clusters, a certain amount of data are automatically loaded into memory before being assigned to
computing nodes to ease the data transmission overload problem through estimating the execution
time of each task.
In order to support the applications that are not programmed by Java, a flow mechanism is introduced in Hadoop. It allows for communicating with external programs through pipeline. Due to the
additional costs of pipeline communication and context switching, the performance of the Hadoop flow
is significantly worse than the traditional Hadoop. Lai et al. [94] propose ShmStreaming to solve this
problem, which can achieve a 20–30% performance improvement of Hadoop flow through sharing the
memory.
Fault tolerance is one of the primary concerns of a cloud computing platform. When many clients require services to a server concurrently, the server may be overloaded and result in errors. The
dynamic load balancing can be used to avoid this problem. Roy et al. [95] study how to enhance
the efficiency of cloud computing through dynamic load balancing technology. They propose an
algorithm based on the CPU utilization rate. When the rate is less than the given value, the client
requests will be served. Otherwise, the requests will be transferred to other servers through the load
balancer.
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Chen et al. [96] propose a prediction-execution strategy to improve the task execution time and the
cluster throughput of MapReduce. Premchaiswadi et al. [97] improve the performance of large-scale
data processing by adjusting and optimizing the MapReduce operations. Adjusting the Hadoop configuration parameters can directly affect the performance of MapReduce workflow.
Rao et al. [98] study the improved scheduling strategies of Hadoop/MapReduce in cloud environments and present the optimization directions of Hadoop scheduling. Cherniak et al. [99]
present a series of optimization methods for MapReduce. Based on data dependency, query optimization, and Hadoop workload, they can allocate the appropriate amount of resources to parallel
Hive tasks.
In a traditional cloud system, the energy efficiency is not very good for the typical CPU-intensive,
I/O-intensive, and interactive tasks. Song et al. [100] propose an energy efficiency model and the
measurement methods in the cloud environments. They discuss the mathematical expressions, measurement methods, calculation methods, energy-efficient models, and the energy-efficient characteristics of typical operations in cloud computing. Kim et al. [101] study the evaluation of Hadoop
optimization and discuss the upper and lower bounds of optimization effect by identifying the related
factors.

9.7.2 AVAILABILITY OPTIMIZATION OF HADOOP
He et al. [102] propose a distributed Hadoop/MapReduce platform named HOG (Hadoop on the Grid).
To relive the unreliability of a grid in Hadoop, HOG can provide a flexible, dynamic MapReduce environment. Through transplanting the modified Hadoop components to the existing MapReduce applications in order to conduct the assessment, HOG can be successfully extended to 1100 nodes on the grid
and achieve the same reliability as the special Hadoop cluster.
In default, the computing nodes in the Hadoop cluster are isomorphic. However, Hadoop may meet
problems in heterogeneous environments. Zaharia et al. [24] study the task of scheduling optimization
for MapReduce in the heterogeneous environments and design a LATE algorithm. This algorithm has
high robustness and can reduce the response time. Xie et al. [103] improve the data placement strategy
under the heterogeneous Hadoop cluster so that each node had a relatively balanced load of data processing. It uses the locality characteristic of data to improve the performance of MapReduce. Ahmad
et al. [104] study the poor performance problem of MapReduce under the heterogeneous cluster and
present Tarazu to optimize MapReduce in the heterogeneous cluster. Hansen et al. [105] optimize the
Hadoop cluster through adjusting the parameter configuration and verify the performance improvement in the actual Hadoop clusters. In the Hadoop family, in order to solve the problem of the heavy
load of jobtracker, the basic design idea of Yarn is to split the JobTracker into two separate services: a
global resource manager ResourceManager and each application specific ApplicationMaster. In order
to further improve the real time of large data processing, Spark is a fast and general engine for largescale data processing.
In summary, Hadoop becomes an essential platform for Big Data processing. Optimizing the
Hadoop system is a meaningful work. The current work focuses on combining Hadoop with DBMS to
improve the performance by optimizing the scheduling efficiency of Hadoop with load balancing, predictive execution, and parameter adjustment, as well as improving the performance of heterogeneous
Hadoop system.
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9.8 CONCLUSIONS AND FUTURE DIRECTIONS
Hadoop becomes the most important platform for Big Data processing, while MapReduce on top of
Hadoop is a popular parallel programming model. This chapter discusses the optimization technologies
of Hadoop and MapReduce, including the MapReduce parallel computing framework optimization,
task scheduling optimization, HDFS optimization, HBase optimization, and feature enhancement of
Hadoop. Based on the analysis of the advantages and disadvantages of the current schemes and methods, we present the future research directions for the system optimization of Big Data processing as
follows:
1. Implementation and optimization of a new generation of the MapReduce programming
model that is more general. The improvement of the MapReduce programming model is
generally confined to a particular aspect, thus the shared memory platform was needed. The
implementation and optimization of the MapReduce model in a distributed mobile platform will
be an important research direction.
2. A task-scheduling algorithm that is based on efficiency and equity. The existing Hadoop
scheduling algorithms consider much on equity. However, the computation in real applications
often requires higher efficiency. Combining the system resources and the current state of
the workload, fairer and more efficient scheduling algorithms are still an important research
direction.
3. Data access platform optimization. At present, HDFS and HBase can support structure
and unstructured data. However, the rapid generation of Big Data produces more real-time
requirements on the underlying access platform. Hence, the design of the access platform with
high-efficiency, low-delay, complex data-type support becomes more challenging.
4. Hadoop optimization based on multicore and high-speed storage devices. Future research should
consider the characteristics of the Big Data system, integrating multicore technologies, multiGPU models, and new storage devices into Hadoop for further performance enhancement of the
system.
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CHAPTER

PACKING ALGORITHMS
FOR BIG DATA REPLAY
ON MULTICORE

10

M. Zhanikeev

10.1 INTRODUCTION
This chapter discusses the Big Data Replay approach to processing Big Data. Given that Hadoop [1]
coupled with MapReduce are the current de facto standards in this area, the replay method reviewed in
this chapter is the direct rival and alternative to the current de facto standard.
The core replay method was first introduced in Ref. [2] where the architecture of Hadoop [1] is discussed in detail and compared with the new, replay-based architecture. It presented only a crude idea of
relay, while this chapter goes in depth and focuses on the various ways in which the replay method can
be optimized in relay. As the title of this chapter says, the replay environment is assumed to be multicore — in fact, this chapter introduces the new concept of massively multicore — which creates many
interesting challenges when trying to optimize the entire environment. In fact, Hadoop/MapReduce
also attempts to optimize its resources, as well as access to them, but does it in a distributed manner,
while the replay method in this chapter offers a diametrically opposing viewpoint by performing all the
activities on a single, massively multicore machine.
This chapter is not the first to discuss Hadoop/MapReduce alternatives. Based on the clearly recognized performance limits of Hadoop [3] — this article is, in fact, written by one of the current developers of Hadoop — there are calls for alternative technologies (see Ref. [4]) with bold titles that yet send
a clear message.
For clarity a, let us simplify the terminology. In reality, Hadoop — or the Hadoop Distributed File
System (HDFS) — is an independent technology from MapReduce. The latter is, in fact, an algorithm
that can be implemented by Big Data processing engines to run jobs on Hadoop. Recent software
packages implement several engines other than MapReduce, which means that Hadoop/MapReduce
logic is no longer true. HDFS itself is challenged by several new distributed file systems — see Ref.
[3] for a short overview. However, for simplicity, let us use the term Hadoop to refer to both a distributed file system and an engine that runs jobs on it. By far, the current de facto technology is Hadoop/
MapReduce, but this could change in the future. Given the drastic difference between any Hadoop
technology and the one-machine environment discussed in this chapter, it is likely that the difference in
performance shown in this chapter can be applied to newer distributed engines. From this point on, the
term Hadoop will always mean any distributed file system and job execution engine.
Hadoop performance has already been modeled [5] and analyzed statistically [6] — such research
has shown that there are solid limitations to the throughput, both in terms of the file system changes and
job execution performance. Several parts of Hadoop have also been improved, creating a different tool.
For example, there is an attempt to exploit multicore hardware on shards (a storage node on a Hadoop
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00010-6
© 2016 Elsevier Inc. All rights reserved.
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cluster is referred to as a shard). More traditional research would try to optimize the job schedule in
order to maximize the overall utility of the system. There are more peculiar studies that add a structured
metadata layer to the otherwise unstructured Hadoop shards, using R in Ref. [7] and Lucene indexing
in Ref. [8].
The biggest improvement, however, is only possible via a drastic change of the research scenery.
This change is discussed in the form of the distributed versus one-machine argument in Ref. [4]. In
fact, the related argument is that the distribution is a curse, which has been admitted by the creators of
Hadoop [3], but this discussion normally does not lead to a solid conclusion. Instead, even the paper
that presents the one machine is better argument says that the one-machine environment is only for
relatively small data bulks, while Hadoop remains the only choice for true Big Data.
There is a large body of literature on the various optimizations of the traditional Hadoop. Name
nodes are recognized as single points of failure (SPOF), but a system that allows for multiple name
nodes has to tackle new challenges related to the need for synchronization across the nodes and the
increased overhead between the now multiple name nodes and shards.
A great deal of research work is entirely dedicated to optimizing job execution shards. For example,
the Tiled MapReduce method [9] is a standard partitioning approach from parallel programming applied to the jobs competing for resources at the same shard. However, such research does not optimize
the entire Hadoop system because each job is run on multiple shards, and optimizing each shard separately does not necessarily result in optimal performance for the entire system.
Returning to the one-machine theme, while it has been mentioned in Ref. [4], the context is very
different from the technology discussed in this chapter. The context in Ref. [4] is that the bulk is lower
than 10–15 GB, in which case it can be handled on the commodity hardware of a single machine.
However, no assumptions are made on the multiple jobs, multicore architecture, and various other
components discussed in this chapter.
The correct one-machine theme is the Big Data replay method itself [2]. The immediate difference
from the idea in Ref. [4] is that the engine can easily scale up to any bulk size. But the more important
difference is that the machine is assumed to be multicore — even massively multicore, if possible —
which allows for the variable scale in terms of the jobs running in parallel. Although the logic of the
replay method is different from the traditional Hadoop, it is expected that the scale of 10 k parallel jobs
can be reached on each replay node — multiple nodes can also be used without any major increase in
overhead. However, the correct method for evaluating the replay method is to measure the job throughput as the number of jobs per unit of time, in which case, depending on the unit of time, the overall
throughput of the system can easily exceed the 10 k level of the current Hadoop.
This chapter uses the core replay method, but focuses specifically on the packing algorithms applied
to multiple parallel jobs. The new focus requires several new components, some of which can be found
in recent literature, some of which come from this author. Efficient parallelization in the lockfree shared
memory design is discussed in Ref. [10] in a traffic-specific version which can be easily generalized
and applied to Big Data. Data streaming [11] is offered as the main framework for jobs and, as such,
replaces the key-value datatype used by MapReduce [12]. Data streaming can support any kind of a
complex datatype, for example many-to-many structures are discussed in Ref. [13] and one-to-many
(referred to as superspreaders) in Ref. [14]. There are the various algorithms and efficiency tricks in
data streaming [15], but the most important feature is that data streaming algorithms are normally
implemented along the timeline and require that a time window be input into the data [16]. Finally, this
chapter will discuss the recently introduced circuit emulation technology which is used for bulk data
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transfer [17] — this research area is known as Big Data networking. The core idea of Big Data Replay
was presented in Ref. [2] and early prototypes and demos in Ref. [18].
The actual contributions of this chapter are as follows: on top of the basic replay method in Ref.
[2], this chapter assumes massively multicore hardware. There is a clear distinction between massively
multicore and manycore, explained in detail further into this chapter. With the high number of cores,
this chapter focuses on packing algorithms. The jobs are packed into batches, each having its own time
window. The main job of the runtime optimization engine is to optimize the batches. The two specific
models formulated and analyzed in this chapter are Drag and Drop, each referring to an approach to
dealing with the gradual scattering of time cursors of individual jobs in each batch. The various parameters of the replay environments, however, offer a rich space which can support several other models,
as well as several versions of the two main models.

10.2 PERFORMANCE BOTTLENECKS
A very good overview of the various HDFS/MapReduce bottlenecks can be found in Ref. [3]. Some are
reviewed and repeated in this chapter, but the scope in this chapter is considerably larger and includes
separate consideration of storage (Hard Disk Drive (HDD)/Solid State Drive (SSD)) and shared memory
(shmap) performance bottlenecks. Shared memory in this chapter is shortened to shmap, which is the
name of the most efficient/popular library used in multi- and manycore systems today. This section presents experimental data for these two components which become datasets in analysis later in this chapter.

10.2.1 HADOOP/MAPREDUCE PERFORMANCE BOTTLENECKS
Fig. 1 shows the primitive viewpoint at performance bottlenecks, which will be upgraded twice throughout this chapter. The bottlenecks are divided into network, storage and shared memory types, each with
its own relative width — the pipe analogy here assumes that wide pipes have bigger bottlenecks and
therefore offer better performance.
Network is the narrowest bottleneck and indicates strong and well-recognized performance problems. The base parameters are delay, throughput, and variation of both [13]. These parameters are very
hard to predict and/or control, and become increasingly more so as multiple traffic flows compete for
resources. Traditional Hadoop is a good example of a networking environment where very many small
and large traffic flows complete for bandwidth.

Big Data processing

Network
(NW)

Bulk
storage
(BS)
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(SM)

Core

HPC, simulators, modeling

FIG. 1
The three main bottlenecks in context of Big Data processing and HPC.
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Bulk storage is represented by HDD/SSD disk. They make shards in traditional Hadoop. In replay,
storage can be used for temporary on-disk caching of bulks brought in from remote storage nodes. This
bottleneck is actively discussed in the research. For example, one of the issues is the HDD versus SSD
problem, where it is a widely spread myth that SSD is better than HDD, but there is also research that
shows that a hybrid optimization engine can outperform either of the two technologies [19].
Shared memory bottlenecks depend on the capacity offered by shmap libraries among several offered in modern kernels [20]. Capacity can be improved by drastically reducing the overhead from
locking and message passing when using the lockfree design [10]. Shared memory is a hot discussion
topic in multi- and manycore parallel programming. Technical advice on code generation can be found
in Ref. [21]. Advanced research in this area makes a clear distinction between hardware and software
support, as well as between multi- and manycore systems [22]. Message passing interface (MPI) technology has recently been shown to perform the best when implemented after the lockfree design (oneside communication), based on shared memory [23].
Jobs on cores themselves are also bottlenecks. This time, the capacity is mostly affected by the
computing load itself. For example, as Fig. 1 shows, the processing job is supposed to convert Big
Data to Small Data, which requires complex processing logic, state, etc. This chapter will reveal
an interesting revelation by showing that the overhead in jobs is the biggest contributor to overall
performance degradation. Still, the batch management methods and packing algorithms presented
further in this chapter can help elevate this problem, up to a given degree. The problem cannot
be eliminated completely since processing data is the fundamental necessity of both Hadoop and
Replay engines.
Note that Fig. 1 shows the fundamental difference between Big Data processing and high performance computing (HPC). Here, the shift from multi- to manycore systems advertised in Ref. [22] is
applicable only to the HPC part as such research needs to build more and more powerful supercomputers. However, it is unlikely that the Big Data part of the research will move in the same direction. For
example, manycore systems are not good for moving large bulks of data quickly — in fact, the main
purpose of HPC is to generate data using modeling, simulation, etc. Since the process in Big Data
processing is the inverse of that, the networking bottleneck is extremely important — it is like having a very small entrance into a very large stadium. Using the same analogy, HPC tries to build larger
stadiums because it focuses on what is happening inside the stadium and pays little attention to what
gets in and out of it — thus not paying much attention to the networking bottleneck. This is changing,
however, in recent literature, which has finally come to terms with intercluster networking in manycore
clusters and started to look for technologies that can improve the situation. Circuit emulation, discussed
later in this chapter, is applicable here as well.
There are several smaller bottlenecks. The various software and logic bottlenecks are discussed in
Refs. [3] and [4]. For example, it is shown that only 75% of traffic to the name node can be dedicated to
job traffic, while the rest is overhead. HDFS write/read limits are known to be 55/45 MB/s, respectively.
Various other overheads can cause bottlenecks in replication, job management, etc.
However, there are also bottlenecks which are not considered in Ref. [3] and are generally left without attention in programming-related areas. For example, traffic contention and congestion can cause
drastic differences in performance [10], especially when very small lookup/metadata flows compete
with the flows that carry the bulk of job results. The circuits in Ref. [17] cover just that fact. This general discussion is revisited several times in this chapter, and specifically when discussing the hotspot
distribution (bulk flows in traffic can be classified as hotspots).
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Even smaller bottlenecks are created by unfair competition across jobs, especially when the load is
heterogeneous [5,6]. This is a recognized problem, and several ways to resolve the problem are being
looked into — for example, the tool in Ref. [24] is a scheduler of heterogeneous jobs. The key-value
output datatype for MapReduce jobs is too restrictive and creates a bottleneck for jobs. This problem
is addressed in Ref. [4], where it is mentioned that the only way to counter this issue is to run multiple
Hadoop rounds. The true resolution is discussed in this chapter, which advocates for the general data
streaming framework for processing jobs, which offers the complete freedom of datatypes [12]. The
same bottleneck is created by the lack of time awareness on Hadoop [4]. This is also countered by running multiple rounds of jobs, but can be fundamentally resolved via the data streaming approach. Note
that using a free datatype is difficult on Hadoop, but is trivial on the one-machine environments such
as those discussed in this chapter.

10.2.2 PERFORMANCE BOTTLENECKS UNDER PARALLEL LOADS
Fig. 2 adds more dimensions to the problem. In fact, the simple bottlenecks presented in the previous
subsection should be examined from the viewpoint of
– ability to isolate a user of a resource from other parallel users
– the number of parallel users for a given resource

Number of parallel accesses

both applied to each separate bottleneck discussed herein.
Both of the two new parameters affect the performance (width) of the bottleneck. For example, an
initially large bottleneck can be reduced if it cannot be properly isolated, and is subjected to many parallel clients, where both metrics are found at work at the same time. This, in fact, refers to the shmap
experiment found later in this section.
The network is the hardest technology to isolate. See the argument against network virtualization in
Ref. [25]. The good news is that not much parallel access to network resources is happening in the onemachine environment under the replay method. However, by extension, this is also the weak point of
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FIG. 2
The main bottlenecks plotted on isolation and parallel access scales.
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the traditional Hadoop, which subjects this initially weak/narrow bottleneck to very high-count parallel
loads. Recently, the same problem has been recognized in manycore systems as well [22], and recent
research has started to look for ways to optimize the load for minimizing traffic between clusters. Even
further, the same problem, although to a lesser extent, occurs inside the manycore clusters. The replay
method offers another advantage — the replay node can use circuits to transfer the bulk from a remote
node for local replay [17].
Disk and traditional shmap are found somewhere in the midrange of the two axes in Fig. 2. The
traditional view in terms of storage is that SSD is better than HDD, but this viewpoint is wrong. First,
the difference depends on the type of use. Second, when a generic use is intended, recent literature has
shown that hybrid optimization — hybrid meaning that the storage has both HDD and SSD in it —
performs better than either of the two technologies separately [19].
Comparing storage and shared memory, one has to keep in mind that there are far fewer parallel
accesses to the storage than to shmap. Taking the job batches later in this chapter as an example, the
difference is obvious — parallel access to storage relates to the number of batches, while parallel access to shared memory is much higher because all the jobs in batches also have to access the shmap
library in parallel. The experiment and dataset later in this chapter reveal the practical outcome of such
a difference.
The on-chip shmap version in Fig. 2 requires special attention. This is the special case in manycore
systems which implement L1 and L2 caches on the chips themselves and supports them by hardware
and software. A good description of the advantages of such an upgrade is offered in Ref. [22]. Modern
manycore systems offer many efficiency tricks which drastically improve performance, and therefore,
increase the size of the bottleneck. Yet, congestion from parallel access can affect performance even in
such advanced systems [23].

10.2.3 PARAMETER SPACES FOR STORAGE AND SHARED MEMORY
The two further subsections in this section offer the actual experimental data and datasets related to
storage (SSD) and shared memory (shmap) performance. This subsection serves as the introduction by
presenting the parameter space and the related terminology for the two experiments.
Fig. 3 shows the parameter space for the two technologies as well as the connection between the two
(dotted lines). The rest of this subsection is dedicated to explaining this parameter space.
Shmap is defined by
– size, denoting the size of the RAM memory dedicated to shared memory
– batchcount denoting the number of parallel batches, each batch having its own shmap space
– batchsize denoting the number of jobs running in a batch and, therefore, sharing the individual
shmap for that batch
Note that this space already offers a clear view of the situation with parallel access. One might
be tempted to think that only batches compete in parallel. In reality, both batch managers and all the
individual jobs in all batches are the processes running on top of the same kernel and, as such, are competitors for the same shared resource. The competition within the batch can be minimized by using the
lockfree design discussed herein. The only way to avoid the competition for the globally shared kernel
attention is to separate the batches physically. Manycore systems, in a way, are the tool for physical
separation between cores and core clusters. The framework discussed in this section assumes that the
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Parameter spaces for SSD/HDD versus shmap. The dotted lines show that the term parallel threads in storage
traces is related to batchsize and batchcount.

same will be attempted in future generations of multicore hardware, hopefully leading to massively
multicore hardware architectures.
Storage performance is defined by
– file action, referring to what you do with a file, specifically read, write or append, etc.
– file handling, which refers to how the file is handled in the long run — where the two obvious
alternatives in massively parallel systems are to keep file handles open continuously or reopen
files for each batch; later experiments will also use the seek parameter for denoting whether or
not the reading position in the file has to change for each new/next time window
– blocksize, denoting the size of the chunk in each read/write operation within each session
– finally, parallel threads denotes how many threads/processes are using the storage in parallel
The connection between the two parameter spaces is obvious and relates to the parallel aspects of the
two technologies. The term parallel threads in storage relates to batchcount, and batchsize is shmap. The
relationship is a bit subtle, however, since only the batchcount equals the number of parallel accesses to
storage, while batchsize further contributes to the overall competition in the shmap domain.
The two remaining subsections in this section run experiments and construct datasets for these two
parts.

10.2.4 MAIN STORAGE PERFORMANCE
This subsection presents the first of the two experiments — those that target the storage performance.
The HDD versus SSD argument was discussed in the previous section, but for simplicity, the experiment is run only on the SSD storage. In fact, the shmap experiment described later in this chapter will
show that the storage bottleneck is minor by comparison, which means that the HDD versus SSD
argument, as well as the hybrid optimization with the combination of the two, will not offer a tangible
increase in the overall performance of a Big Data Replay engine.
The following experimental design is used: only read operations are used — the multiGB files from
which the reading is done are created in advance. Otherwise, the file handling methods are complex,
and include the combination of
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– the openeach versus keep file handling method, where the former refers to a method in which
the file is closed after each batch and reopened for the next, and keep, naturally, refers to the
opposite method
– seekeach versus continue, which refers to whether or not to call on a the seek() system call to
change the reading position within the file or continue from the last (or initial) position
In the aftermath of the experiments, there was a realization that the parameters had relatively little
effect on the overall performance. Instead, the blocksize parameter and the number of parallel threads
had the greatest effect.
The code for the experiment was written in C/C++. The parallel threads were, in fact, implemented
as separate processes. In fact, the terms thread and process are used interchangeably in this chapter,
unless a distinction is clearly denoted in a given context. For the majority of cases, modern operating
systems do not make a tangible distinction between the two. The experiment was run on a commodity
8-core (Intel i7) hardware platform.
Each experimental round was conducted as follows: first, all the threads/processes are spawned,
but are designed to start at a future time — each thread monitors the global time and starts at roughly
the same time as all the others. Once started, each thread/process opens the file once and then makes
10 iterations of the reading operation with the preceding parameters. For each iteration, the file can be
closed and reopened, seek() can be used to change the reading position, but the blocksize of bytes is
read in all iterations, resulting in the total bulk of 10 times the blocksize.
Since the experiment is conducted with the idea of creating a practical dataset, detailed measurements are taken by each thread. Each one records the time for each stage of reading in each iteration,
resulting in open, seek, and read values for each iteration. In addition, each thread outputs the final took
in total value that measures the time it took the thread to complete all 10 iterations. As the figures later
in this subsection show, the final figure is not always the sum of the figures from individual iterations.
Fig. 4 shows the raw JSON [26] output of one of the experimental runs. The two blocks are for light
(above) versus heavy (below) setups. The header has all the parameters, while the bottom part has the
curtailed version of the data for each thread in the parallel pool. The first line is the legend, while all
the other lines show the values for individual threads.
The following observations can be made from the raw output. In the light version (above) there are
many 0 values in individual threads. This is to be expected and has to do with clock resolution. Since
reading a very small block of data can be really fast, the kernel might have had no time to update the
clock during the operation. Another way to put it is to say that no context switching was performed
during that simple operation — this explanation is not strictly true, but is adequate for most practical
cases. The total time (last number) for each thread still reflects the adequate time — this value is used
when creating the dataset based on the raw data.
The heavy use at the bottom of Fig. 4 shows that the time increases by a factor of about 3. Values
for individual iterations are also now adequate because it takes a much longer time to read 100 kB from
the file. Same as before, the final number (total time) is used to put together the dataset.
Fig. 5 illustrates the entire dataset constructed for many experiments covering the entire parameter
space, with two or more states for each parameter. Specifically, up to 512 threads (processes) and
blocks from 100 bytes to 100 kB were used. The visualization method in Fig. 5 is a 2D representation
of the multidimensional data. The image is cast into 2D by presenting the results in a flat sequence of
all the combinations of parameter values. The most important factor in such visualizations is the order
of parameters — depending on the order, the resulting visualizations can range from those that are
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FIG. 4

Raw JSON output for low- versus high-intensity sessions in file operations.
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FIG. 5

SSD performance presented over the sequence of parameters in the order of action, threads, block, seek.
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very easy to read to those that make no sense entirely. The order selected in Fig. 13 — action, threads,
block, seek — is assumed to be easy to read. Since action and seek have a minimal effect on the overall
performance, various other orders can result in the same rough view as long as the threads and blocks
parameters are in that order.
Fig. 5 shows that the number of threads and blocksize are the two largest effects. Blocksize arguably has a greater effect, which is evident from rapidly growing peaks — this parameter is the last in
the iteration loops. However, the threads parameter also plays its role, which is evident from the two
islands of peaks in the visualization. Note that the values on the vertical scale are the actual completion
times. Since the blocksize is known, one can easily use the image to calculate the practical throughput
of the reading operations at a given setting.

10.2.5 SHARED MEMORY PERFORMANCE
The second experiment is for shmap. The same commodity hardware is used; this time the important system
parameter is the 4 GB of RAM, which is more than enough to cover the needs for all the parallel batches.
The experiment was conducted as follows: the parameter space was used exactly as was presented
in an earlier subsection — the parameters are size, batchcount, and batchsize. As before, the threads are
orchestrated by defining a starting time in the future. This time, the logic is a little bit more complex
because separate starting times have to be defined for managers of batches versus processing jobs. It
was found that it was sufficient to start managers at 2 s in the future, which is enough time for them to
write the shmap before individual jobs starting at 5 s can start reading each of their own batch’s shmap
individually. As before, the software was written in C/C++, using the standard shmap library [20].
Fig. 6 is the raw JSON output, this time for the shmap experiment. The raw output is again split into
light (above) versus heavy (below) parts. Each record has the header with parameters and the body of
performance data (curtailed to several lines) where the first line is the legend. This time, each line in
the data represents performance aggregated for a given batch. The design of each line (see the legend)
100 k
shmap
1M
shmap

0.5 ms
277 ms
Legend,
then one line
per batch
Manager
(make, write)

Threads
(read)

FIG. 6
Raw JSON output for low- versus high-intensity storage sessions.
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accounts for that by showing the time it took for the manager thread to create and populate the shmap
and then add all the reading times for individual job threads. The practical use of this data is also slightly
different. The completion time of the batch is defined as open plus write plus the largest of the read
times among the jobs. Simply put, this means that the batch ends only when the slowest job has finished
reading and processing the content of its shmap. This feature is revisited later when the topic of heterogeneous loads is discussed, resulting in job packing logics which take the related problems into account.
Let us see what stands out in the raw data. The only difference between the light and the heavy
runs is the size of the shmap — it changes from 100 k to 1 M. The scale — defined as batchcount times
batchsize — is the same for both experiments. However, we see a huge difference in raw numbers between the upper and lower parts. This effect was confirmed from raw data and the software was tested
extensively to make sure that the effect was there.
Let us judge the difference in performance. In the light version, the majority of reading times are in
3 digits, some are 4, and only a few are 5 digits long. The heavy data, however, is mostly populated by
6-digit numbers, representing a decrease in performance by a magnitude of 3
The following conclusions can be drawn from raw performance. The ability to isolate RAM appears to
be lower than that of storage. Obviously, both the parallel access and size of shmap have an effect on performance, but, judging from the raw data in Fig. 6, increasing the size of shmap can have a major effect by itself.
Fig. 7 offers a 2D visualization of the entire dataset. Since the size has the largest effect, the order
is size, batchcount, batchsize. The following simple interpretation of the visualization can be offered.
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FIG. 7
Shmap performance plotted over the sequence of parameters taken in the order of size, batchcount,
batchsize.
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When the size is small, the other two parameters have little effect. However, when the size of shmap is
large, both batchcount and batchsize start to have a major effect on performance, starting at the midrange of the values.
This chapter will use the dataset in its current form while future research will focus on finding more
details on the aforementioned drastic difference in performance.

10.3 THE BIG DATA REPLAY METHOD
This section explains the basics of the replay method and discusses the connection between time-aware
processing of Big Data [16], specifically the data streaming approach [11], and the traditional Hadoop.
This section also discusses recent advances in Big Data-related technology such as, for example, circuit
emulation for bulk transfer. The section is concluded by a discussion of the various other performance
bottlenecks which can happen in the new system.

10.3.1 THE REPLAY METHOD
This section focuses on explaining the design of the architecture powered by the replay method. For
comparison with Hadoop architecture see Ref. [2].
Fig. 8 shows the architecture of the basic replay method. The following major changes are introduced:
– Shards are dumb storage while Hadoop assumes that jobs are executed on shards; note that the
storage in shards is time-aware because shards can be replayed along the timeline.
– The name node is replayed by the replay manager — although the two are functionally very
different. The name node represent the most important node in a cluster; however, in the replay
method there is no name service, instead the shards are replayed in accordance with their time
logic (sync operation in the figure).
– Clients and users are not the same node anymore, instead, the user can be a remote machine used
to schedule jobs on clients, which can be internal to the cluster (located inside DCs) — note the
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The basic idea behind the Big Data replay on multicore method.

You

Use
Your
sketcher

10.3 
THE BIG DATA REPLAY METHOD

251

distinction of external versus internal traffic to the name node, as well as the contention between
the two, which is a major problem in Hadoop.
The client/user part of the new design is an interesting element in itself. In data streaming, statistical digests of data are referred to as sketches [11]. The design in Fig. 8 borrows the term and shows
that jobs can be implemented as sketches. Since sketches are statistically rigid (scientifically provable
and mathematically defined), it is also likely that users would not come up with their own sketches,
but would instead use a library provided at the client. This is another element where users and clients
represent not only different roles, but also different physical machines.
Note that the intensive (meaning high-frequency) traffic exchange disappears both between clients
and replay nodes as well as users and clients. Basically, only two exchanges are necessary — one to
upload a sketcher and the other to download the results. Also note that the replay node does not strictly
need to be multicore, but the presence of a multicore architecture greatly enhances the performance and
flexibility of replay nodes. In fact, this entire chapter is dedicated to showcasing how efficient packing
algorithms can help maximize both the capacity and flexibility of replay nodes.
The replay node is obviously a SPOF, just like the name node in Hadoop. However, this SPOF can
be easily fixed by running multiple replay nodes and balancing between them. The difference between
eplay node and name node is also fundamentally of a different nature — in the case of Hadoop the
bottleneck is in the network part, where the high-rate and high-frequency traffic has to complete for
the entrance into the name node. By comparison, the traffic contention in relay node is extremely rare,
while jobs mostly compete for the multicore resource. In other words, upgrading the replay nodes can
help with performance bottlenecks in replay, while the performance bottlenecks in Hadoop are mostly
physical in nature.

10.3.2 JOBS AS SKETCHES ON A TIMELINE
Fig. 9 shows a more detailed representation of the replay method, this time naming the components of
the new environment:
– Time-awareness is assumed for shards — it makes it possible to know which shard comes after
which other shard, and, otherwise, facilitates the core replay process.
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Replay
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FIG. 9
The basic design of jobs implemented as data streaming sketches on a timeline.
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– A manager is necessary to manage each of the multiple batches, where each batch is based on
a shared memory (shmap) region.
– Shared memory is shared between managers and multiple sketches, where the communication
is assumed to be designed in a lockfree manner and should not require any locking or message
passing.
– There is a global cursor allowing the manager to denote the now, here position in shared
memory, as well as individual cursors for each sketcher/job; both are necessary and are used
for one-sided communication (lockfree) where jobs can detect the change in data and the
manager can detect completion of batches by individual jobs.
– Finally, jobs have a clearly defined lifespan, which is a major improvement from the
traditional Hadoop.
The obvious advantages of the new design are as follows: there is a clear parallel between time window and shared memory, where the shmap region can be, literally, treated by each sketch/job as a timealigned window into the data. While jobs used to run in isolation, but using the same shards, in the new
design, jobs are grouped in batches, where all jobs in the same batch process the same time window into
data. Both these features are, in fact, on the list of requirements for the new generation of Hadoop-like
systems [4]. In traditional Hadoop, such logic can only be implemented as multiple rounds of Hadoop
jobs [4], each round covering the entire bulk of data. Communication between rounds may require that
some kind of state be kept across rounds — another feature not supported by traditional Hadoop.

10.3.3 PERFORMANCE BOTTLENECKS UNDER REPLAY
“Circuits for bulk transfer” refers to the circuit emulation technology in Ref. [17]. It works both in
Ethernet and optical networks, and relies on the cut-through mode available in any modern switching
equipment, even the cheapest models [27]. A side note here is due on circuits versus multisource aggregation — the circuits are assumed to offer a much higher efficiency, while multisource aggregation is
the technology for maximizing throughput in extremely unreliable networking — clouds and Peer-toPeer (P2P) networks are used as examples in Ref. [28]. Another way to put it is to refer to circuits as the
technology for achieving nominal physical throughput while multisource aggregation is the technology
for squeezing out the maximum possible performance given the circumstances.
Fig. 10 returns to the bottleneck representation, but this time discusses new technologies which help
improve performance with the aforementioned replay logic in mind.
Circuits assume that there is only one flow, and therefore, only one receiver thread/process. This
explains why parallel access for storage in Fig. 10 is also at 1. This requires a minor change of design.
Instead of requiring each manager to get its own shards from remote storage nodes, one process/thread
can be given the schedule and put in charge of fetching the bulk of data and writing it into the respective
shmaps. This is not difficult to implement in practice. On the other hand, one has to remember that the
advantage of such a design is significant since even two parallel flows achieve worse network performance than two flows scheduled to be transmitted in sequence, without a time overlap.
Note that the shmap bottleneck discovered and discussed in the previous section is retained in the
upgraded Fig. 10. This is bad news, because the dataset discussed herein shows that shmap is the worst
performance bottleneck as it is hard to isolate, and since its performance degrades drastically with an
increased parallel load. However, good news is possible here, as well, if batches are isolated physically
using the experience from modern manycore clusters.
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How bottlenecks can be affected simply when using latest performance tricks — specifically the circuits for
networking.

10.4 PACKING ALGORITHMS
This chapter expands on the basic replay method explained in the previous section and explains the
various efficiency tricks which exploit the newly acquired flexibility in the new system. Specifically,
the system has grown in scale, up to the level of a massively multicore architecture, reaching the area
where the various packing algorithms discussed in this section finally find sufficient room for performance improvement.

10.4.1 SHARED MEMORY PERFORMANCE TRICKS
Essentially there are two ways to use shared memory, specifically, the shmap library referred to in this
chapter — memory map versus pointer exchange. This subsection explains the two methods in detail.
The Memory Map method does exactly what the name says — all the data exchanged between the
multiple users of shmap is supposed to be stored in shared memory. This is the conventional method,
and it is used by the majority of shmap-based software today. Obviously the biggest problem with the
method is the static structure itself. Dynamic changes and some level of variability can still be supported, however, they come at the price of having to increase the size of shmap and reduce efficiency
by leaving some areas of the memory unused. This problem grows in proportion to the amount of
variability/variety found in the data. Conversely, this problem is nonexistent if all data has a fixed and
standard size — in fact, memory maps are the preferred format for fixed-size data structures.
Let us translate the Memory Map method into Big Data processing. Each time window is a timealigned collection of data items. Variable-size items are standard for Big Data, with a few exceptions,
such as Twitter, where one can safely assume that the message size cannot exceed 140 bytes (just as an
example). There are two ways to convert such data into a memory map. First, one can find the largest
size among all items in the window and then record the number globally, using it as the fixed size of
all items in the shared memory. This makes walking the data a very simple endeavor. Alternatively,
one can develop a protocol for writing variable-size records, which will drastically improve space
efficiency, but will hinder walking, as each item will have to be parsed lightly before the system can
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jump to the next one. Either of these methods is sufficient, but the first method (fixed size) is always
the best choice when processing speed is the first priority, hence, the fundamental problem with the
memory maps.
Pointer Exchange via shared memory is possible. The proof of concept for this method is shown
in Ref. [10]. It works with C/C++ threads and is not easily portable. On the other hand, passing the
pointers — also referred to as passing complex structures by reference across processes is a very
tempting feature.
The following example can be applied to Big Data processing. Double linked lists (DLLs), as in
Ref. [10], can be created by the manager and passed to all processing jobs. Each job would then walk
the DLL, mostly using the next pointer in each item, until the now cursor is reached (timestamps in
items can help here). This method can also resolve another issue of the Memory Map method — the
issue of where to put the results? In fact, given that it is hard to predict how many records (and of which
size) are created by each job, one would find it very difficult to find a practical solution. In traditional
multicore programming, the outcome is stringified and recorded somewhere outside of the shmap. The
outcome can be put back into shmap only if its size and count are known in advance, but even in this
case, communication in the opposite direction would require some form of locking or message passing.
This is another reason for storing the outcome outside of shmap even if its size and count are known
in advance.
The lockfree trick has already been mentioned, but requires special attention [10]. The basic
description of the method is to say that the specific design makes it possible to minimize or completely remove locks in shared memory. The next step after design is automatic code generation in
compilers.
A good example of a lockfree design is the aforementioned DLL. This example can also help
the manager thread to process the outcome of the multiple processing threads in each batch. Let us
assume that the output of each job is also put in the form of a DLL. This means that all the current
items are also found in it — some outcome items may be the result of processing multiple raw items
in the data stream. Let us also make a conscious decision to move an output item to the head of the
DLL on each update — this is a simple operation in DLL that involves reassigning points and does
not require any copy, delete, and other time-consuming operations. When this process is executed
over time, one can easily visualize that old items would gradually sink to the bottom (tail) of the
DLL since all update items are immediately moved to the head. This opens up the obvious hole for
the lockfree trick — the manager can simply look at the tail of the DLL (via the direct pointer) and
remove the time-outed output items without any communication with the job responsible for populating the DLL.
There is some literature on code generation for multicore parallel processing [29–32], but all such
literature always uses locks and message passage as a part of its automatically generated code. In other
words, the code generated with such compilers definitely performs much better than a single-core code,
but much worse than the code crafted using the lockfree features. Note here that not all algorithms can
be lockfree, by nature. For example, graph-based calculations [33] need coordination across threads,
which is difficult to make lockfree. The good news is that Big Data processing jobs have zero need for
interjob coordination, and are therefore the perfect subject for massive multicore environments.
There is a small body of literature that focuses on shared memory performance and discusses the
various forms of lock optimization. Direct shmap access with kernel support is discussed in Ref. [34].
Shmap-based MPI implemented as a true one-side communication is proposed in Ref. [23].
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10.4.2 BIG DATA REPLAY AT SCALE
Fig. 11 is an upgrade of the basic concept of replay presented earlier to a massively multicore environment. The new feature is the concept of job management within each time window. Each time window
is dedicated to a given batch of jobs, where multiple batches can run on each replay node at any given
point in time.
The physical versus virtual separation in the figure helps enhance the understanding of the nature of
batches. The physical reality is that batches are shared memory regions and depend on lockfree designs
[10], one-sided communication in MPI terminology [23], and the manager having to maintain the cursors for both the global position in the data and individual positions of processing jobs. However, the
virtual representation allows for a simple abstraction which only keeps the elements required for the
large-scale optimization of job packing. Which is why the simplified/virtual view only has batches and
jobs allocated for each batch.
The virtual representation in Fig. 11 provides examples of the following problems. One problem
involves packing a given number of jobs into a fixed number of batches — the traditional bin packing
problem. Another problem involves transferring data too slow or too fast jobs between batches. Yet
another problem can show how batches can be allocated in such a way that they would cover the largest possible span of time, in aggregate. The next subsection formulates the two most obvious packing
algorithms. Future research will most likely reveal an expanded list of practical algorithms.
One main aspect to keep in mind when optimizing a scaled environment with many batches and
many jobs is that jobs are heterogeneous. This means that one cannot know in advance whether or not a
job can meet its expected timeline. The majority of attention focused on packing algorithms is spent on
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countering this very aspect. Heterogeneity of jobs is also covered in recent literature on multicore code
generation [32], which contributes to the foundation for the generation of lockfree code in the future.

10.4.3 PRACTICAL PACKING MODELS
Analysis described in the next section is performed based on the two practical packing algorithms. This
subsection formulates each algorithm in detail.
The Drop algorithm represents the tough approach toward jobs management, hence its name. A
batch is assumed to have a given fixed width (of the time window into data). The Drop algorithm would
drop any job that goes beyond this width. The only alternative to dropping the job is to accommodate
a larger window, which this algorithm avoids at all costs. Ideally, dropping a job does not result in
that job’s destruction — it can be easily mapped to another batch or a newly created batch. In fact, the
replay environment in this section is assumed to be extremely fluid and such dynamics are intended
to be part of its normal operation. Likewise, a new job can be mapped to the current batch to replace
the removed job, thus allowing for efficient use of batches and, ultimately, resources on replay nodes.
The Drag algorithm is the opposing strategy (to the Drop algorithm). It allows the time window
of the batch to grow, thus accommodating all the initially assigned jobs without having to remove or
reassign them. The good part of this strategy is that it saves the overhead from removing and reassigning jobs. However, the downside of this strategy is that the increasing time window means that batches
take longer to complete or, in other words, the operational grain of the system increases. Also, in cases
when only a single job is very slow compared to its neighbors in the batch, this strategy can lead to the
overall inefficiency of the replay node. All in all, this strategy is intuitively inefficient, but is still used
in analysis covered later in this chapter in order to provide the comparison with the Drop model, as well
as to study the bounds of variability in batches.
There are, of course, various combinations of the two primitive algorithms described herein. For
example, one can easily assume a hybrid algorithm, which allows the batch to grow up to a given point,
after which it starts to drop jobs. When dropping the jobs, does one drop the fastest or the slowest job?
In fact, in analysis described later in this chapter the dropping is done randomly at the head and tail,
but a more rigid approach would probably look at the distribution of cursor times and remove the node
(head or tail) which contributes the most to the variance.

10.5 PERFORMANCE ANALYSIS
Analysis in this section is based on the two datasets — for storage and shared memory — created and explained earlier in this chapter. The datasets enable trace-based simulation by supplying the real data for a
given set of conditions. However, this section also adds the last components necessary for analysis — the
hotspot distribution used to model heterogeneous environments. With this added component, simulations can now represent the full range of Big Data processing used in the replay method. The Drag and
Drop models explained in the previous section are used as management routines for individual batches.

10.5.1 HOTSPOT DISTRIBUTIONS
Hotspots [35] are normally used to describe extremely heterogeneous loads in a generic way. In numeric form, the distribution describes large populations of items, where a relatively small number of
items contribute the overwhelming majority of the load.
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The hotspots model was recently presented as a model for packet traffic [36]. The paper presents the
mathematics behind the model, and the generation which can be applied both at packet and flow levels.
A simplified version of the same method removes time dynamics and only uses sets of numbers [37].
The hotspot model is based on four sets of numbers referred to as normal, population, hot, and flash.
In reality, there are only three sets, as hot and flash describe the same items at two different stages in
their lifespans. The sets can be used to describe a wide range of heterogeneous phenomena occurring in
nature. However, let us consider an example involving a content delivery network (CDN). In any CDN,
the total number of hosted items is very large, but most of the items are rarely requested/watched —
those are normal. The ratio of normal items can reach 80% in some cases; and higher with an i ncreasing
scale. A portion of the remaining items is watched more, but is not at the level of becoming hits —
those are the popular items. The popular items rarely change during their lifespan — another way to
describe it is a slow but steady demand for a given type of content (in CDN terminology).
The remaining hot/flash items are the core of the distribution. There are relatively few items, but
they consume the majority of traffic to and from CDN. This happens because of two features hidden
in the two sets. First, the level of hot popularity of an item can be sufficiently large and account for a
major portion of traffic when the aggregate traffic with all the other hot items is considered. But, more
importantly, hot items sometimes experience flash crowds — this is when the demand rapidly peaks
for a given item — the value for this popularity comes from the flash set. The peak traffic can be sufficiently high to constitute the majority of CDN traffic on a given day.
In complex modeling, the process is modeled in time, allowing items to grow from hot to flash
gradually. However, for the purposes of modeling in this chapter, the simplified version from Ref. [37]
is applied, meaning that only the static sets are used without any time dynamics between them.
Yet, even in the simplified sets-only form, distributions are difficult to judge. It is helpful to classify
distributions based on their curvature. The following classification method is applied in this chapter for the
first time. First, imagine the log values of the sets plotted in decreasing order of value. Given the nature of
the distribution, hotspots — there are normally only a few of them — would be plotted at the head of the
distribution and then the curve would drop for the rest of the values. Note that the drop would be experienced even on the log scale. Here, the only way to classify such a distribution is to judge the size of its head.
So, classification in this chapter uses the following ranges for classification, all in log scale:
–
–
–
–
–

if values at 80% and further into the list are 0.15 or above, then Class A is assigned
if values at 60% and further into the list are 0.6 or above, then Class B is assigned
if values at 40% and further into the list are 1.3 or above, then Class C is assigned
if values at 30% and further into the list are 1.8 or above, then Class D is assigned
if no class is assigned by this point, then Class E is assigned

The class preceding assignment is fine-tuned to the distributions used for analysis further in this
chapter. The tuning was done in such a way that each class would get a roughly equal share of distributions, which were otherwise distributed for a reasonably large-parameter space. As another simplification, each hotspot distribution is converted into two separate curves by combining popular + hot and
popular + flash sets, each classified and used separately. Only 100 values were generated for each
distribution, but this is sufficient, as values during simulation are selected randomly from the list, which
means that relatively low values are selected much more frequently than the large items. Otherwise, the
same process is used as in Refs. [36] and [37], where there are 2–3 other parameters such as variance,
number of hot items, variance across hot items, etc.
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FIG. 12
Example distribution each attributed to a class from A to E. Vertical scale is in log.

Fig. 12 shows several curves from the dataset, each marked in accordance with its calculated class.
We can see that the classification is successful by assigning a higher letter to a curve with a relatively
higher number of hotspots. Note that the generation process has no maximum value, but, in order to
avoid extremely long processing sessions, all values exceeding 1000 are brought back to 1000. The values (not logs, but the original number behind) are translated into per-item processing time, expressed
in microseconds (μs). To add more flexibility to the otherwise fixed pool of hotspot distributions, the
scale parameter was added to scale per-item overhead within 1–3 orders of magnitude down from the
value found in the hotspot dataset.

10.5.2 MODELING METHODOLOGY
Fig. 13 shows the overall simulation process, which puts the two real (storage and shmap) and one
synthetic (hotpost) datasets into a single simulation.
Simulation parameters come mostly from the two real datasets — one needs to set size, batchcount,
batchsize for shmap, and threads, blocksize and others for storage. However, some simplifications are
made at this stage. Blocksize is fixed to 100 k, in which 10 iterations makes for 1 MB, shmap is sized to
1 MB, and file handling is ignored as having little effect on performance. On the other hand, batchcount
and batchsize are selected randomly from the values found in the dataset. Given that the two datasets
are related, threadcount is not selected randomly but is set after the batchcount, based on the logical
assumption that parallel storage handling is happening for all batches currently in operation.
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Read
disk

Write
shmap

Process
shmap

Done

FIG. 13
Sequence of actions in each simulation run.

The only new parameter added in this section is the class. The base hotspot classes were explained
in the previous subsection. The parameter class can have values A, AB, ABC, ABCD, and ABCDE,
randomly selected for each application. The values specify the range for classes during selection — for
example, when set to ABC, hotspot distributions for each job in a given batch can be selected from any
A, B, or C classes. In practical terms, this parameter controls the heterogeneity of jobs, where A class
is the most and E class is the least heterogeneous.
Each simulation run is conducted in the order described in Fig. 13. Since the target is to emulate a
real replay process on a massively multicore hardware, the simulation is built to closely mirror a real
process. So, as Fig. 13 shows, first, the real dataset is used to emulate the storage operations — the
stage at which, in reality, managers of shmaps read data from storage and use it to populate shmaps.
Shmap population incurs additional overhead and is therefore isolated into a separate stage in the sequence. Finally, the contents of shmap are processed by all jobs in all batches, at which time the hotspot
dataset (only the synthetic one) is used to model the additional overhead for each item on top of the
baseline value spent by each job simply on reading the contents.
The scale parameter in simulation specifically targets this borderline between the baseline shmap
reading and item-by-item processing. The baseline shmap reading time is used as the starting value
for each job. However, the job is also expected to spend some time for each item found in shmap. For
simplicity, items are considered to be 100-bytes long (10,000 items in the 1 MB shmap). To define the
per-item overhead, each job selects a hotspot distribution (using the preceding class range) and selects
values from it randomly, as processing time is in microseconds (μs), but also multiplying each value
with the scale. The scale of 0.001 would basically mean that the largest (hotspot = rare) overhead is
10 μs, since the largest value in the hotspot datasets is 1000 μs. A scale of 1 would, therefore, describe
cases where per-item overhead is extremely high.
The rest of this section will be dedicated to discussing the results of the simulation conducted using
the preceding methodology.

10.5.3 PROCESSING OVERHEAD VERSUS BOTTLENECKS
One major element of this chapter is the bottleneck analysis, since removing or improving bottlenecks
is the fastest way to improve the overall performance of the system. This subsection discusses a snapshot of aggregate simulation outcomes which clearly indicate where the performance bottlenecks are
given the limitations of the system.
Fig. 14 aggregates all the outcomes for the simulations running with the setup of blocksize = 100 k
(this is fixed for all), shmap size =1 M (also fixed), batchcount = 10, and batchsize = 2 — this is a
relatively light setting given that only 2 jobs are running in each batch. Note that scale, hotspot classes
and other parameters are not part of the aggregation conditions, which means that the distribution curve
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FIG. 14
Distribution of processing overhead (log values) compared with the SSD and Shmap bottlenecks taken from
the datasets.

contains all the outcomes from all the values in these and other parameters, which are not indicated in
the selection rule (also plotted on the figure).
Before using this particular aggregation, the various selection rules were tested. Fig. 14 was found
to be objectively better than all the other selection rules — this means that the lower end of the curve
shows the best possible performance, that is, the one when the scale is set to 0.001, classes selected are
the widest possible, etc.
So, Fig. 14 clearly shows that the per-item processing is, in fact, the biggest bottleneck in the system. By comparison, the shmap and disk/storage bottleneck are plotted as well — these values are the
same for the selection rule. The term “bottleneck” can be confusing here because the horizontal lines
represent completion time, that is, the reverse value to the width of the bottleneck. However, conceptually, the visualization concept still stands.
The simple take-home lesson from Fig. 14 is that, even given the shmap and storage performance
bottlenecks, their effect can be neglected as long as the per-item processing performance remains at the
shown level. Note that physical separation of batches as is done in manycore systems is not an option
here. Also note that the 0.001 scale (between 0.001 and 10 μs per item overhead) might be too high
for a realistic system, in which case the natural performance curve in some systems might be lower.
Measurement of real loads as a subject is left for further study.
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10.5.4 CONTROL GRAIN FOR DROP VERSUS DRAG MODELS
Fig. 15 presents several diagonal plots that compare performance between the Drop versus Drag packing algorithms. Note that performance metrics for the two methods are completely different. The Drop
method is evaluated by the count of drops per unit of time. The Drag method does not allow for drops
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FIG. 15
Diagonal plots for normalized distributions of drop versus drag performance metrics (count and window,
respectively). Each plot represents the aggregates for a given set of analysis parameters, the values for which
are shown.
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and can therefore be evaluated by the width of the time window after some running time. However, if
the values are normalized, they can be compared in a diagonal plot. Here, the main target of the analysis is not to see the real values (10–20 drops versus 60–100 s windows were found in raw data), but to
compare the distributions of values, where distribution curves can offer some insight into performance
dynamics.
The 6 plots in Fig. 15 are, as before, aggregates based on specific selection rules. Each rule is
shown in each plot as the values of parameters applied to the selection. In left-to-right and top-down
sequences, the values in the selection rules gradually increase, thus, representing aggregates for relatively light dataset/simulation conditions at first, but gradually moving toward heavier and busier
systems.
In Fig. 15, the Drag model shows far worse dynamics than the Drop model — the curve would
simply jump from the minimum to the maximum value and stay there. In other words, outcomes for the
Drag model are mostly around the upper margin, which explains the shape of the curve. On the other
hand, the Drop model has values spread smoothly across the range.
As the aggregates move from lighter to heavier conditions, performance of the Drag model grows
less extreme, with gradually more and more values in between the lower and higher extremes. In the
bottom-right plot, the curve has moved very close to the diagonal line, indicating that the dynamics of
the two packing algorithms are somewhat similar.
There is another way to interpret Fig. 15. Since each curve represents outcomes for the various values for parameters outside of the selector, the curve also offers some insight into whether or not the two
packing algorithms can be controlled by changing the operating parameter at runtime. Smoother curves
would normally represent a smooth response to changing the parameter, while extreme changes — as
those in the top-left plot in Fig. 15, are examples of extreme responses.
This also links back to the discussion of hybrid packing methods which control both the drop rate
and window size as part of the same algorithm.

10.6 SUMMARY AND FUTURE DIRECTIONS
This chapter extends the core idea of Big Data Replay into the area of massively multicore hardware
environments. The term massively multicore in this chapter is distinct from the well-recognized manycore, both in terms of hardware — the cores on the massively multicore hardware do not need to be
supported by special hardware, as is the case of GPU-based or other manycore systems, and in terms
of the complexity of the processing logic running on top of such architecture. In the manycore field,
cores are built at rigid physical units only loosely attached to the hardware of the host machine — for
example, as hardware boards plugs into free slots on the otherwise commodity hardware. Such a design
makes it possible for a good degree of isolation between what is running on the manycore board and
what is running on the OS back on the host’s own hardware. Manycore systems make extensive use
of L1 and L2 hardware caching and have intricate software platforms which use both hardware and
software components to offer the highest possible performance.
The massively multicore hardware does not need that level of intense hardware and software support. Given that Big Data processing jobs do not require coordination among each other, a simple
hardware with hundreds of cores simply stacked on top of each other should work, in theory. In reality,
industry today is mostly invested into manycore systems, which is why there is no hardware that fits
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the aforementioned description of a massively multicore system. However, based on the advantages of
the replay method described in this chapter, there is hope that massively multicore hardware will gather
more attention, even if its main applications will be limited to Big Data processing.
The replay method is a drastic change from the traditional Hadoop/MapReduce architecture. While
the latter is based on the extreme level of network distribution of its various functions, the former
avoids networking and favors one-machine operation. This chapter points to literature by other authors
which have already raised the one-machine case, promising, like this chapter, a major improvement in
performance.
One reason why one-machine operations may be preferred comes from the fact that network distribution is plagued with various performance bottlenecks. Some of them are discussed by the creators
in a paper which denotes clear limits to the throughput of Hadoop/MapReduce clusters. Others — for
example, network congestion — are not recognized in traditional Hadoop literature but are discussed
in detail in this paper.
Discussing and classifying the various performance bottlenecks takes up a large portion of this
chapter. The bottlenecks are first formulated simply by their width (throughput, capacity), but then are
expended into a 2D space of ability to isolate versus parallel access, and finally optimized using recent
advances in technology, specifically by improving the networking part of the system. As a side note,
the replay method depends on one-machine operation, but the cluster is still distributed and depends on
networking across the multiple nodes in the clusters. The main difference, however, is that the nodes
are supposed to be passive in the replay method, while Hadoop/MapReduce supports a complex environment in which jobs are sent to run on storage nodes, referred to as shards.
An interesting revelation was made in the first two (real) datasets. As a general rule, it is assumed
that shared memory can handle much more throughput than storage, even when the latter is based on
SSD. However, the experiments reveal that shared memory (shmap library) on commodity hardware
performs poorly under a heavy parallel load. In fact, by the definition of the batch-based replay in
the chapter, parallel access to shared memory is supposed to be many times heavier than access to
storage, which means that the dataset indicates a problem which can be considered normal in such
environments.
Performance analysis in this chapter was based on three datasets. The first two came from real-life
experiments in the area of parallel access to storage and shared memory, with each experiment run
separately. The third dataset was completely synthetic and was used to generate heterogeneous loads
based on hotspots. Given the nature of hotspot distribution, the load was extremely heterogeneous.
Note that the heterogeneity of jobs is a major concern in recent literature, both in the area of Big Data
processing and in multicore parallel programming.
Simulation results show that, even considering performance bottlenecks found in storage and shared
memory, the bottleneck of per-item overhead is the narrowest of all, even when distribution of per-item
overhead is designed using the hotspot model and the largest hotspots are only allowed to incur, at
most, 10 μs overheads. It is unlikely that a real load can offer milder distributions, which means that
the throughput restricted by the per-item bottleneck is probably the maximum achievable throughput in
objective reality. However, given that many batches and many jobs can run in parallel, the scale of the
replay process can alleviate the negative effect of this hard performance bottleneck.
Note that this last revelation calls for comparisons with Hadoop. On one hand, Hadoop is also
limited by the per-item bottleneck, which it improves by using network distribution. However, the key
difference here is network distribution itself, as the key difference between the two systems. The simple
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statement offered by this chapter is that scaling inside a single machine is more efficient than scaling
over the network. This performance margin is the key difference between Hadoop and the Replay
environments.
This research opens upseveral topics for discussion, many of which were addressed in this chapter.
The immediately obvious place for improvement is the weakness of shmap in the face of heavy parallel
loads. Note that shmap in this chapter was used in the lockfree manner, ie, without locks and with messages that are passive across processes. This means that the overhead found in experiments is solely due
to the in-kernel handling of shared memory. There is obviously room for improvement here, without
resorting to hardware assistance.
Other venues include the various packing algorithms on top of the two simple ones presented and
analyzed in this chapter. Simulation results show that the methods offer some level of flexibility when
responding to simulation parameters. This means that a hybrid method which would regulate the drop
rate together with window size at runtime could result in better performance than either of the algorithms
discussed in this chapter. Moreover, there is a wide range of other parameters that can support alternative
methods without resorting to the drop and drag functions. For example, algorithms which remap jobs to
other batches rather than drop them entirely might result in a better overall performance of a Replay engine.
Finally, since the single replay node in a cluster is the obvious SPOF, research into running multiple
replay nodes in parallel is expected. The main difference with Hadoop here is that replay nodes allow
for independent operation and do not depend on syncing across the multiple nodes. Running multiple
name nodes in Hadoop, on the other hand, suffers from just that problem, which puts the upper limit on
the number of name nodes a Hadoop cluster can handle.
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11.1 INTRODUCTION
New technology supporting large-scale (big) data collection and associated data analytics is challenging personal privacy in unprecedented and unforeseen ways. Big Data is typically high volume, high
velocity, heterogeneous, and distributed with varying degrees of veracity [1]. Big Data can be created
and collected by individuals, organisations, or external agencies, often with the aim of applying data
analytics to improve services, products, or decision-making functions that can potentially add competitive advantages [2]. The tools and infrastructure for supporting the capture and analysis of Big Data are
widespread, for example, MapReduce and ElasticSearch are algorithms now taught at the undergraduate level that allow processing of extensive and heterogeneous data. Data analytics is increasingly being
used to derive meaningful patterns from such data. However, such approaches have a potential downside with regard to privacy. Social media is one example of Big Data that raises many challenges in
terms of privacy. Many consider that the privacy issues for data that is randomly posted by individuals
in tweets, blogs, and through images onto the Internet are less important; however, many social media
data sets contain extensive data that can reveal information that users may be unaware of, including
their geospatial location. In this chapter we explore these issues, focusing especially on the challenges
of privacy, with a specific focus on location privacy.

11.2 BACKGROUND
Social media data differs from other Big Data applications such as astrophysics since, by its very nature, it operates on personal/organizational information, and hence there are often significant privacy
concerns [3]. The availability of information in social networks is commonplace and users are often
unaware of just how much information they reveal when they use resources such as Twitter. A single
140-character tweet can contain 9 kb of metadata about the user, including their followers, their background, and potentially their location. To make matters worse, it is easy to find patterns in these data
sets through data mining and exploitation of Big Data infrastructures. This can be done directly through
the content of data, or indirectly from the metadata and geospatial information that is often associated
with data. This is in an increasingly common phenomenon due to the ubiquity of mobile devices with
location-based services that are now available. To illustrate this issue, consider the unforeseen use of
Twitter data in Fig. 1 where individuals can be tracked through the day moving around Melbourne.
Here, colour codes are used to represent the daily movements of individual tweeters and the height of
the lines represents the time of day of the tweet. The contents of a given tweet are also displayed.
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00011-8
© 2016 Elsevier Inc. All rights reserved.
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FIG. 1
Tracking Twitter Users around Melbourne via Tweets.

It could be argued that location-based information itself should be removed at the source, for example, by Twitter; however, there is an increasing demand to localise the aggregated analysis of such
data. This can be true for real-time information on a variety of issues: congested transport routes around
cities [4], using Twitter data as the basis for early warning health outbreaks (eg, avian flu, ebola virus
outbreaks) [5], natural hazards (bushfires, earthquakes, floods) [6] amongst many other scenarios.
Despite the obvious privacy issues, Big Data and data analytics can provide significant benefits to
society. A key element of this is increasing public understanding of the enormous growth in data collection and retention, borne in part by mobile technologies and the Internet-of-Things [7]. Society is
becoming increasingly aware and suspicious of data collection techniques that exploit individuals’ own
data for often undisclosed and/or unforeseen purposes. Some individuals may view the loss of privacy
as giving away a few personal demographics; however, the aggregation of these resources can be used
to profile individuals and society as a whole [8,9]. Furthermore, data analytics and visualization, and
the use of large-scale computational infrastructures and algorithms now allow for probing far more
deeply into personal privacy than ever before [10,11].
An investigation of social network users’ privacy management regarding their awareness of privacy
issues and configurations of associated social media systems was carried out by Ref. [12] through a
survey involving over 2000 randomly selected adults. The research revealed the complexity of different
social network privacy settings, as half of users expressed difficulties in configuring the information access rules when using their social network privacy settings. It identified that the settings of some social
networking solutions were “overly complex, ever-changing, and even obscure.”
It is now widely recognized that privacy issues are exacerbated in the Big Data era. A user’s privacy
can be lost if he or she is tagged in an uploaded photo without his or her knowledge or permission.
There are no privacy rules for dealing with such issues. Apart from the lack of awareness of losing privacy, [13] stated the (worrying!) ease of finding meaningful patterns in Big Data to predict one’s future
behavior given the ubiquitous amount of analytic tools and the extreme richness of such information.
Rather than focusing on the social network itself, there are a number of researchers investigating
the privacy of location-based services since increasing numbers of social networks have integrated
geospatial content. Metrics accessing the location privacy issues, including the precision of positioning

11.3 
SPATIAL ASPECTS OF SOCIAL NETWORKS

271

users, were suggested by Kang et al. [14]. In addition, Tang et al. [15] explored a number of means
of privacy attacks and provided corresponding protection methods. The worryingly high number of
location-based services and the threat to privacy was revealed by De Montjoye’s research [16]. They
showed how it was possible to identify a person using just four spatiotemporal data points.
All of the aforementioned research presumes that the victim of information leakage is the end
user—either an individual or organizational user of social networks using location-based services.
Given the increasing capability for mining sensitive social network content and its associated location information, it is directly possible to draw patterns between the sets of information and reveal
privacy information of certain locations and, hence, of individuals. One example of location privacy
information is the usage of a certain building, for example, for scientific research, entertainment activity, or indeed to know what individuals in a specific household are doing. Losing the location privacy
of a building obviously raises many issues, especially when linked with the users and/or usage of that
building. Therefore, not only users but also locations need privacy protection, and there is a clear need
for assessing the privacy issues regarding locations as well as the privacy of users and organizations.
This is a different philosophy compared with the work on privacy thus far that has largely considered
the individual whose rights might be violated; however, with the technologies and Big Data processing platforms now, it is actually the privacy that can arise out of a given location that is of concern.
Thus, knowing what a given person tweets about is one thing, but knowing who has ever sent a tweet
from a given building or indeed any specific location, for example, outside the Houses of Parliament
in London, is another thing.
The chapter seeks to answer the following questions: in which form does location privacy occur
when using social networks, including location-based services, and what is the consequence of this? As
such, we first examine the feasibility of extracting social media content based on locations instead of
users and then analyze how the extracted content may reveal the location identity, such as the name of
the location, the general purpose of the location, or the events that might have happened in that location.
The severity of spatial privacy issues will be assessed in terms of how critical the extracted information
is and how losing spatial privacy can lead to privacy issues to users themselves.

11.3 SPATIAL ASPECTS OF SOCIAL NETWORKS
Exploring spatial privacy demands of social media through Big Data approaches implies that the social
media content can be geolocated at a degree of accuracy and that large-scale data is available. Manually
collecting such data is impractical, for example, by scraping web sites for data, hence open APIs to
collect information (data) from the social network are essential. Let us consider an analysis of the APIs
of different social networks. There are many potential social media software systems; however, here
we focus on those that are mainstream and have known APIs. Specifically, we consider Google Plus,
Facebook, Twitter, Instagram, and Flickr as representative of the wider social networking software
systems for text, tweets, and images that are shared in vast quantities online.
Google Plus provides a representational state transfer (REST)-based API interface to perform basic create-read-update-delete (CRUD) operations on a given user’s personal information, comments,
and activities [17]. There are limits imposed on the amount of daily API calls that can be made to the
Google Plus API. Furthermore, the location-based query capabilities available through this API are
limited to the scale of a city instead of an exact location, for example, down to the precise location of a
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building block. As such, Google Plus does not support disaggregated data harvesting that can be used
to explore fine-grained location privacy issues.
Facebook offers a graph-based API that can be used to extract user information, including a users’ profile and his/her timeline/posts with location filters available [18]. However, the privacy policy of Facebook
places constraints on use of this API such that the detailed information can only be extracted if the owner
of the information is a friend of the API holder. For exploring location privacy issues for arbitrary individuals, this model does not satisfy the demand for large amounts of geospatially coded information.
Twitter provides a Streaming and a Search API that can be used to collect (harvest) tweets [19].
Importantly, users and developers can filter tweets based on a range of coordinate properties—typically
through a bounding box, for example, tweets inside of a given set of coordinates, or a point/radius, for
example, tweets within a circle of radius of 100 m from a given point. Tweets themselves can include
an exact latitude/longitude (point) when the location-based service of the device is activated. If the
location-based service is not activated, then the location is typically aggregated to the user’s profile
information, for example, the user is from Melbourne, and therefore the tweet is identified as being sent
from Melbourne. Twitter imposes a limit on the data rates and will blacklist accounts streaming tweets
faster than approximately 120 tweets per minute. Nevertheless, through use of multiple Twitter developer accounts and the Cloud, it is possible to parallelize the harvesting of Twitter data to get Big Data.
Instagram provides a RESTful API that can be used to retrieve uploaded photos including their
description, comments, and metadata such as tagged users [20]. Like Twitter, photos can be filtered
according to their coordinate properties. All photos created within a 3-km radius from a given userdefined point can be retrieved. As such, Instagram does not provide the disaggregated level of data
necessary for exploration of location privacy.
Flickr also offers a RESTful API, with limited features for location-based querying supported by
the API [21]. The spatial aspects of social media networking software are summarized in Table 1.
As seen, Twitter is the only social networking software that supports truly disaggregated spatial
data that can lead to location privacy issues arising. This can be to a very specific latitude/longitude to
within a few centimeters’ degree of accuracy [22]. This chapter thus focuses on the privacy challenges
of social media data from Twitter.
Table 1 API Features of Different Social Networking Software
SNS

API Type

Location Filters

Limitations

Google+

REST

Facebook
Twitter

REST & SDKs supporting
different languages
REST

Location name with the scale of
city (eg, New York)
Location name precise to the
scale of a building block
Location name and coordinate
filters available

Instagram

REST

Location name and coordinate
filters available

Flickr

REST

Not available

Numbers of daily requests are
capped. Location filter is not precise
Only detailed information available
to Facebook friends
Stream speed is capped; however
location data can be very
disaggregated
Location is only down to 3 km,
which is not sufficient for many
privacy aspects
No geolocation information
retrievable
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11.4 CLOUD-BASED BIG DATA INFRASTRUCTURE
To support Big Data processing and data privacy analytics on a global scale, large-scale and scalable
infrastructure is required. Clouds provide an ideal environment for data processing and storage demands through their flexibility and scalability. However, the outsourcing nature of Clouds has its own
privacy issues that can impact many domains [23]. Furthermore, there are many Cloud flavors [24],
including Infrastructure-as-a-Service (IaaS), Platform-as-a-Service, and Software-as-a-Service offered
by a multitude of providers such as Amazon, Microsoft, and others. Across Australia, the National eResearch Collaboration Tools and Resources (NeCTAR—www.nectar.org.au) project offers an IaaS platform based on OpenStack Cloud technology (www.openstack.org). Many researchers use the NeCTAR
Research Cloud for a variety of data processing tasks, from climate research [25], humanities research
[26], genomics research [27], through targeted clinical data collection and processing [28].
In the NeCTAR IaaS model, researchers can request computing resources, including processors and
Cloud storage, on demand. There are approximately 30,000 physical servers that are currently available
through NeCTAR. These resources are distributed across eight sites throughout Australia. These are
offered as availability zones to researchers who are to select the site/resources that best fits their needs.
A variety of Cloud resource types are available from large-scale virtual machines with 64 Gb memory
through small VMs with 4 Gb memory. Data storage is available from projects such as the Research
Data Services project (RDS—www.rds.edu.au), which makes available multipetabytes of data storage
to Australian researchers. The NeCTAR project itself is led by the University of Melbourne.
In collecting social media data for location privacy exploration, it is essential that extensive
amounts of tweets are collected. Twitter offers APIs that allow access to streamed tweets or for targeted
searches, for example, tweets from a particular user. Importantly, Twitter supports ongoing connections from Twitter clients (harvesters) and the API. This model supports continued harvesting of data.
A range of existing libraries in Python and Java are freely available for accessing and using data from
Twitter. At present, over 65 million tweets have been harvested on the NeCTAR Cloud for the cities of
Australia and are used for a range of scenarios in a variety of projects at the University of Melbourne.
This resource continues to grow—a key element of the scalability and flexibility offered by the Cloud.
The tweets themselves (and their metadata) are stored as JSON documents in a noSQL database.
There are many noSQL solutions that are now available. CouchDB and CouchBase are two leading
noSQL solutions [29]. CouchDB is an open source, non-SQL database dedicated to crossplatform, efficient data processing. All documents are stored in JSON format and RESTful APIs are provided to
CouchDB as a consistent interface in performing CRUD operations on documents. CouchDB utilizes
MapReduce in generating views of the data. All views are embedded in a B-tree structure for the sake
of fast retrieval of data. Such features make CouchDB an ideal solution for storing and processing large
amounts of semistructured documents such as tweets on the Cloud.
Twitter APIs cap the streaming rate and can make it challenging for harvesting large amounts of Twitter
data through a single developer account to a single machine. To tackle this, multiple harvesters running on
the Cloud can be used—each associated with their own Twitter developer account and with their own IP
address. It is important to note that there can be many harvesters running continually and in parallel. To
support the continuous data collection and indexing for rapid searches, ElasticSearch can be used.
It is also the case that visualization of data is an essential component of Big Data analytics. The
ability to visualize data can help shed insight and, indeed, highlight issues with privacy as illustrated
in Fig. 1. To accommodate this, PouchDB [30] and a range of Javascript libraries have been adopted.
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PouchDB is an open source in-browser database with a JavaScript interface. PouchDB offers features for synchronizing data with remote CouchDB servers. As such, PouchDB can be utilized as a
JavaScript library for dynamically creating data views according to user requests. This functionality
overcomes a limitation of CouchDB and its realization of MapReduce, since the mapping function does
not take parameters as inputs.
Other libraries that are used for data visualization include the High Chart API, which makes use of
a distributed object model and supports JQuery capabilities to generate graphical results of analyses.
This API is useful when analysis such as comparing and contrasting the number of tweets generated in
different time periods is required.
Given that geospatial privacy is of concern here, the ability to collect, analyze, and visualize data
based on its geospatial location is essential. The system utilizes the GoogleMaps API for this purpose,
but we note that a range of other solutions are available, for example, OpenStreetMap [31].
The architecture for the Twitter harvesting, processing, and visualization is shown in Fig. 2. As
noted, there can be multiple harvesters that are used for continually harvesting Twitter data on the Cloud.
These harvesters can be pointed to certain locations, for example, Melbourne, or as identified in Table 1,
by selecting a much more disaggregated region, for example, the tweets from a specific location.
It should be noted that the web application provides the interface to the system and supports the majority of the functionality offered by the system. The primary function of the web interface is to allow
users to draw a bounding box on a map and retrieve tweet contents inside the region by creating views
on the CouchDB according to the coordinates of the vertexes of the bounding box as shown in Fig. 3.
For experimental purposes, the web application should also have the following features in addition to
bounding-box based tweet retrieval:
•
•
•

Being able to filter tweets containing certain keywords;
Being able to perform accumulative analyses, for example, the amount of tweets created over
certain time periods;
Finding tokens beginning with “#” and “@” in the content of tweets to identify the frequent
topics and active users inside a region based on the term frequencies.

FIG. 2
Architecture for Cloud-based Big Data collection, analysis, and visualization.
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FIG. 3
Bounding box tweet retrieval.

The server side of the web application uses CouchDB and makes use of the MapReduce architecture for parallel dataprocessing and hence is significantly faster in terms of computation power compared with browsers on the client side. Hence, the web application follows the “thin client” paradigm
to allocate most of the computation, including splitting tweet contents into tokens, and preprocessing
the tokens by removing non-ASCII characters, to name but a few activities in the MapReduce task of
CouchDB. This avoids long-running scripts affecting the functionality of the browser. However, jobs
such as sorting the term frequencies cannot be done through MapReduce and have to be executed on
the client side since MapReduce produces key-value pairs in random order. Fortunately, the execution
time of sorting the list of term frequencies is insignificant compared with the time taken for retrieving
and processing large amounts of tweets on the server side.

11.5 SPATIAL PRIVACY CASE STUDIES
As described previously, we wish to explore a range of questions related to location privacy:
•
•
•

How can a location lose privacy?
How easily can we reveal location privacy?
What are the potential consequences of a loss of location privacy?

It is obvious that location privacy can be easily given away as shown in Fig. 1. If location-based services are used, then the privacy of an individual’s exact location is immediately available. Users (tweeters) may be fully conscious of this and happy to release such data; however, other users may simply be
unaware of exactly how much data they are releasing. The question arises, how are those users actually
identified in the first place? Location privacy is one common route to discovering such individuals.

276

CHAPTER 11 SPATIAL PRIVACY CHALLENGES IN SOCIAL NETWORKS

Given the general definition of privacy as the right of both being free from secret surveillance and
regulating rules of accessing personal/organizational identity [32], a possible definition of a location
losing privacy might be “actively revealing a location’s identity.” The obvious identity of a particular
location includes the location name, the location’s usage, for example, is the location used for business
activities or recreational activities, and the events that may have happened or be happening inside the
location. Answers to the first two bullet points can be addressed by checking the feasibility and measuring and/or inferring the use of a certain location through the events that happen inside that location
(based on the content of tweets generated inside the region). The third bullet point can be explored by
finding scenarios where losing the location’s privacy essentially results in a loss of personal privacy.
The process of exploring these issues is as follows:
•
•
•
•
•

Harvest as many tweets from Twitter as possible for analytical use, including support for realtime data acquisition;
Support (localized) location-based queries through the web application;
From the retrieved results, perform accumulative analysis, including identifying the frequent
topics, finding time patterns occurring at those locations;
Identify patterns between the location identity and the identities of users inside the region, and
Explore the consequences of the loss of location identity for users that might have been present
in that location.

Observing frequent tweet topics inside a region is an effective way of inferring what the location
is used for; however, this can require huge amounts of current and historic data. Indeed, the volume of
data required is one of the major barriers in identifying the usage of location. Many consider that the
volume of data that is now being created can allay privacy concerns. To explore this issue, we consider
a scenario based on the major sporting venue in Melbourne: the Melbourne Cricket Ground, as shown
in Fig. 4. Over 100,000 tweets were collected from the MCG. As can be seen, the tweets include a
range of hashtags that correspond to sporting events and the location itself, for example, #MCGcrowd

FIG. 4
Identifying Melbourne Cricket Ground usage/events.
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and #AFL (Australian Football League). Thus, the identity of use of this location can be identified
solely by the tweets that are harvested from that location. This is unsurprising for a location like the
MCG, but it is key to understanding location privacy. We can identify what a given location is used for,
just by obtaining tweets from that location. We may not have known that this was a sporting location,
but from analyzing the data we can establish this.
In relation to less obvious and more disaggregated locations, we consider a scenario based on student accommodations available at the University of Melbourne. Many students, and especially international students, stay in accommodations that are close to the University, for example, UniLodge on
Swanston Street. Through harvesting Twitter data from those locations as shown in Fig. 5, it is possible
to identify that these are indeed student accommodations. Many of the tweets are made with nonEnglish language settings, for example, Chinese, so it is possible to establish the ethnic background
of the individuals that are staying in this accommodation. Obviously, for smaller regions/locations, a
reduced amount of tweets is available, but through machine learning algorithms and suitable known
(training) data, it is possible to exploit analytical software to determine what the location is used for
with increasing degrees of accuracy.
In this regard, case studies based on automatically identifying locations based on the frequencies of
tweet content through machine learning approaches were explored. In all of these scenarios, data was
collected through querying stored views in CouchDB to count the occurrences of words from particular
regions. Detailed analysis in terms of the feasibility of automatically tagging a location’s usage and
events using machine learning based on other known regions requires creation of associated classifiers.
In supporting this, a range of general classes were used to represent the usage of locations, for
example, the class “Sports” covers all locations used for any sports events, regardless of whether the
location is a stadium or a fitness center. The work began with a manual task where tweets from locations with known usages were revealed and representative attributes judged manually based on raw

FIG. 5
Increasingly disaggregated location and privacy issues.
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term frequencies. Once this training data set was created, it could be compared with the results from
the machine learning algorithms. In undertaking this, the Weka software was used. [33]. It is noted
that this supervised approach is only one possibility, and unsupervised machine learning can also be
considered. Table 2 illustrates some sample comparisons between the expected class and the class assumed by Weka using a K-nearest neighbor algorithm [33] from which the classifier accurately reveals
the location usage—despite the absence of formal feature selection processes using criteria such as
F-scores and the often small size of the data sets [34].
It should be noted that incorrectly classifying the expected use of a location does not necessarily
mean that the classifier is wrong. Rather, it can provide important information revealing some “hidden” usages of a location. For example, one reason for classifying “UniLodge on Swanston Street” as a
study area instead of apartments is that most individuals inside the region are students and tend to tweet
about their studies. Hence, such instances can also be classified as a study area or indeed as University
accommodations. As such, although the model in the experiment might be highly biased due to the
absence of in-depth feature selection and the small training set with (presumably) over-generalized
classes, the fact that the classifier yields a high degree of correctness in classifying unexpected classes
can reveal important information regarding the location identity and use. It can therefore be concluded
that using location usage can indeed be predicted without contextual knowledge and as such is a serious
privacy issue.
It might be considered that the knowledge that a location is used for sports or entertainment is not a
major privacy concern; however, extending the system and scenarios can reveal potentially more sensitive location details, for example, identifying police stations or Australian defense locations and the
individuals who might work there. Fig. 6 provides an example revealing “bioinformatics research” that
is currently ongoing at the Walter and Eliza Hall Institute (WEHI). Events inside the location, such as
research projects and the staff working on such projects, can reveal information that may disclose too
much information and potentially be revealed to competitors.
It is noted that individuals may follow formal accounts for organizations, such as WEHI and others;
however, the issue is that any staff member can tweet using their own account, and by identifying that
this took place within WEHI, such information can be identified directly and associated with activities ongoing within WEHI. The small numbers of topic occurrences shown in Fig. 6 suggest that staff
from WEHI have a high level of compliance regarding their code of conduct, and prevent information
Table 2 Example Outputs of the Classifiers
Location Name

Expected Output

Actual Output

Etihad Stadium
Melbourne Cricket Ground
Bourke Street Mall
Melbourne Convention & Exhibition Centre
Rod Laver Arena
Alice Hoy Building @ UniMelb
Baillieu Library @ UniMelb
UniLodge @ Swanston Street
Arrow on Swanston

Sports
Sports
Entertainment
Business
Sports
Study
Study
Apartment
Apartment

Sports
Sports
Entertainment
Entertainment
Entertainment
Study
Study
Study
Apartment
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FIG. 6
Revealing potentially confidential events.

l eakage by not sending tweets related to their work. However, the fact that the building’s usage is identified by analyzing tweets suggested that even small numbers of tweets relevant to the inside events
can be critical in identifying the location’s usage and location privacy, and potentially result in negative
consequences.
The seemingly harmless practice of revealing a nonconfidential location usage, as mentioned previously, may result in negative circumstances, especially if patterns are drawn between the location and
the users identified in that region, for example, identifying policemen from a given police station can be
used to subsequently track them as illustrated in Fig. 1. Furthermore, occupational and other interests
can be inferred from location information, with some representative examples given as follows.
According to the frequent tweet topics from the University of Melbourne Baillieu Libraries shown
in Fig. 7, all users identified inside the region can be assumed to be University of Melbourne students
working on coursework programs, as the name of the university is revealed on the topics and the terms
“assignments” and “finals” negate assumptions that non-Melbourne students are using these facilities.
Furthermore, a more accurate prediction of the identified users’ behavior in given locations may
be undertaken when analyzing temporal patterns in the data. Fig. 8 shows the amount of tweets made
in Aug. 2015 from several study areas at the University of Melbourne, which reveals that the amount
of tweets in the second half of the month generally overwhelms the figure in the first half, indicating
approaching deadlines for assignments.
Again, this in itself is not a major privacy issue; however, when applied to residential locations, this
can become a serious privacy issue. To demonstrate this, we consider the time distribution of tweets
from a residential area of a suburb of Melbourne: Fitzroy. As seen in Fig. 9, there is a drop in the
amount of tweets at 2 p.m. The discovery suggests that some houses inside the residential area are likely
to be empty. The exposure of the resident’s possible daily schedule may be disastrous if such information is made known to potential thieves. It is quite possible to look at increasingly disaggregated data,
for example, the social media use inside of a given house, but this was not explored for obvious ethical
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FIG. 7
Identifying user identity from location identity.
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FIG. 8
Tweet patterns across study areas at the University of Melbourne in Aug. 2015.

and security issues. The same capabilities in harvesting and analyzing data can be down to extremely
disaggregated levels, for example, the rooms in a house!
In spite of these scenarios showing the severity of consequences of losing location privacy, it can
be the case that performing tweet retrieval based on location can be beneficial despite the privacy issues, for example, for pandemics or other national disasters. To explore this issue, an analysis was
undertaken in testing the feasibility of using the contents of geotagged tweets as a data source for
applications that use such data to provide services. A heavily simplified application whose function
was to retrieve tweet texts regarding an input topic within a bound-box was made for the purpose of
stimulating the system providing location-based information, and observing whether the text provided
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FIG. 9
Amount of tweets on hourly basis from residential areas in Fitzroy.

FIG. 10
Potential of positive usage of Tweet data.

information regarding the topic. The result was promising, as most retrieved texts contained detailed
descriptions of certain events, which could possibly be useful for others. For example, tweets regarding
traffic information from the city entrance of the freeway, detailed reporting of traffic events are shown
(Fig. 10). Such observations suggest potential benefits of using geotagged tweets despite the potential
privacy issues.

11.6 CONCLUSIONS
Privacy is of increasing concern for many people in the digital, and especially in the social media age.
Many individuals use social media as a daily part of their lives. In this chapter we have explored the
dangers of erosion of privacy and illustrated how seemingly innocuous information can reveal extensive privacy information related to the use and the activities taking place in that location. We have
shown how Big Data infrastructures and technologies can now easily exploit geocoded information to
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reveal patterns in data that might otherwise have been lost in the noise. The scenarios demonstrated
in this chapter have shown how locations can be automatically classified and how individuals can be
identified from within those locations. The real danger in this is that once identified, the Big Data
technologies now allow users to be tracked thereafter. As shown in Fig. 1, it is a quite straightforward
process to track individuals and their use of social media.
Correlating the time of the events and other activities that might take place at those locations at
that time might have benefits, for example, in the case of a national pandemic and being able to track
who might have been infected; however, it is equally possible to use this data for other purposes which
have grades of concern for many regarding personal privacy. Thus, should police be able to identify
potential criminals or witnesses of crimes by correlating crime incidents with sources such as Twitter?
The concerns of many are that such things are already happening without recall to privacy concerns of
the unwitting individual. It is certainly the case that technology has far outpaced the legal frameworks
that need to be in place to counterbalance the possibilities of data use and misuse. This is especially
challenging given the global nature of the Internet and social media more generally.
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SECURITY AND PRIVACY
IN BIG DATA
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12.1 INTRODUCTION
The term “Big Data” refers to the massive amounts of digital information companies and governments
collect about us and our surroundings. Human beings now create 2.5 quintillion bytes of data per day. The
rate of the data creation has increased so much that 90% of the data in the world today has been created in
the last 2 years alone. How to securely store these massive data and how to effectively process them have
been more and more important and challenging tasks. An effective method is for institutions to adopt the
emerging cloud computing commercial service schema to outsource their massive data sets at remote cloud
storage and computing centers. On the other hand, authorized data users can utilize the powerful computation capability of the cloud sever to search and process data. For example, a hospital creates vast data sets of
patients’ medical records every day, such as EMR (electronic medical records) including X-rays, electrocardiograms, clinical histories, and so on. Facing such a huge amount of data files, hospitals have to resort
to third-party data storage and management centers to maintain the massive data sets. Later, authorized
physicians can search and obtain individual records through public communication channels.
Generally, Big Data is processed and queried on the cloud computing platform (Fig. 1). Cloud computing, the new term for the long-dreamed of vision of computing as a utility, enables convenient, ondemand network access to a centralized pool of configurable computing resources that can be rapidly
deployed with great efficiency and minimal management overhead. The amazing advantages of cloud
computing include: on-demand self-service, ubiquitous network access, location-independent resource
pooling, rapid resource elasticity, usage-based pricing, transference of risk, etc. Thus, cloud computing
could easily benefit its users in avoiding large capital outlays in the deployment and management of
both software and hardware. Undoubtedly, cloud computing brings unprecedented paradigm shifting
and will be a major part of IT history, especially the Big Data era.
Cloud computing can provide various elastic and scalable IT services in a pay-as-you-go fashion;
however, once the massive data sets are outsourced to a remote cloud, the data owners would lose
direct control of these data, which raises a major concern of using the cloud—data privacy and security problems. Gartner listed seven security issues in cloud computing and claimed that 85% of large
companies refuse to adopt cloud computing just due to data security. For example, the hospital may
be reluctant to outsource their data to the cloud because EMRs contain a huge amount of confidential
sensitive information that patients are reluctant to publish, such as information about one’s lifestyle,
medical history, history of drug allergies, etc. To effectively solve the data security problem and promote the development of cloud computing, the Gartner Group thinks that an encryption scheme must
be available to protect the outsourced cloud data, which should be encrypted before uploading it to the
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00012-X
© 2016 Elsevier Inc. All rights reserved.
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An overview of Big Data.

cloud. However, data encryption makes cloud data utilization a very challenging problem. In particular,
performing a data search is a key challenge because the encrypted data disable the traditional plaintext
keyword query. Thus, enabling an encrypted cloud data search service is of paramount importance.
In addition, adversaries can also utilize correlations in Big Data and in background knowledge to
steal sensitive information. There are some existing technologies that are designed to prevent adversaries from stealing sensitive information from relational data. But the correlation in Big Data is quite
different from the traditional relationship between data stored in relational databases. Correlation in
Big Data does not imply causation. Causality means A causes B, where correlation, on the other hand,
means that A and B tend to be observed at the same time. These are very, very different things when it
comes to Big Data; however, the difference often gets glossed over or ignored, so sensitive information
will be exposed and in more danger.
Based on the previous description, in this chapter, we will discuss important security and privacy issues about Big Data from three aspects. One is secure queries performed over encrypted cloud data; the
second is security technology related to Big Data; the last is the security and privacy in correlative Big
Data. The rest of this chapter is organized as follows. In Section 12.2, we introduce the related topics of
secure queries in cloud computing, including system models, security models, and outstanding secure
query techniques. In Section 12.3, we introduce other Big Data security, including data watermarking
and self-adaptive risk access control. In Section 12.4, we comb the related research about privacy protection on correlated Big Data. This research is divided into two categories, including anonymity and differential privacy. At last, we propose future work in Section 12.5 and conclude this chapter in Section 12.6.
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12.2 SECURE QUERIES OVER ENCRYPTED BIG DATA
12.2.1 SYSTEM MODEL
The popular secure query architecture with privacy protection in cloud computing involves three
entities: the data owner, data users, and the cloud, as shown in Fig. 2A. The system framework expresses the following application scenario: the data owner decides to employ the cloud storage service to store massive data files, which are encrypted with the guarantee that no actual data contents
are leaked to the cloud. On the other hand, to enable an effective keyword query over encrypted data
for data utilization, the data owner needs to construct confidential searchable indexes for outsourced
data files. Both the encrypted file collection and index are outsourced to the cloud server. An authorized data user can obtain data files of interest by submitting specified keywords to the cloud. The
query process includes the following four steps. First, the data user sends query keywords of interest
to the data owner via secret communication channels. Second, upon receiving query keywords, the
data owner encodes these keywords to generate a query token in the form of ciphertexts and then
returns it to the authorized user via the same secure channels. Third, the data user submits a query
token to the cloud server to request data files via the public communication channels, such as the
Internet. Fourth, upon receiving the query token submitted by the data user, the cloud server is responsible for executing the search algorithm over the secure index and returns the matched set of
files to the user as the search result.
A fatal drawback of this architecture is that the data owner must always be online to handle query
requests of authorized users. If the data owner is offline, outsourced data cannot be retrieved in time. To
improve the availability, an enhanced system architecture is proposed as shown in Fig. 2B.
In Fig. 2B, there is an important difference compared with Fig. 2A: data users can encode keyword(s)
to query tokens locally using keys assigned by the data owner through data access control. Queries are
performed independently of the state of the data owner. Consequently, the improved system model
more rigidly protects user query privacy, eliminates real-time communication overhead, and greatly
enhances the availability and scalability of the whole system.
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12.2.2 THREAT MODEL AND ATTACK MODEL
In this section, we introduce the threat model and attack model based on the aforementioned secure
query model for cloud computing.
(1) Threat Model
Since the massive data set is stored at a remote cloud center, the cloud may not be fully trusted
for the following reasons. First, clouds may be vulnerable to corrupt employees who do not follow data privacy policies. Second, cloud computing systems may also be vulnerable to external
malicious attacks, and when intrusions happen, cloud customers may not be fully informed about
the potential implications on the security of their data. Third, clouds may base services on facilities in some foreign countries where privacy regulations are difficult to enforce. Based on these
facts, generally, the cloud server is considered an “honest-but-curious” semitrusted threat model.
More specifically, the cloud server acts in an “honest” fashion and correctly follows the designated
protocol specification and promises that it always securely stores data and performs computations.
However, the cloud server may intentionally analyze contents of data files, or curiously infer the
underlying query keyword(s) submitted by the data user. Recently, besides the cloud, researchers
have begun to consider some internal adversaries such as a malicious data owner or a compromised
data user in the multiowner and multiuser cloud environments, such that the cloud can collude with
these internal adversaries to analyze useful information of data files and query keyword(s). Fig. 3
shows the two threat models in cloud computing.
(2) Attack Model
In addition to the threat model, based on what information the cloud server knows, secure
query schemes in the cloud environment mainly consider two attack models with different attack capabilities; they are the Known Ciphertext Model and Known Background Model [1,2]. In
the Known Ciphertext Model, the cloud is only permitted to access the encrypted data files and
the searchable secure indexes. In the Known Background Model, as a stronger attack model, the
cloud server is supposed to possess more background knowledge than what can be accessed in the
Known Ciphertext Model. This background knowledge information may include the keywords and
related statistical information, correlation relation of different data sets, as well as the correlation
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FIG. 4
Attack model.

relationship of given search requests. For example, the cloud server could use the known query
token’s information c ombined with previous query results to deduce the plaintext information of
certain keywords in the query. Fig. 4 shows the two attack models.

12.2.3 SECURE QUERY SCHEME IN CLOUDS
In fact, as early as 2000, Song et al. set out to research the problem of how to correctly perform a search
over an encrypted document via encrypted keywords, and first introduced a practical technique that allows a user to securely perform a search over encrypted documents through specified keywords [3]. In
2006, Curtmola et al. formally named this query technique “searchable encryption (SE)” and presented
explicit security requirements and definitions [4]. Meanwhile, they adopted the inverted index data
structure [5] (which is widely used in the plaintext information retrieval fields), symmetric encryption
schemes [6], and hash table to design a novel searchable encryption scheme named SSE (searchable
symmetric encryption). The key goal of an SSE scheme is to allow a server to search over encrypted
data on behalf of data users without learning any useful information about the data files or the query
contents of data users other than encrypted query results.
The recent rapid development of cloud computing and the sharp increase in organizational, or,
enterprise business data, has necessitated that the data outsourcing service model promote further
study on secure searches in the cloud computing environment. Researchers have proposed many secure
schemes to improve query efficiency, enrich query functionalities, and enhance security. In these secure
query schemes, the encrypted searchable indexes are constructed by the data owner, through which an
authorized data user can obtain qualified data by submitting encrypted keyword(s) to the cloud.
We will introduce secure query techniques based on the index construction in the symmetric
encryption setting in this section. (Note that some public key-based secure query schemes are also
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p roposed by researchers [7], however, which are not suitable for the massive data collection in the cloud
environment due to the much more expensive computation overhead of the asymmetric encryption.)
We assume that the data owner owns the file set F = {f1, f2, …, fn} and extracts a set of keywords
W = {w1, w2, …, wn} from F. To realize an effective secure query scheme, the data owner constructs an
encrypted searchable index for F by invoking an index generation algorithm called BuildIndex when
taking as input a secret key K. In addition, the file set F should be encrypted for data confidentiality
using an algorithm called Enc with the other key K´. Generally, the semantically secure symmetric
encryption scheme DES or AES is a very good choice for Enc. Finally, the encrypted data files and
encrypted indexes are stored on a remote cloud center in the following form:

{I = BuildIndex ( F = { f ,f ,¼,f };W = {w ,w ,¼,w }) , C = Enc
k

1

2

n

1

2

n

k¢

( f1,f 2 ,¼, f n )}

When an authorized data user wants to search data files that contain a certain keyword w, he/she
invokes the algorithm Trapdoor under the same key K used to encrypted the index I to generate a socalled trapdoor (ie, query token) T = Trapdoork(w) and submits T to the cloud via public communication channels. With T, the cloud can search the index using an algorithm called Search and returns
corresponding encrypted data files. Finally, the data user uses the algorithm Dec and takes as input the
symmetric encryption key K´ to decrypt query results. Fig. 5 shows a general model of an index-based
searchable encryption scheme in the cloud computing environment.
We formally give the definition of an index-based secure query scheme for cloud computing.
Definition 1 An index-based secure query scheme consists of the following six polynomial time
algorithms.
• 
Keygen(1k): The data owner takes as input a security parameter k and outputs two keys K, K´.
The K is used to encrypt and decrypt the data file set and the K´ is used to encrypt indexes and
to generate query trapdoors.
• 
Enc(K, F): The data owner takes as input the secret key K and a data file set F = {f1, …, fn},
outputs a sequence of ciphertexts C = {c1, …, cn}.
• 
BuildIndex(K´, F, W): The data owner runs the algorithm and takes as input a key K´, a data file
set F and a set of keyword W extracted from F, outputs the secure index I.
• 
Trapdoor(K´, w): An authorized data user runs the algorithm and takes as input the key K´ and
a query keyword w, outputs the ciphertext form T(w) of w.

Data owner
Storage phase

Query phase

I = BuildIndexk(F,W )

Cloud server
I ||Enck( f1,..., fn)

I ||Enck( f1,..., fn)

Data user
T = Trapdoork (w)
fid = Deck(fid)

T
Enck( fid)

Enck( fid)=search(I,T)

FIG. 5
General model of an index-based searchable encryption scheme in the cloud computing environment.
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• 
Search(T(w), I): The cloud server runs the algorithm, which performs secure search on I according to the query trapdoor T(w) and outputs the corresponding encrypted data file c that contains w.
• 
Dec(K, c): the data user invokes the algorithm to decrypt query result c returned by the cloud
server to get the corresponding plaintext f.

12.2.4 SECURITY DEFINITION OF INDEX-BASED SECURE QUERY TECHNIQUES
The definition of secure query schemes in Section 12.2.3 indicates that the security of outsourced data
files itself can be easily achieved due to the semantically secure AES or DES encryption. However, the
cloud server may infer actual contents of the data files by attacking searchable indexes, since indexes are
often embedded in useful information in data files. So, constructing semantically secure searchable indexes
should be the most key security goal for an index-based secure query scheme. How to define the security of
indexes? In Ref. [8], Eujin-Goh formally proposed the semantic security against adaptive chosen keyword
attack (IND-CKA) security definition, which has been widely adopted in prior secure query schemes.
Definition 2 An index-based search scheme is semantically secure if the constructed searchable
index satisfies the following two key security conditions: (1) index indistinguishability (IND) and (2)
security under chosen keyword attacks (CKA).
Simply speaking, when given two data files F1, F2 and their indexes I1 and I2, if the adversary (ie,
the cloud server) cannot distinguish which index is for which data file, we say the indexes I1 and I2 are
IND-CKA secure. In other words, the IND-CKA security definition guarantees that an adversary cannot deduce and obtain any useful plaintext information in data files from the searchable index.

12.2.5 IMPLEMENTATIONS OF INDEX-BASED SECURE QUERY TECHNIQUES
In this section, we will introduce two effective and efficient query techniques over the encrypted data
files, which have been widely used in cloud computing environments. One is a single-keyword secure
query scheme based on the encrypted inverted index structure, and the other is a multikeyword secure
query scheme based on the encrypted vector space model.

An efficient single-keyword secure query scheme
In Ref. [4], Curtmola et al. constructed an efficient single-keyword secure query scheme based on
encrypted inverted indexes. In practice, the inverted index is widely used to perform the keyword search
in the plaintext retrieval information system due to the simplicity of the construction and the high
search efficiency. To the best of our knowledge, almost all modern search engines take advantage of
the inverted index technique to design their internal index constructions. Fig. 6 shows a simple inverted
Header node
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id(F8)
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FIG. 6
A simple inverted index structure.
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index structure. In this construction, a linked list Li is used to represent a search index for a keyword
item wi. In each Li, the header node HNi stores the specified keyword information wi and every intermediate node Ni,j stores the identifier of a data file that contains wi. For simplicity, Fig. 6 shows a simple
index structure in which there are three keywords w1, w2, w3 and eight data files F1–F8.
Obviously, directly storing the inverted indexes to the cloud server in the plaintext form would cause
inevitable information leakages because the cloud can see all plaintexts. To avoid gaining information from
inverted indexes for any underlying attacker, Curtmola et al. used the symmetric encryption technique to
encrypt inverted indexes and made them confidential while maintaining efficient searchable capabilities [4].
Now, we first introduce the proposed index encryption technique and make the indexes demonstrated in Fig. 7 secure, step-by-step, and then illustrate how to perform searches on these encrypted
indexes with a simple example.
For ease of understanding, we introduce the implementation details of the index encryption technique by dividing the encryption processes into the following three steps.
(1) Encrypt Nodes Except for the Header Node and the First Node
For a linked list Li of the distinct keyword wi, except for the header node HNi, each node Ni,j
consists of three fields: the identifier of the data file containing the keyword wi, a pointer to the next
node, and a random key Ki,j that is used to encrypt the next node. The pointer field and key field
of the last node are set to be null and 0, respectively. Next, except for the first node Ni,1, each node
Ni,j is encrypted by the key Ki,j−1 using a semantically secure symmetric encryption scheme such as
AES or DES. Fig. 7 shows the aforementioned encryption processes.
(2) Construct the Header Node and Encrypt the First Node
The header node of each linked list Li corresponding to the keyword wi contains two fields: the first
field stores a random key Ki,0 that is used to encrypt the first node Ni,1, and the second field is a pointer to the
first node Ni,1 in Li. Thus, the first node Ni,1 can now be encrypted by the key Ki,0. Now, except for the header
node HNi, each node in Li is encrypted with a different key stored at the corresponding previous node.
Header node
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FIG. 7
Intermediate nodes encryption.
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FIG. 8
Head node encryption and look-up table structure.

(3) Encrypt Header Node and Create Encrypted Look-Table
Obviously, the header node still discloses the key information Ki,0 for Li, by which the cloud can
decrypt all nodes of Li and make the index very easy to crack. To hide the header node information
while keeping searchability, the proposed scheme uses an encrypted look-up table T to store the encrypted header node information. We use HNi = (Ki,0, addr(Ni,1)) to denote the header node of Li, where
addr(Ni,1) represents the pointer or address of the first node Ni,1 in Li. To make the header node secure,
and to protect the key Ki,0, the scheme uses a pseudorandom function [6] f with the key k2 to calculate
the keyword wi as f(k2, wi) and then encrypt the header node HNi = (Ki,0, addr(Ni,1)) by computing f(k2,
wi)⊕ HNi, where ⊕ is an exclusive or operation. Next, the scheme generates a look-up table T and
uses another pseudorandom function π with the key k1 to calculate the keyword wi as πk1 (wi) and
stores the encrypted header node f(k2, wi)⊕HNi to the corresponding position T[π(k1,wi)] in T.
So far, according to these three steps, the linked list Li of keyword wi has been totally encrypted.
In the next section, we will give a simple example to illustrate how to perform a query on encrypted
indexes. Fig. 8 shows a simple example of a head node encryption and look-up table structure.
Last, we provide a secure search example. Suppose that a data user wants to search data files
containing the keyword w2, he/she first encrypts the query keyword w2 using the keyed hash functions f and π to generate a query trapdoor as trap = (πk1(w2), fk2(w2)) and submits the trap to the cloud
server. Upon receiving the trap, the cloud accesses the look-up table T and takes the encrypted value
val = HN2 ⊕ fk2(w2) from the position T[πk1(w2)] and then decrypts the header node HN2 by calculating
val⊕ fk2(w2). Last, the cloud decrypts the whole linked list L2 starting with the header node HN2 and
outputs the list of data file identifiers in L2.

An efficient multikeyword secure query scheme
Obviously, the inverted index-based secure query scheme efficiently supports a single-keyword
query, which needs to perform multiple rounds of queries to implement a multikeyword conjunction query. In this section, we will introduce an efficient multikeyword query scheme based on the
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encrypted vector space model. The scheme can effectively perform multikeyword ranked and top-k
secure queries over the encrypted cloud data.
The basic idea behind the query scheme is to use an n dimension binary data vector to represent a
query index of a data file. In a multikeyword query, the query is also denoted as an n dimension binary
vector; meanwhile, the query operation is converted into the inner product computation between the
query vector and each file index vector. In this scheme, one can determine which data files are more
relevant than others by sorting the inner product values in descending order to implement a multikeyword ranked and top-k query.
We first provide a simple example to illustrate how to create the data file index vector, the query vector, and how to perform a multikeyword ranked query in the plaintext setting. For ease of understanding, we assume that there are two documents D1 (containing three keywords, w1, w3, and w4) and D2
(containing three keywords, w1, w2, and w3), which are denoted as D1 = {w1,w3,w4} and D2 = {w1,w2,w3},
respectively. To create the n dimensions binary vector indexes for D1 and D2, the scheme needs to predefine a keyword dictionary consisting of n keywords, denoted as W = {w1,w2,w3,w4,w5} (For simplicity,
we set n = 5). The binary index vector I of the data file D can be created according to the dictionary W
as follows: if wi (1 ≤ i ≤ 5) in W appears in the data file D, the corresponding ith position is set to be
1; otherwise, the position is set to be 0. Thus, the five-dimension vector indexes of D1 and D2 can be
denoted as I1 = {1,0,1,1,0} and I2 = {1,1,1,0,0}, respectively. Suppose that a data user uses the keywords
w1 and w2 to request data files, the query is also converted into a five-dimension query vector by adopting the same method, denoted as Q = {1,1,0,0,0}. Now the query is performed by computing the inner
product between the query vector and each data index vector. In this example, I1∙Q = 1 and I2∙Q = 2,
which indicates D2 is more relevant than D1. If this is a top-1 query, the D2 should be regarded as the
only query result.
We can observe from Fig. 9 that the scheme can achieve relevant ranked queries by comparing
the inner product between the index vector and query vector. To implement the secure search over
encrypted cloud data, the basic goal is to design an encryption function E to encrypt the file index
vector and query vector while still comparing the inner product. We call the encryption function E the
innerproduct preserving encryption function (Fig. 10).
In Ref. [9], based on the space vector model, Wong et al. proposed a secure k-nearest neighbor
query scheme over an encrypted database and Cao et al. improved this technique and made it suitable
for secure queries over encrypted cloud data [10]. In this section, for simplicity, we introduce a simple
version of the encryption function E which can preserve the inner product between two encrypted
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FIG. 9
An example of multikeyword query in the plaintext setting.
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FIG. 10
Secure inner product preserving encryption.

v ectors. First, we need to define two encryption functions: E1 which is used to encrypt the n dimensions
index vector I, and E2 which is used to encrypt the n dimensions query vector Q. The I and Q are represented by column vectors. Given a secret n × n invertible matrix M as the encryption key, encrypt the index vector I by computing E1(I) = MT × I and encrypt the query vector Q by computing E2(Q) = M−1 × Q.
Given an encrypted index E1(I) and an encrypted query E2(Q), the search system can get the correct
inner product value between I and Q by computing [E1(I)]−1 × E2(Q). This is because:
-1

éë E1 ( I ) ùû ´ E2 ( Q ) = I T MM -1Q = I T ´ Q = I × Q

Thus, the search system can correctly perform ranked queries over the encrypted data index according to the inner product. Many security-enhanced versions based on this technique have been widely
used in the multikeyword secure query system for cloud computing.

12.3 OTHER BIG DATA SECURITY
Big Data shows promise for enterprises across industries. If there are not the suitable encryption and
security solutions for Big Data, Big Data may be in big trouble. Fortunately, there are existing technologies for Big Data security, as follows.

12.3.1 DIGITAL WATERMARKING
Digital watermarking is a technology in which identification information is embedded into the data
carrier in ways that cannot be easily noticed, and in which the data usage will not be affected. This
technology often protects copyright of multimedia data, and protects databases and text files.
Because of data’s randomness and dynamics, methods of watermarking imbedded into databases
and text files and multimedia carriers are quite different. And the basic precondition is that there is
redundant information in the data, and tolerable precision error. For example, Agrawal et al. embedded
watermarking into the least important position of data, randomly based on the tolerance range of error
in the numeric data in the database [11,12]. But Sion et al. proposed a schema based on the statistical
property of a data set. Watermarking is embedded into a set of attribute data for preventing attackers
from destroying watermarking [13,14]. Besides, fingerprint information of databases is embedded into
watermarking in order to identify information owners and objects that are distributed [15]. It is beneficial to track leakers. And the public verification of watermarks can be achieved without secret keys
through independent component analysis [16]. There are the other relevant works in Refs. [17,18]. If
the fragile watermarking is embedded into the tables in databases, the change of data items will be
discovered in time [19].
There are many generations of methods of text watermarking, which can be divided into three
types. The first type is watermarking based on fine tuning of the document structure, relying on slight
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d ifferences between the formats of word spacing and line spacing. The second kind is watermarking
based on text contents, depending on the modifications of text contents, such as adding white spaces,
modifying punctuation, and so on. The third kind is watermarking based on the nature of language,
achieving changes by semantic understanding, such as synonym replacement or transformation of sentences, and so on.
Most watermarking described herein considers static data sets; however, the features of Big Data,
such as high speed data generation and updating, are not considered sufficiently.

12.3.2 SELF-ADAPTIVE RISK ACCESS CONTROL
In the Big Data scene, security managers may lack sufficient expertise, and they sometimes cannot assign data which can be accessed by users correctly. To counter this, self-adaptive risk access control is
proposed. The conception of risk quantification and access quotas are proposed in Jason’s report [20].
Subsequently, Cheng et al. proposed an access control solution based on a multilevel security model
[21]. Ni et al. proposed another solution based on fuzzy inference, and the amount of information and
the security levels of users and information are the main reference parameters for risk quantification.
When risk value of the resources that users access is higher than some predetermined threshold, users
will not continue accessing. However, in the Big Data application environment, the definition of risk
and quantification are more difficult than before.

12.4 PRIVACY ON CORRELATED BIG DATA
12.4.1 CORRELATED DATA IN BIG DATA
The data correlations in Big Data are very complex and quite different from traditional relationships
between data stored in relational databases. Some research has been done on data correlations and their
privacy problems.
Generally, data correlations are described by social networks graphs. Fig. 11 shows that there is a
simple data relationship in the social network. In Fig. 11, nodes represent people or other entities in
social networks, and edges represent correlations between them. Adversaries may attack the privacy

FIG. 11
A simple social networks graph.
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of people who have high correlations in social networks by using external information (ie, background
knowledge) or the structural similarity between nodes and nodes, or graphs and graphs. For example,
adversaries can analyze target individuals’ privacy according to the degree of target nodes, attributions
of nodes, linking relationships between target individuals, neighborhood structures of target individuals, embedded subgraphs, the features of graphs, and so on [22,23]. Besides, adversaries can also utilize
structural information of target individuals to violate their privacy [24].
In fact, adversaries can achieve data correlations easily from social networks, etc. For instance,
the structure of the social network may be obtained when adversaries use a web crawler. Therefore, a
person’s correlations in a social network could be ascertained by analyzing this structure. An adversary may achieve some query results, such as “the number of persons whose hobbies are smoking and
drinking,” and then the adversary may try to analyze the hobby of one special person based on the high
correlated persons with the same hobby [25]. Fig. 12 shows that adversaries attack sensitive information through utilizing data correlation.
Many attributes about correlated data in social networks may be used to analyze the privacy of target individuals. Because correlated data privacy can be leaked more easily, we should pay much more
attention to this problem.
However, there may be important, undetected relationships in Big Data. Reshef et al. proposed
an approach called the maxim information coefficient to measure a wide range of correlations, both
functional and not in large data sets [26]. But the amount of data sets in Big Data is huge, thus data
correlations in Big Data are more complex. Besides, adversaries can also utilize the undiscovered data
correlations to attack sensitive information. So correlated data privacy in Big Data is an important and
growing challenge.
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FIG. 12
Sensitive information stolen through utilizing data correlation.
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Furthermore, data correlations in Big Data do not mean that data A causes data B. On the other
hand, these correlations imply that data A and B may be detected simultaneously. And, these correlations are quite different from the data correlations that existed before Big Data. However, the difference
often is neglected, so sensitive information will be more exposed and vulnerable.
Research is ongoing on how to protect sensitive information in Big Data. And the research about
data privacy protection focuses on anonymity and differential privacy, primarily.

12.4.2 ANONYMITY
Adversaries can utilize data correlation in Big Data to attack sensitive information. There are some existing technologies to prevent adversaries from stealing sensitive information in relational data. In this
section, we will introduce the development of anonymity for data releasing, and data privacy protection
for social networks.
(1) Anonymity for Data Releasing
For the structured data in Big Data, the key technologies and basic methods for achieving the
anonymity of data releasing are still being developed and improved.
Take k-anonymity, for example. In schemas which are proposed at an early age [27,28] and
optimization [29–31], data is processed by tuples generalization and restraint; thus, quasiidentifiers
are divided into groups. Quasiidentifiers in every group are converted to be the same, and there are
k tuples in every group. So every tuple cannot be identified by other k-1 tuples. Fig. 13 shows the
example of k-anonymity.
Then l-diversity anonymity is proposed. The character of this method is that the diversity of sensitive data should be more than l. Implementations of l-diversity contain a scheme based on anatomy
and a scheme based on data substitution [32]. Fig. 14 shows the example of l-diversity anonymity.
Additionally, there is another anonymity called t-closeness, which requires that the sensitive
data distribution of the equivalence class is the same as data distribution of the whole data table
[33]. And there are the other works about anonymity, which include (k, e)-anonymity [34], (X, Y)anonymity [35], and so on.
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FIG. 13
Example of 3-anonymity, where QI = {ZIP, Age, Nationality}.
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FIG. 14
Example of 2-diversity anonymity.

The anonymity for data releasing in Big Data is more complex. Adversaries can aquire data
from multiple channels, not just the same data publishing source. For example, people have discovered that adversaries can compare their data with public data on IMDB and then identify the
account of the object in Netflix. This problem is being researched in more depth [36].
(2) Anonymity for Social Networks
The data produced by social networks is a Big Data source, and contains mass quantities of
users’ private data. Because of the graph structure features of social networks, anonymity for social
networks is quite different from structured data.
The typical requirements for anonymity in social networks are users’ identifiers anonymity and
attributes anonymity (also called nodes anonymity). When data is released, users’ identifiers and
attributes information are hidden. Furthermore, relationship anonymity (also called edges anonymity) is the other typical requirement for anonymity in social networks. The relationships between
users are hidden when data is published.
Currently, edges anonymity schemes are mostly based on edges deleting and adding. And
edges anonymity can be achieved by adding and deleting exchange-edges randomly. In Ref. [37],
in the process of anonymity, characteristic values of adjacent matrixes and the second characteristic
values of the according Laplace matrixes remain constant. In Ref. [38], nodes are classified according to the degree of nodes. Edges’ satisfied requirements are chosen from the nodes of the same
degree. The solutions in Refs. [39,40] are similar to those in Ref. [41].
Additionally, it is important to note that the graph structure is partitioned and clustered based
on super nodes. Examples include anonymity based on nodes clustering, anonymity based on genetic algorithm, anonymity based on a simulated annealing algorithm, and a schema for filling
in the splitted super nodes [40]. In Ref. [42], the concept of k-security is proposed. It achieves
anonymity by k isomorphism subgraphs. Anonymization based on super nodes can achieve edges
anonymity, but deposed social structured graphs are quite different from the original ones.
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However, a major problem of social networks anonymization is that adversaries can use the
other public information to infer anonymous users, especially when there are connection relations
between users. This creates problems, as follows. First, adversaries utilize weak connections to
predict possible connections between users [42]. This is appropriate for networks in which there
are sparse user relations. Second, attackers can regain and infer hierarchical relationships in the
crowd, according to existing social networks structures [43]. Third, adversaries can analyze the
complex social networks, such as Weibo, and infer relations [44]. And last but not least, adversaries can infer the probability of different connection relations based on the restricted random-walk
mechanism. Researchers assert that the clustering feature of the social network significantly impacts the accuracy of subrelationship prediction.

12.4.3 DIFFERENTIAL PRIVACY
Differential privacy [45,46] is a powerful tool for providing privacy-preserving noisy query answers
over statistical databases. It is also the most popular perturbation for correlated data privacy protection.
It guarantees that the distribution of noisy query answers changes very little with the addition or deletion of any tuple.

Definitions of differential privacy
There are two typical definitions of differential privacy, which are classified into unbounded and
bounded [47]. The formal definitions of unbounded differential privacy [45] and bounded differential
privacy [46] are Definition 3 and Definition 4, respectively.
Definition 3 Let A be a randomized algorithm, S be any set, D1 and D2 be any pairs of databases, A
will be unbounded ε-differential privacy, if P(A(D1) ∈ S) ≤ eε P(A(D2) ∈ S), where D1 could be achieved
from deleting or adding one tuple of D2.
Definition 4 Let A be a randomized algorithm, S be any set, D1 and D2 be any pairs of databases,
A will be unbounded ε-differential privacy, if P(A(D1) ∈ S) ≤ eε P(A(D2) ∈ S), where D1 can be obtained
from changing the value of exactly one tuple of D2.

Differential privacy optimization
To improve the precision of inquiry responses, a great deal of research has been done on differential
privacy.
Blum et al. proposed a new approach which can respond to an arbitrary “querying class” [48]. The
precision of the response relies on the VC dimension of the “querying class.” In Ref. [48], an efficient
method is described for the querying of responsing domains, but precision is worse than that proposed
in Refs. [49,50].
In regard to differential privacy for compound queries, Hardt et al. proposed a k-mod method based
on linear query sets [51]. This method makes linear queries mapped to the L1 sphere, and then it is determined how much noise should be added. This method requires uniform sampling from high dimensional convex bodies. In Ref. [52], the cost of the algorithm is searching for the query schema, mainly.
This procedure is preceded only once. Once the best schema is determined, its efficiency is the same
as Laplace’s.
Roth et al. assert that queries will arrive in a chronological sequence in an interactive environment
[53]. The condition in which the query will arrive is unknown, but it must be responded to immediately.
Hence, the traditional Laplace mechanism is improved. The query response is acquired by computing
prior query results using a median approach.
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(1) Query Response Optimization Based on the Hierarchy Concept of the Matrix Mechanism
Relevant research about the best response schema for the count query in the related domain is
rarely reported. Related researches are gotten down to research since 2010.
Xiao et al. applied the Haar wavelet transformation (WT) to differential privacy [49]. Data is
carried out by wavelet transformation before noise is added so that the correctness of the counting
query can be improved. At the same time, the applied range is expanded to the attributions of the
nouns and the high-dimensional Histogram query. This approach is equivalent to the H query and
is the equivalent of a query tree. The summarized data, which is more fine-grained, is on the every
layer of this tree, from up to down.
Hay et al. proposed differential privacy based on layered summations and least squares [50].
The query sequence is divided into groups that are satisfied by consistency constraints. And noises
are added group by group so that the precision of the query is satisfied and the amount of noise that
should be added is reduced.
Li et al. proposed the concept of the matrix mechanism [52], and papers [49,50] have been
written on the category of the matrix mechanism. Some relationship between the queries is analyzed, and each query is regarded as a linear combination of basic count operations. Then the queries containing relationships are expressed as the matrixes. The amount of added noise is reduced
based on the existing Laplace noise distribution.
These three approaches are all based on the matrix mechanism. And special query questions
are improved by them.
(2) The Precision Range of the Linear Query
The range of the precision of the query response that is satisfied by differential privacy is an
important research field for researchers. And the most important area for study is the range of the
precision of the linear query response.
In the noninteractive mode, Blum et al. proposed differential privacy for releasing synthetic
data [48]. This algorithm obeys the error range of O(n2/3), where n is the size of the data set, and
the error range will expand with the increase in data sets. Dwork et al. improved the algorithm
[54,55] proposed in this paper [48]. Gupta et al. proposed a noninteractive query response based on
multiplicative weights and agnostic learning [56]. Hardt et al. implemented these algorithms and
evaluated them by conducting experiments in Ref. [57]. The experiments’ results show that this
algorithm is not adjusted to the interactive mode, and, when the number of the query times is many
times the size of the data sets, the efficiency of the algorithm is very low.
In the interactive mode, Roth et al. [53] assumed that the query was executed online, and that
the query should be responded to before the upcoming query arrived. So that the error range will
1/ 3
be: n2 / 3 ( log k ) ( log X ) / e1/ 3 . Hardt et al. [58] adapted an approach based on additive and multi1/ 4
plicative weights, and the error edge of the query response is reduced to n1/ 2 ( log k ) ( log X ) / n .
The meaning of the parameters is: under ε-differential privacy protection, n is the size of the data
sets, k is the query times, and X is the data domain.
Gupta et al. composited the midvalue algorithm [53] and additive and multiplicative weights
[58] in the interactive mode, and summarizes the multiplicative weights [56,57] in the noninteractive
mode, as well as defining the iterative database construction (IDC) algorithm abstractly [59]. The
IDC algorithm can respond to queries under differential privacy protection, either in the interactive
mode or in the noninteractive mode. An assumed data structure is improved iteratively by the IDC
algorithm so that this data structure can respond to all the queries. At the same time, the algorithm
improves the precision range of the midvalue algorithm and the multiplicative weights algorithm.

(

)
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Key approaches for differential privacy
(1) Differential Privacy for Histogram
As in the foundation of many data analysis approaches, such as contingency tables and marginals, the histogram query plays an important role in differential privacy protections.
Chawla et al. began to study privacy protections for histogram queries before differential privacy
was proposed [60]. Dwork et al. analyzed the essential properties of the histogram query in depth, and
pointed out that compared with the existing methods the biggest advantage of differential privacy is
that the computation of the sensitiveness is independent of the dimension [46]. With regard to differential privacy for high-dimensional output contingency tables and the covariance matrix analysis, data
privacy protection can be created on the premise that noise is added. Dwork et al. provided a complete
summary of achieving differential privacy for the histogram query, and pointed out that although the
histogram containing k units can be regarded as k independent counting queries, adding or deleting a
line of data only effects the counting of the unit corresponding to that line of data, and at most, one
count is affected [61]. Therefore, the sensitiveness of a histogram query is 1. This conclusion builds a
foundation for applying the differential-private histogram protection to various problems.
(2) The Differential-Private K-Means Clustering
Blum et al. proposed that differential privacy was achieved by adding appropriate noises in the process
of K-means clustering, and summarized the sensitiveness of the computing method of the query function
and the main steps for achieving the ε-differential private K-means algorithm [62]. In K-means, privacy
will be leaked by computing the central point, which is nearest to every sample point. However, for an
unknown set, computing the average value only requires that the sum divide by the number. Therefore, as
long as the approximate value of the set Sj is released, the set’s own information is not needed.
Dwork et al. replenished and improved the algorithm, and analyzed the sensitiveness of the
computing method of each query function in the differential-private K-means algorithm in detail,
and provided the total sensitiveness of the whole query sequence [61].

The PINQ framework
PINQ (privacy integrated queries) was developed by Dwork et al., and it is a framework for sensitive
data privacy protection [63]. The PINQ framework is similar to the LINQ framework. It provides a
series of APIs so that developers can develop the differential privacy protection system through using
simple and expressive language. This framework includes rich application cases of the differentialprivate data analysis.
Fig. 15 shows an application example of releasing data by the PINQ framework. In the framework, a
privacy budget is set by the owner of the database which needs to be protected. When users query data
from the database, some budgets will be consumed. Once the budget is exhausted, users cannot query
by the framework. Consider the following database record: “Jerry, male, pneumonia, 28-years old, address: Yuelu Mountain at Changsha of Hunan Province in China.” For data users, in the range of the
parameter ε, whether Jerry is in the database or not will not affect the query results. The query results
can be shared between users freely. Users can also integrate the external information (such as the building owner information, the inhabitant's consuming data and the other data from the other database).
Privacy will not be leaked by these operations.

Differential privacy for correlated data publication
To protect correlated data, differential privacy is studied to solve this problem.
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DATABASE
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……
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USER 1
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780

USER 3

USER 4

780
±1
5

USER 5

Some privacy budget will be consumed in each query operator. Once the privacy budget
is exhausted, the query cannot be executed any more.

FIG. 15
The PINQ framework.

Chen et al. proposed an approach to protect correlated network data while the data is released. This
approach proposes differential privacy by adding an extra correlation parameter. It is a noninteractive method of stopping adversaries from analyzing the presence of a direct link between two people.
Meanwhile, research has given us the theorem of the ε-differentially private mechanism under correlations, see Theorem 1 [64].
Theorem 1 Let  be private mechanism over a database, and k1 be a correlation parameter
which is the database with, besides k2 is another correlation parameter and 1 ≤ k2 ≤ k1. So  will be
ε-differentially private for all databases with k2.
What’s more, Zhang et al. researched differential privacy for privacy-preserving data releasing via
the Bayesian network and proposed a different solution called “PRIVBAYES” to deal with this problem
[65]. To depict the correlations of the attribution in a dataset D, a Bayesian network is built. Then noise
is added to a set of marginals of D for achieving differential privacy. An approximate data distribution
is constructed by utilizing the noisy marginals and the Bayesian network. This data distribution has
been published for the sake of research.
Yang et al. studied a perturbation method on correlated data called “Bayesian differential privacy”
to deal with the privacy protection of correlated data. The definition of Bayesian differential privacy is
as follows [25].
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Definition 5 Let  be an adversary and ℳ(x) be a randomized perturbation mechanism over a
database D,  be the set of known tuples,  be the set of unknown tuples, i be the tuple adversaries want to attack, x be an instance of the database D, where an adversary with knowledge  to
attack xi, that is,  = (i,  ) and  ⊆ [n]\{i}, and ℳ(x) = Pr(r ∈ S|x). The privacy leakage of ℳ is
BDPL A ( M) := SUP log
xi , x ’i , xK , t

Pr ( r = t | xi , xK )

Pr ( r = t | x ’i , xK )

, there are two conditions as follows.

• 
x is continuous-valued: Pr ( r Î S | xi , xK ) = ò Pr ( r Î S | x ) p ( xU | xi , xK ) d x
• x is discrete-valued: Pr ( r Î S | xi , xK ) = å Pr ( r Î S | x ) Pr ( xU | xi , xK )

U

xU

If sup BDPL A ( M) £ e , ℳ is Bayesian differential privacy.
A

Then to depict the data correlation, the Gaussian Markov random field is adopted to build the
Gaussian Correlation Model. The definition of Gaussian Correlation Model is as follows.
Definition 6 Let W = (wij) (wij ≥ 0) be the weighted adjacent matrix, G(x, W) be a weighted undirected graph, where each vertex xi represents a tuple i in the dataset and xi ∈ x, wij represents the correlation between tuples i and j. And let DI = diag(w1, w2, …, wn) be the weighted degree matrix of G(x,W)
where wi = ∑j≠iwij, and L be the Laplacian matrix of G(x,W),
æ w1
ç
- w12
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A Gaussian correlation model G(x, L) is the pair (x, L).

12.5 FUTURE DIRECTIONS
The existing research about security and privacy in Big Data is not perfect. There are some challenges
to face. The following section describes the future of the research on this topic.
On the one hand, the secure query schemes which we introduce herein allow cloud users to obtain
encrypted files by submitting query keywords of interest to the cloud server. However, there are still
many important techniques and functionalities of secure searching worth further study for continuously
improving the user query experience and perfecting query functionality, such as keyword fuzzy query,
range query, subset query, and query expression relation operation, etc. In addition, recently, researchers have proposed new application requirements dictating that a secure query scheme should provide
some mechanisms that allow data users to verify the correctness and completeness of query results
returned by the cloud, based on the assumption that the cloud may intentionally omit some qualified
query results for saving computation resources and communication overhead. Verifiable secure query
schemes will be a research focus in the future.
On the other hand, with the increase of local link density in social network and the clustering coefficient, the link prediction algorithm between correlated data in social networks should be further
enhanced. Thus, in the future, anonymity for correlated data in social networks can prevent these kinds
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of attacks by inferring. The amount of Big Data will be extremely large after years of data collection.
The essence of differential privacy is adding noise to protect sensitive information so that the utility of
Big Data and the efficiency of the differential privacy will all be affected. Thus additional research is
required on how to perform differential privacy appropriately for Big Data.

12.6 CONCLUSIONS
With the growing popularity of cloud computing and sharp increase in data volume, more and more encrypted data is stored on cloud servers, which means the further development of secure query techniques
are essential for data utilization in cloud environments. At present, secure query schemes over encrypted
data can be classified into two categories: the symmetric-key based solutions and public-key based query
schemes. Compared with the symmetric-key, due to the heavy computation cost and inefficiency of publickey cryptosystems, secure query schemes based on public-key setting are not suitable for cloud applications
with mass users and mass data, and make those schemes based on symmetric-key preferable in all solutions.
We systemically illustrate the related concepts, models, definitions, and important implementation
techniques of secure searching over encrypted cloud data based on symmetric-key setting, including system frameworks, threat models, attack models, etc. We provide the implementation principles
and details of secure search techniques over encrypted data by introducing two concrete secure query
schemes proposed in Refs. [4] and [10]. Additionally, we point out that if there are not suitable encryption and security solutions for Big Data, Big Data may be in big trouble. And we introduce data
watermarking and self-adaptive risk access control in Big Data separately.
What’s more, correlated Big Data brings new security and privacy problems, but it is an important
solution for these problems by itself. In this chapter, we systematically comb the related key research
about correlated data privacy protection from different perspectives such as data releasing, social networks, correlated data publication, and so on. And we group the relevant research into two categories:
anonymity and differential privacy, introduced, respectively. Additionally, we look forward to future
developments in correlated data privacy in Big Data, as there is very little current research on the
topic. Thus, we should pay more attention to studying technical means for preserving the privacy of
correlated Big Data. The problem of privacy on correlated Big Data could be solved only through a
combination of technical means and relevant policies and regulations.
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LOCATION INFERRING
IN INTERNET OF THINGS
AND BIG DATA

13

W. Xi, J. Han, K. Li, Z. Jiang, H. Ding

13.1 INTRODUCTION
Sensing applications are becoming ubiquitous smart applications. Beyond smartphones, tablets and
wearable devices, sensing ability will eventually be embedded and integrated in our living spaces.
The recent surge in sensing applications is characterized by the distributed collection of data by either
self-selected or recruited participants for the purpose of sharing local conditions, increasing global
awareness of issues of interest, computing community statistics, and mapping physical and social
phenomena.
Most of these applications are location-based services (LBS), which are increasingly important to
the user experience. In the Big Data era, the information provided by LBS enables meaningful and reasonable analysis and mining of the collected data. Some of the most common LBS applications include
those of local news crews, navigation, locating points of interest, parking assistance, fleet management,
emergency team use, asset tracking, enabling location-sensitive buildings, and local advertisements.
To specify the mobile user’s location, an intuitive solution depends on the mobile phone system.
For example, a current cell phone ID can be used for identifying the base transceiver station (BTS) that
the phone is communicating with. Once it is determined, the only thing left is to pinpoint the location
of the BTS.
Other solutions use GPS techniques. GPS is much more accurate than BTS-based solutions.
Currently, it is very common that devices contain built-in GPS receivers. However, GPS cannot work
well in indoor environments. An alternative common method is to use short-range positioning beacons.
This is an ideal solution for existing Wi-Fi or Bluetooth technologies and is ideal for indoor LBS
applications.
Big Data has spurred the revolution of smart sensing and LBS, which in turn enriches Big Data in
terms of data volume and application scale. Every digital process and social media exchange produces
Big Data. Besides physical locations, velocity, direction, and acceleration are all involved in Big Data
applications.However, applications for Big Data are becoming more selective, because the explosive
increase in sensed data will easily overwhelm the computing resources that people currently have.
Therefore, sensing should proceed by extracting meaningful value from Big Data, requiring optimal
processing power, analysis capabilities and skills.
We are aiming at finding effective ways to estimate locations and sense human behaviors purely
by leveraging huge amounts of wireless transmission metadata, including signal strength, transmission
successful rates, and so on. The transmission metadata from all clients is collected from Internet of
Things (IoT) devices, and we use it to automatically establish the mapping between the spatial location
spot and wireless signal strength distribution. When the sensing data obtained from each use reaches
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00013-1
© 2016 Elsevier Inc. All rights reserved.
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a certain amount, the features of locations could be extracted through crowdsourcing. All of these
elements bode well for the needs of crowdsourcing and Big Data, where little can be assumed about
users, and explicit input or other action from users is best avoided.
As a result, we achieve this goal without any explicit human participation using IoT and Big Data
technology. We expanded this methodology to estimate the numbers and behavior of people in indoor
environments. There are two kinds of sensing approaches based on Big Data: device-based sensing and
device-free sensing. Device-based sensing approaches allow users to carry around a mobile phone or
other wireless devices, while device-free sensing approaches allow sensing the target without attaching
any electronic devices in wireless environments.
We introduce Big Data technology to excavate potential relations between wireless signal variation
and the behavior of people, which efficiently reduces training costs, extends the wireless sensing a bility,
and improves sensing accuracy.

13.2 DEVICE-BASED SENSING USING BIG DATA
13.2.1 INTRODUCTION
A critical challenge of LBS is to find the accurate location of mobile devices. In outdoor environments,
GPS-based localization can provide sufficiently high accuracy for every GPS-enabled device [1].
However, in indoor environments, the existing solutions [2–12] are neither pervasive nor interoperable.
Just like the “traffic delay” for each packet transferred in a wired network which may act as an
indicator of the logic distance, each packet transferred in a wireless network has a “received signal
strength” [2], and can also indicate the distance relationship between APs and clients. Every day TBs
of data are silently transferred through wireless infrastructures. Hence, a very large amount of transmission metadata is collected. Could we discover the location information from these metadata?
Approaching this problem in a more practical way, we have the question: “Can we automatically
establish the mapping between geo-locations and surrounding Wi-Fi signal fingerprints?” In the following text, we introduce a Sensor-free crowd sENsing Indoor Localization scheme, SENIL. It could
extract the fingerprint map from the mere knowledge of an indoor floor plan and a large number of
RSS samples passively collected from the AP-end. In this way, any devices with wireless connections
are continuously participating in crowd sensing, while no exclusive APP is required to be installed.
Our solution is based on a key observation that although the location coordinates and wireless fingerprints are so disparate, they are all generated according to the same indoor manifold and, therefore,
they share a highly similar intrinsic structure. If we recognize this shared structure embedded in these
two disparate data sets, we will directly extract the fingerprints-to-coordinates mapping without indoor
space measurement.

13.2.2 APPROACH OVERVIEW
Since RSS can be estimated by both sides, SENIL can be deployed in either the AP-end or client-end.
Whenever it is deployed at either end, the core of the system remains the same. We should mention that
the positions of Wi-Fi APs are not required to be known in either case. In the rest of the chapter, we
assume SENIL is deployed at the AP-end, which means that APs will also work as sniffers to overhear
the Wi-Fi traffic and conduct the necessary computations.
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FIG. 1
SENIL System architecture.

Fig. 1 demonstrates our system architecture. When a user enters the building, we assume that the
device carried by the user will establish wireless connections. The Wi-Fi APs will record the RSS of
the traffic sent from the client device and forward the data to a localization server. The RSS values will
be used to build a match with the fingerprint RSS values stored in the fingerprint database, which itself
is populated using crowdsourcing techniques. The estimated moving distance, together with the estimated geodesic distance of different fingerprint locations in the map, will be used to further improve
the quality of the matching, and thus, the accuracy of the localization.

13.2.3 TRAJECTORIES MATCHING
RSS fingerprints are the most representative RSS point extracted from many samples for a given
position, and a fingerprint error will directly affect the mapping and localization accuracy. Besides
the strong noise in RSS measurement, there are two main types of errors. The first is the well-known
device-based measurement offset, which is mainly caused by the variation of device antenna. Another
measurement error, the directional shadowing problem, has minor effects on traditional site-surveys,
but creates significant interference in crowd-sensing-based direction approaches.

Directional shadowing problem
The human body is a strong electromagnetic energy absorption object, which may cause directional
shadowing effects on wireless signals. Therefore, when the same device is placed at different positions
near the human body, eg, a shirt pocket or back pocket, the RSS measurements will be obviously deviated. This effect has been exploited in previous works [4,13] to achieve Direction-of-Arrival (DoA)
detection, however, it may cause significant errors in unsupervised fingerprints-to-floor plan mapping,
because there may be multiple parallel RSS trajectories corresponding to the same physical path. Fig. 2
presents an example of directional shadowing from real measurement data. In this situation, the mapping algorithm may wrongfully think that there are parallel paths between the start and end, and it is
very likely to cause mapping failure.

Fingerprints extraction
Previous approaches usually adopted cluster-based algorithms to extract fingerprints by merging the
nearby RSS samples within a certain threshold. This is a coarse-grained algorithm, and it cannot identify
the device offset and directional shadowing. Our solution comes from an intuitive observation: although
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FIG. 2
Four RSS trajectories measured from 3 APs. The gray level denotes the value for 3rd AP: the brighter level
denotes higher RSS for the 3rd AP.

the RSS samples are highly deviated for the same physical position if under antenna variation and directional shadowing, the temporal RSS samples transition trends are very similar. If we could correctly
identify the matching between these RSS trajectories, the fingerprints could be extracted without the two
aforementioned errors.
This intuitive idea could be transformed to an n-partite graph matching problem [14,15], if we
see these trajectories as curve-shaped graphs. This can further be done by n-1 times iteratively graph
matching between the n-th trajectory and the previously resulting RSS fingerprints graph. Relaxationbased approaches approximate the graph matching elegantly, and the only job is to build the affinity
matrix M.
Given two RSS trajectories, GP and GQ, each of them contains np and nQ RSS measurements respectively. A possible assignment a is defined as a = (i,i′), where i∈VP and i′∈VQ. Given another possible
assignment b = (j,j′), the compatibility ma,b∈M is assigned as follows in the current system:
ìïe - dij - di¢j¢ , if - d - d > 
ij
i ¢j ¢
M ( a ,b ) = í
(1)
0, otherwise
îï

(1)

where dij and di ¢j ¢ are the distance between i and j, and their assignment pairs are i' and j', respectively.
Since RSS attenuation along distance is nonlinear, in our system the Minkowski distance [16] with
value p = 1.7 is used to define the distance between RSS samples a and b by the following equation:
1

æ n
p öp
d ab = ç å RSSai - RSSbi ÷
è i =1
ø

(2)

where n represents the numbers of all heard APs, and RSSai for the i-th AP’s RSS value of RSS
sample a.
In each iteration, the fingerprints extraction is a partial graph matching problem, and it is not tightinteger constrained. We use the spectral matching (SM) algorithm [14] to calculate the optimal columnwise vector X with length n P ´ nQ . X is further reshaped to an association matrix AP´Q , where each
element Aij denotes the matching rate between i ∈VP and j ∈VQ.
When obtaining the association matrix A P ´Q , the fingerprints extraction is easy. Due to the
representativeness of fingerprints, the task of extracting fingerprints can be easily done by
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identifying the sampling points which have no correspondence in historical data. Let UA be the
upper triangular matrix of A and DA for its diagonal matrix, an RSS point i is considered to be an
RSS fingerprint iff:

å (U
i

A

- DA ) = 0

(3)

After identifying the fingerprint points, we need to assign the RSS measurement values for each
fingerprint. Due to device variation, the RSS sample points for a single location may present in multiple
clusters. We assign the RSS value for the specific fingerprint as the RSS samples which have the overall
shortest distance to other RSS samples.

Fingerprints transition graph

The Fingerprints Transition Graph G F = ( V F ,e F ) records the spatial connectivity of all fingerprints.
Since the vertices set  F is the fingerprints set  F , we only need to determine the edge set E F and the
weight of edges W(εF).
Basically, any two nodes i, j ∈  F have an edge eij∈ εF if they satisfy the following two conditions:
(1) i and j are subsequent RSS fingerprints within the same RSS fingerprints trajectory;
(2) when i and j belong to a different trajectory, the distance dij is smaller than ϵ and at least one or
both is the start or end of a trajectory.
The weight of edges will be set to the absolute distance between fingerprints in traditional
approaches [5–7], however, in SENIL, there is no absolute distance information due to the absence
of physical space measurement. Fortunately, the walking duration becomes a distance indicator, and
we can assign a virtual distance to the weight of edges. The virtual distance is based on a reasonable
assumption: although people may vary their walking speed according to mood or ongoing tasks,
they usually maintain a constant speed during a single walking trip. Based on this assumption, we
can infer the distance ratio between nearby fingerprints sequences along a trajectory, and eventually obtain a global distance matrix. Our virtual distance assignment algorithm is briefly described
as follows:
(1) Find the longest common fingerprints sequence Sc among all RSS trajectories of all users.
(2) Find the most stable user us who walks through sequence Sc with minimum time difference, and
set the virtual distance Lv (Sc) to the average walking time of sequence Sc by user us.
(3) For every trajectory Ti containing sequence Slc, calculate the virtual speed Vv (Ti) according to
the virtual distance Lv (Sc), and assign virtual distance for other common fingerprints sequence
within Ti.
(4) Calculate the virtual speed for trajectories which pass through the assigned sequences, and
calculate virtual distance for those unassigned sequences.
(5) Repeat Step 4 if there is an unassigned fingerprints sequence.
(6) Assign virtual distance for every fingerprint within the same sequence using interpolation.
We design and develop a prototype system of SENIL. The prototype system is deployed in a large
2000 m2 office environment with a circular corridor network as shown in Fig. 3A. We have collected
more than 17,000 RSS trajectories across more than 20 different mobile devices. Fig. 3B shows the
extracted RSS fingerprint transition graph.
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FIG. 3
(A) The 2D floor plan of the deployed area. (B) The RSS transition graph extracted from very large amount of
RSS readings.

13.2.4 ESTABLISHING THE MAPPING BETWEEN FLOOR PLAN AND RSS READINGS
Ordinary floor plans are not friendly for crowd-sensing-based approaches, especially when the clientside doesn’t provide direction information. By studying the shortest walking distance (SWD) in indoor
space, we realize that there is a highly curly 2D manifold embedded in a 2D floor plan polygon [7].
The unfolded version of this manifold will remove the direction information, but preserve the SWD
information, which is friendly for crowd-sensing-based approaches.
The technical underpinning of automatically establishing the mapping is based on the topological
similarity between the unfolded version of the floor plan, and the fingerprint transition graph, which
is a typical graph matching problem. However, challenges exist in many aspects, eg, unacceptable
computation cost and low accuracy of large-scale graph matching [14,15], scaling effects, and the
unsupervised nature of auto mapping. Here we start from transforming the floor plan, then go through
the auto mapping algorithm.

Floor plan in manifold’s eyes
The n-dimensional manifold is a topological space that, near each point, resembles n- dimensional Euclidean space, while globally not Euclidean. The indoor floor plan shares the same
property. Due to the obstruction of walls, the shortest walking distance (SWD) between two
points i and j in the floor plan P equals the Euclidean distance deu(i, j) iff the points i and j are
within the same local isolation with direct line-of-sight distance. When they are not in the same
isolation, the SWD would be the geodesic distance d geo(i, j) which detours through various obstructions. In this way, indoor space could be essentially viewed as a 2D-manifold S embedded
in a 2D-polygon P.
In a manifold space, the Euclidean distance is misleading. The geodesic distance actually
reveals the true structure of the manifold. Therefore, we resample the 2D floor plan P using n points
uniformly scatted. An n points graph GM is then constructed. For every pair of nodes i, j ∈ VM,
there is an edge eij iff the correspondence points iP, jP in the floor plan P are in their mutual neighborhood with direct line-of-sight distance, and the weight for the edge is the direct distance that
W (eij) = deu(iP, jP).

13.2 
DEVICE-BASED SENSING USING BIG DATA

315

Unsupervised mapping
Since the RSS samples are measured along users’ walking trajectories, the RSS fingerprints transition
graph GF also shares the same floor plan manifold structure. An intuitive idea of establishing the fingerprint map is to apply a graph matching algorithm directly upon GF and GM. However, the accuracy
and performance of large-scale graph matching (>50 points) is very poor in unsupervised situations.
A lightweight relaxation to the problem is to apply graph matching only on corridor points. Once the
corridor points graph is mapped correctly, it is easy to match the room points. Unfortunately, the accuracy and performance of graph matching between such corridor point graphs is still not satisfied.
Fortunately, the highly sparse chain structure of corridor points give us a hint, and we devise a
method called “Skeleton-Based Matching” to achieve unsupervised accurate mapping between GF and
GM, even for very complex indoor environments. The basic idea is that: due to the high sparsity and
chained structure of the corridor point graph, we can extract a coarse-grained skeleton graph from it
while preserving the identical topological structure. Adopting the GM algorithm on skeleton graphs
will result in high accuracy and performance. Once the main structures of GF and GM are matched, the
remaining parts will be matched easily.
The algorithm is detailed in following 4 steps, including skeleton graphs extraction, skeleton graphs
normalization, skeleton graphs matching, and fine-grained points matching.

Skeleton graph extraction
Two substeps are required to extract the skeleton graphs. Identifying the corridor points graph
G CF Î G F and G CM Î G M ;2).extracting skeleton graphs GSF and GSM based on the corridor points
graph G CF Î G F .
In the first substep, a customized centrality measure C(V) is designed to identify the core corridor
network. For a given point v ∈ V, its centrality C(v) is measured as follows:
C (v) =

å

s st ( v )

s ¹ v ¹ t ÎV

where σst(v) is the number of the shortest path from s to t via v.
Based on this definition, we design an iterative algorithm to remove the noncentral points effectively.
In each round of iteration, the centrality C(v) is measured for every point. If C(v) is smaller than a lowbound τ, then remove the points from the graph. This procedure repeats until no points are removed.
In the second substep, the skeleton graphs VS is generated by clustering the corridor points graph
CF
G and GCM. We use spectral clustering (SC) [17] as the clustering algorithm. SC is computationally
faster than K-means and it only requires the adjacency matrix, which is exactly suitable in our case
because both GCF and GCM are GCF represented only in the adjacency matrix. Fig. 4A and B shows the
corridor points of the fingerprint graph.
By clustering on GCF and GCM, we obtain the vertices set of skeleton graph GSF and GSM. The
edge set ESF and ESM follow the underlying points, that if two points i, j, belonging to different
clusters ca and cb respectively, have an edge, then there is an edge between ca and cb. The weight
of edge eab is defined as the shortest distance between the central points of cluster a and b, and
the central point of a cluster is the point i which has the shortest distances to other points within
the cluster. Fig. 4C and D show the extracted skeleton graph of the fingerprint graph and corridor
points, respectively.

316

CHAPTER 13 LOCATION INFERRING IN IOT AND BIG DATA

29
25
Width (m)

20
15
10
5
0

(A)

(B)
7

2

20

30

40

50

60

67.8

Length (m)

3

8

2

7
5

3

1
4

4

(C)

10

8
1

6

0

5

6

(D)

FIG. 4
Corridor Points and Skeleton Points extraction from fingerprint graph and floorplan graph, respectively.
(A) Corridor Points of Fingerprint Graph, (B) Corridor Points of Floor Plan Points, (C) Skeleton Graph of
Fingerprint Graph, and (D) Skeleton Graph of Floor Plan Graph.

Graphs normalization
Since the graph matching algorithm assigns the matching score according to pairwise distance, G and
GM must be normalized to the same scale to guarantee an accurate matching result.
The scaling effect can be undone by global normalization of the graph shape. Possible ways include
normalization of the bounding box, or normalized Laplace-Beltrami eigenvalues (LBE). The bounding
box approach works only for a rigid graph, while LBE is sensitive to deformations. We use the commonly accepted longest geodesic distance Llg as a scale indicator.

Skeletons matching
After the extraction and normalization of skeleton graphs, we now find the best correspondence
between GSF and GSM. Let positive symmetrical square matrix MSR and MSM represent their adjacency
matrices. We build the affinity matrix MSR × SM for graph matching as follows:
M SR´ SM = e

(1

SM

Ä M SR -1SR Ä M SR

)

2

(4)

where Ä denotes the Kronecker product [18] and 1SR denotes the full-1 matrix with the same size
of GSR. The idea behind Eq. (4) is to enumerate all possible matching candidates and store them in a
large adjacency matrix MSR × SM. We use the RRWM algorithm to perform the graph matching, and the
Hungarian algorithm is further applied to discretize the χ in order to meet the final integer constraints
n
c Î {0,1} Fig. 5A shows the skeleton graphs matching.

13.2 
DEVICE-BASED SENSING USING BIG DATA

317

Floor Plan Clusters
Fingerprints Clusters

(A)

(B)

FIG. 5
The Skeleton and corridor points matching, (A) Skeleton Graph Matching and (B) Corridor Points Matching.

Corridor points matching
Although GSF and GSM are matching in the previous step, the corresponding clustering groups in GCF
and GCM are not necessarily matched due to the inconsistency of the clustering operation.
In the corridor points graphs, we notice that only a few points connect multiple chain structures, and
they may serve as the bridge points. Since the topological structures of GCF and GCM are identical, if we
could identify the correct correspondences of these bridge points, the points within the chain structure
will be matched easily. In order to identify the bridge node, we introduce a new metric called “bridge
centrality”, which is equal to the number of shortest paths from all vertices to all others within nearby
clusters that pass through that node, defined as follows:
Cbg ( v ) =

å

s st ( v )

{( s ,t )|vÎc , s ,tÎNN ( c ), s ,tÏc }
i

i

i

(5)

where NN (ci) denotes the nearby clusters around ci. The bridge point will be the point with the highest
bridge centrality.
After identifying the correspondence of bridge points in GCF and GCM, the chain structures are
easily matched according to the start and end bridge points. Fig. 5A shows the corridor points
matching.

Rooms points matching
If we remove the corridor points graph GCM from GM, the room points will naturally form several clusters. Each room points cluster CR connects to the corridor by a door point, and the rooms matching is
also easily done by matching the door points in both GF and GM.
However, if there is more than one room connecting to a single door point in the corridor, eg, two
rooms in opposite sides along the corridor, there may be mismatching. This kind of mismatching can
be canceled using the coarse-grained propagation model. Along with the corridor points matching, the
coarse-grained position estimation for APs can be done. With the rough location of APs, the rooms
mismatching can be easily eliminated by checking the RSS values. The smaller RSS difference means
a higher probability of being in the candidate rooms. Fig. 6 shows the accuracy of corridor points
matching and room points matching.

318

CHAPTER 13 LOCATION INFERRING IN IOT AND BIG DATA

1

Error CDF

0.8
0.6
0.4
0.2
0

Corridor points
Room points
0

1

2

3

4
5
Error (m)

6

7

8

FIG. 6
The matching error of corridor points and room points.

13.2.5 USER LOCALIZATION
SENIL provides a unified localization and tracking service by treating the direct localization request as
a tracking request without historical data. Here we mainly focus on the tracking technique in SENIL.
In our solution, the users’ trajectories are globally determined from the very beginning by transforming
the tracking problem to a graph matching problem between the measured RSS samples transition graph
GS and the fingerprint transition graph GF.

13.2.6 GRAPH MATCHING BASED TRACKING
Graph-matching-based tracking finds the best correspondence between the sequence of RSS samples
of tracking requests and extracted fingerprints. This is exactly the same matching process undertaken
in Section 13.2.3, except in this section, the tracking is conducted to find the matched points, while in
Section 13.2.3, the focus is on collecting RSS fingerprints.
Let c n + n represent the association matrix obtained through spectral matching [14] where nS and
F
n are the numbers of RSS samples and candidate fingerprints sets respectively. Due to the error in
RSS measurement and fingerprints map construction, a single RSS sample pi may correspond to multiple fingerprints in χ, e. g., an RSS sample may correspond to two fingerprints, one is in a corridor,
and another is in a room. Fortunately, the temporal correlation can help eliminate false correspondence by checking the spatial continuity between current and subsequent candidate fingerprints. After
eliminating the false correspondence, the globally estimated coordinates sequence will be given by
TG = f G ( G S ) , where f : fingerprint ® G M represents the mapping from fingerprints to the floor plan
manifold GMy, and TG are the resulting coordinates sequence in GM.
S

S

F

T

S

13.2.7 EVALUATION
We site-survey the testing environment with an approximately 3 × 3 m grid and implement a RADAR
system for comparison with SENIL. Five students walk along a predefined testing trace for 5 rounds.
Fig. 7 shows the error CDF of RADAR and SENIL with different lengths of historical data. Based on
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FIG. 7
The localization & tracking error CDF with different amount of RSS fingerprints data. The RADAR scheme is as
comparison.

the commonly accepted 3 × 3 m grid site-survey, RADAR has a less than 3.5 m error in 80% of situations, while SENIL is only a 1 m error larger than RADAR. When in tracking scenarios, every 3 m
of increased tracking range brings approximately 0.7 m tracking accuracy improvement. When the
tracking range is 10 m, SENIL tracking accuracy is very close to RADAR-based tracking. In practical
tracking scenarios, 10 m of tracking range is a very low requirement.

13.3 DEVICE-FREE SENSING USING BIG DATA
13.3.1 CUSTOMER BEHAVIOR IDENTIFICATION
With the explosive development of e-business, making a buck becomes more challenging for brickand-mortar (B&M) retailers. The availability of online payment, the pervasiveness of smartphones, and
the convenience of fast delivery make the future of physical retailing ever more tenuous. According to
a report issued last year, Amazon has had tremendous success using collected online data to discover
what products users are likely to buy. Moreover, as the study noted, Amazon reported that 30% of sales
were due to its recommendation engine [19].
Physical stores and retailers seem destined to be left out in the cold. Fortunately, with recent advanced technologies, retailers have a great opportunity to thrive in the future. In fact, it is possible that
traditional retailers could have a better understanding of their customers than eCommerce firms do.
Through a combination of Big Data analytics and leading-edge technologies, brick and mortar retailers are promising to stay relevant. Retailers can also benefit from Big Data to unlock the mysteries of
customer behavior and understand why, what, and how people buy. Accumulating the data of customer
behaviors over a period could help retailers to determine which ads should be introduced, where and
how items should be displayed, etc.
As an intuitive solution, retail stores can use videocameras to distinguish whether a customer is male
or female, know what he/she buys by identifying the customer’s gestures, and analyze why he/she did
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or did not buy a certain product by interpreting the customer’s facial expressions. This solution is attractive. However, privacy concerns raise a barrier for its implementation. To achieve these goals without
compromising the user’s privacy and disrupting the customer purchasing experience, we propose an
RFID-based solution (called CBID) to identify on-site customer behaviors and further deduce products
correlations, which can provide rich information for B&M stores.
CBID is implemented by commodity RFID readers and off-the-shelf tags. Supposing each product in the
store is attached by a passive tag, the CBID system can identify customer behaviors by collecting and analyzing wireless signal changes of RFID readers and tag communications. Specifically, CBID has three main
objectives: discovering popular items, revealing explicit correlations, and disclosing implicit correlations.

Doppler-based popular item discovery
Popular items are the ones of great interest to customers. Customer behavior analysis of sales history
can only evaluate the purchase actions taken to indicate the interest of customers in certain items. The
unique advantage of CBID is that it can identify other actions, such as picking up an item, as shown in
Fig. 8A. Intuitively, the more times an item is picked up, the more attention the item gains. B&M stores
can then adjust the display accordingly. In the CBID system, we count the detected pick-up actions of
an item as a metric to reflect the amount of customer attention gained by an item, namely popularity.
Popular item discovery in CBID can be achieved by detecting and counting the pick-up events by
customers. In this part, we propose an accurate and robust discovery algorithm of popular items discovery by detecting variations of a tag’s Doppler frequency shift. Doppler reflects the relative velocity
between a reader and a tag. When a customer picks up a tagged item, the speed of movement, ie, the
velocity of the attached tag perpendicular to the reader antenna, can result in frequency shifts.

Adaptive Doppler peaks detection
After an accurate estimation of the Doppler frequency shift, to detect a pick-up action, our system should
find the peaks of Doppler frequency values quickly and precisely. Many existing algorithms have been
proposed for frequency change detection or peak detection. However, they require the recording of measurement data and then the application of analysis tools. In real deployment of the CBID system, keeping
the values of Doppler frequency would be an overloaded task, considering a huge amount of data will be
generated by monitoring the movements of thousands of tags in very short time intervals.
Therefore, we design an accurate magnitude threshold-based detection which drops the data not related
to the Doppler change as much as possible. A challenge is that such a deterministic threshold does not exist
because of two limitations in real deployment. 1) Tag diversity induces diverse noise levels across different
tags, and 2) item location diversity also raises different Doppler patterns. For these reasons, we adopt an
adaptive CUmulative SUM (CUSUM) algorithm [20] to track possible changes in Doppler values.

FIG. 8
Three objectives of CBID (A) Discovering popular items, (B) Revealing explicit correlations (C) Disclosing
implicit correlations.
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Let d(t) denote the Doppler frequency value at time t and its probability density is denoted by pθ, where
θ is the distribution parameter. Assume that a change happens at time T, the probability density of Doppler
frequency changes from px to py. Then we can use a logarithmic ratio to compare these two distributions:
l y = log

py ( d (t ))

(6)

px ( d ( t ) )

The parameter x is easy to obtain from the historical change record. But the parameter y, which is
also called a post-change distribution parameter, is unknown. It also varies during the detection process, making it more difficult to predict.
To solve this problem, we define the change time T as:
t
ì
ü
T = inf ít | max ål y ( i ) ³ h ý ,1 £ k £ t ,
i=k
î
þ

(7)

where h is a predefined value [21]. Given that the post-change distribution is unknown, the time T
cannot be directly known from Eq. (7). CBID then recursively applies the CUSUM method proposed
in [20] to determine the range of parameter y. Based on the range of y, we can detect changes of the
Doppler frequency more accurately.
We verify the feasibility of the aforementioned solution via extensive experiments. We conduct
experiments in three different scenarios. Here we only show a small part of the results related to change
point detection in Fig. 9. Each of the subfigures 9A–D corresponds to a pick-up experiment. In such an
experiment, a volunteer picks up a book from a shelf and puts it back. We record the signal phase and
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FIG. 9
Change point detection by adaptive CUSUM: The subfigures show the Doppler frequency changes of four
continuous pick-up actions. The blue curve shows the estimated Doppler values and the red circles are the
change points detected by adaptive CUSUM.

322

CHAPTER 13 LOCATION INFERRING IN IOT AND BIG DATA

time stamp of every tag packet during this period. The blue curve represents the estimates of Doppler
frequency. By examining these estimates using the adaptive CUSUM algorithm, CBID detects a sudden
change marked by a red circle in each of the subfigures. Experimental results of four actions indicate
that the algorithm works well in different scenarios. As a result, the CUSUM algorithm can successfully skip perturbations in the signal caused by environmental noise and discover the real change point
in the Doppler frequency values.

Location-based explicit correlation discovery
We say items have explicit correlations if they are rival or complementary. For example, a customer may
compare a bottle of Coca Cola and a bottle of Pepsi. As another example, a customer may pick up a cap and
a jacket to decide if they match each other. Sales history analysis may reveal some complementary items,
but can hardly determine rival items. The pick-up behaviors of explicit-correlated items are spatially and
temporally close, eg, a customer may pick up these items simultaneously (Fig. 8B). The CBID system applies novel passive tag localization methods to reveal such spatial and temporal correlations of moving items.
The main challenge is to connect items that are picked by the same person. However, collected data are
unable to report which items belong to whom. For the example of the scenario shown in Fig. 8B, two customers stand in front of a goods shelf. When three events of item pick-up are detected, our system should
further figure out that two pick-up actions belong to the same customer. It is generally the truth that when
two items are held by the same person, their positions should be close. Inspired by this, we form the problem
of explicit correlation discovery as locating tagged items and deciding which tags are geographically close.
To locate close tags, an intuitive approach is to use the RSS of backscattered RF signals as the
position fingerprint. This method has some well-known drawbacks. First, it utilizes the Friis Equation
that clarifies that an RSS is inversely proportional to the biquadrate of the distance. The equation can
only become valid with a strong assumption: the communication parties should be in an unobstructed
free-space. In indoor environments, the multipath effect will yield significant influence on the RSS
measurement. Second, it requires a huge workload to build an RSS map in advance. In addition, recent
studies show that such an RSS value strongly depends on the multipath profile [22]. Multipath profiling
for localization, though being accurate, requires modifications on the reader hardware, eg, adopting the
technique of synthetic aperture radar. These modifications result in nontrivial customization overhead.
Thus, we propose allowing the reader to intentionally move its antenna and collect multiple RSS
samples from the same tag at different antenna locations. CBID then uses multiple RSS from the same
tag as a new metric for location. This method does not need any modification on existing RFID hardware and protocols.

Antenna movement model
Different from traditional RSS models where one tag location is assumed to correspond to a single RSS
value, the proposed solution in CBID moves the reader antenna and collects multiple RSS samples for a
tag. We first develop a simple antenna movement model to characterize the direction-distance relationship at different antenna locations. Based on that, CBID can retrieve the RSS information of tags and
determine whether they are close or not. In this new model, there are two requirements.
•

In order to improve the accuracy, it is better to avoid changing the dominance of the direct path when
the antenna moves. So, the antenna should not move out of a range. We define an upper bound of
Y
this range as , where Y is the vertical distance between the antenna and tag (as shown in Fig. 10).

•

Inspired by Jakes Model [23], the signals within half a wavelength are indistinguishable.
l
Therefore the distance of antenna movement (r) has a lower bound .

5

2
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In summary, we have 5 £ r £ 2 . To meet these conditions, we prefer to simply move an antenna
back and forth in our implementation, termed as shuttle antenna. Fig. 10 illustrates an example of the
antenna movement model, where O is the origin location of the antenna, T is a static tag at position
(x, Y) with distance d from O, and the direction from O to T is in the angle α. A is the shuttle antenna.
The position vector of tag T is:

OT = ( d × cos a, d × sin a ) = ( x,Y )

(8)

Suppose that A moves along the vertical axis within a maximum range R. The displacement of A
periodically changes with t within the range (−R, R). We take a sine function to simulate this displacement for simplicity. Therefore, the position vector of A can be represented as:

OA = ( 0, R × sin t )

The distance vector from the antenna to tag is AT :
  
AT = OT - OA = ( x,Y ) - ( 0, R × sin t ) = ( x,Y - R × sin t )

(9)

(10)

Integration of multi-RSS
The Received Signal Strength (RSS) is a measurement of the power of a received radio signal. In RFID
systems, RSS is one of the reader outputs, reflecting the power of a received backscattered signal
æ PR ö
PRx . RSS can be measured in the unit of dbm and calculated as: RSS = 10 lg ç x ÷ . According to the
è 1mW ø

Friis Function [24], we can model RSS as:

4
æ PT
æ l ö ö
RSS = 10 log ç x TbGr2Gt2 ç
÷
÷
ç 1mW
è 4 pd ø ÷ø
è

(11)

In this part, we propose using a new metric, called Integration of Multi-RSS (IMR), as the fingerprint of
a tag’s location. By moving the reader antenna, CBID obtains a set of RSS values for a fixed tag (ie, a fixed
4


location) when the antenna moves. The RSS value varies because AT changes. Let M =
According to Eq. (11), at time t, the RSS received from the tag can be represented as:

PTx

1mW
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æ
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ö ö
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(12)
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Let PT be the transmit power of the reader, which is set to 32 dbm. Gr is 8 dbi for our reader
antenna Laird A9028R30NF. Gt is 2dbi, which is the typical gain for real dipole-like tag antenna. Tb is
x

1
[23] here for backscatter transmission loss. Y can be measured through real deployment and in our
3

experiment, we put the shuttle antenna 1 m away from the tags. Then, the only unknown parameters in
Eq. (12) are the tag’s horizontal axis value x and the time t. The IMR metric is used to reflect t and x,
and thereby fingerprint the tag’s location.
The CBID reader collects the RSS values of a tag in a complete antenna movement cycle. The multiple RSS values together provide the IMR fingerprint of the tag:
2p æ
æ
ò0 RSS ( t ) dt = ò0 çç10 lg çç M
è
è

2p

2p

æ
ö
1
×ç 2
ç x + (Y - R sin t ) ÷÷
è
ø

= ò 10 lg Mdt 0

2

öö
÷ ÷ dt
÷÷
øø

(13)
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Replacing sin t with θ in Eq. (13), we have
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)

Given different x values, we can achieve the relationship between the tag locations and the proposed fingerprint IMR, which is demonstrated in Fig. 11. We can see that when a tag’s vertical
distance Y to the antenna is constant, its IMR value is inversely proportional to the tag’s horizontal
distance x.
The IMR metric is better than those used by traditional RSS methods for tag localization for the
following reasons. Let S be the signal vector received from a given tag. S can be considered the sum of
a multipath signal MPS and a noise signal N. Thus, we have the expression S = MPS + N . Normally, we
can assume that the noise signal follows a typical Gaussian distribution with a mathematical expectation of 0. Hence the integral value of N should tend to 0. On the other hand, the multipath effect may
cause RSS changes. In some positions and angles the RSS may be strengthened, while in other cases,
the RSS may be weakened. In our implementation, we adopt the shuttle antenna pattern and collect a
set of RSS values for each tag’s position. Multiple sampling of a tag can help the system neutralize the
multipath effect. Therefore, IMR-based localization has a better performance than single-RSS based
approaches.
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FIG. 11
The IMR values of different tag positions from our theoretical model, given the same vertical distance. The red
dotted box marked the practical reader range in 0 ∼ 10 meters.

Movement pattern-based implicit correlation discovery
We say items have implicit correlations if they share similar pick-up, moving, or purchase correlations. The most famous example is the tale of beer and diapers, which says that beer and diaper sales
are explicitly correlated because young fathers who are sent to buy diapers would also buy beer for
themselves. CBID uses tag trajectory monitoring and clustering to disclose these correlations by detecting and analyzing movement patterns of tags, as shown in Fig. 8C.
Based on Section 13.3.1.1, the CBID system knows which items are picked up by customers.
Furthermore, we expect to find out the reasons behind the pickups. For example, a customer
who has put onions and tomatoes into the shopping cart may also buy burgers. This correlation
can be expressed as Pre {Onion, Tomato} Þ Pn {Burger} . Pre{} represents that a customer picked
the item previously, while Pn{} represents that the customer is likely to pick the item in the
future. Previously picked items may be in hand or in a shopping cart, within a short range in
either way. Identifying Pre{} and Pn{} items can help the system to connect items with implicit
correlations.

Problem formulation
When a customer chooses Pn{} items and leaves the shopping area with his/her Pre{} items, the reader
can easily detect the movement of these items. Hence, if only one customer stands in the area, the correlated items are relatively easy to detect. However, real situations are much more complicated. Consider
two or more customers (C1, C2, …, Cn) who are shopping in front of a shelf and they all have their desired items. Some of them may have picked some items and left the area almost at the same time. We
denote all tags belonging to these customers are near-context tags for this area. The near-context tags
are actually identified in one area of interest and their time stamps of residence differ slightly within a
certain time tolerance. In our experiments, we set the time tolerance as 0.5 second.

326

CHAPTER 13 LOCATION INFERRING IN IOT AND BIG DATA

Then the problem is formulated as, giving all the data of near-context tags, for each Pni{} item how
to discover the previous items set Prei{} which belong to the same customer Ci.
One intuitive solution to this problem is to record each tag’s Doppler frequency value and monitor
its movement trajectory. For the items in the same shopping cart, they will move together and share a
similar movement pattern. The traces of all near-context tags can be clustered to different customers.
However, such a solution encounters two challenges in a real RFID system.
•

•

Irregular sampling period: In an UHF RFID system, identifying tags will result in a collisionarbitration process, by which different tags are identified in different time slots. This means the
sampling time for different tags will not be the same. In addition, several other factors, such as
signal attenuation due to tag movement, will also lead to different sampling times for different
tags. This problem makes the sample density vary over time for each tag and then ruins the
accuracy of clustering.
Unknown number of customers: As the number of customers is unknown for the system,
exhaustive search for the best clustering result is an NP hard problem. Therefore, an effective
clustering algorithm with rapid convergence is required.

Segment-based interpolation
To overcome the first challenge, we implement a segment-based interpolation approach which makes
all raw data have the same number of samples of different tags. We set the time length of one segment
as Tseg = 1s and find the minimal time stamp (Tmin) and maximal time stamp (Tmax) of all data reported
from near-context tags.
Then the whole time period is partitioned into N segments, where N = [(Tmax - Tmin ) / Tseg ]. In each
segment, CBID applies the Linear Interpolation method to fit the Doppler curves. The advantage of this
method is that we can reduce the interpolated error. In addition, considering each segment of data is
indeed one observation, this method will increase the amount of data used for the clustering algorithm
presented in the next subsection.

Iterative clustering algorithm with cosine similarity
In this subsection, we present an iterative clustering approach to organize tags in different groups,
which utilizes cosine similarity measurements.
To clearly explain the goal of this algorithm, we use one group of experiment data to serve as an
example. Fig. 12 shows tags’ Doppler frequency data processed by the segment-based interpolation. In
this set of experiments, two volunteers emulate a shopping procedure and each of them has a shopping
cart. Their trajectories are random. Volunteer A has only one item which is associated with Tag1. The
other three items (with Tag2, Tag3, and Tag4, respectively) are all in volunteer B ′ s shopping cart. In
order to extract implicit correlations of the items, we have to cluster the four tags.
As described in Section 13.3.1.3, we divide the Doppler data into N segments. Each segment of data
is considered a vector. We implement the cosine calculation to measure the similarity between two vector observations within the same time period. Supposing there are M near-context tags. The similarity
metric S j,ki for two segments F  ij, F ki can be expressed as:
Segments F ij, F ki can be expressed as
S ij , k =

Fji · Fki
i
j

i
k

F ·F

, 1 £ i £ N , 1 £ j, k £ M

(15)
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FIG. 12
Doppler data of implicit-correlation experiment: Subfigure (A–D) demonstrate 4 tags’ Doppler data after
segment-based interpolation. Tag1 belongs to volunteer A and the other 3 belong to volunteer B.

where i denotes the ith segment of Doppler data and j, k are tags’ identifiers. The similarity ranges from
−1 to 1, where −1 means completely different and 1 means exactly the same.
æM ö
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The rows of the matrix show all segments’ similarity values between two segments of Doppler data.
Therefore, the mean value of each row (MS) can reflect the average similarity of the Doppler data under
comparison. Then we get the similarity vector:
R t = MS2t ,1 , MS3t ,1 ,, MS Mt , M -1

(17)

where t indicates the tth iteration in our clustering algorithm. Giving the vector Rt, we can calculate a
similarity threshold Thret as

( )

( )

Thre t = mean R t + a ´ std R t

where α is a constant value.

(18)
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FIG. 13
An example of iterative clustering algorithm.

We continue to use the example of Fig. 12 to explain the effectiveness of our algorithm. At first,
each tag is considered as one individual cluster. According to Eqs. (15, 16, and 18), we can calculate the
first similarity vector R1 based on the measured data of the four tags. The results are shown in Fig. 13.
Each number in this figure means the average similarity between two tags. The threshold of the first
1
iteration is 0.47, if α = 1. We pick similarity values which are greater than the threshold: MS3,4
in our
example and put the two corresponding tags into one cluster. Hence, Tag3 and Tag4 are clustered in the
first iteration. The mean similarity R2 and the threshold Thre2 should be recalculated in the next iteration. When there is no similarity value greater than the threshold, or only one cluster is left in the end,
the iterative algorithm is terminated.

13.3.2 HUMAN OBJECT ESTIMATION
Counting people at a certain location is a crucial problem that has been researched within diverse areas
and application domains. An estimation of the number of people has extensive applications in customer
favor detection, stream of people locations, and quantifications. By collecting these features from a
large number of customers, we can reach a conclusion or confirm some experiences about customers
purchases, shopping regional design or even people’s shopping habits. Currently, technique solutions
are based on three main points: mechanical barriers, sensing and imaging. The mechanical barrierbased technology employs specific facilities to construct a one-way gate so that once a person accesses
the gate, the facilities will move and count the number. Similarly, the sensing-based method utilizes
a break-beam sensor at the entrance of a one-way gate showing that if a person passes through it, the
beam will be blocked. Teixeira [25] provides an extensive survey of methods for detecting human presence, count, location, etc. In contrast, the image-based technology uses pattern recognition techniques
to identify the number of human beings in the videos.
We propose a system called R#, which employs existing passive Radio Frequency Identification
(RFID) tags. According to the reflection, blocking and absorption of images of human beings, we can
estimate the number of people by analyzing the Radio Signal Strength (RSS) of the tag population. The
R# system has two major advantages. First, R# utilizes off-the-shelf commercial RFID systems, which
have been widely deployed in daily life. Secondly, R# is a device-free based solution that does not need
to attach any device to human objects, which is suitable for the purpose of collecting information from
a large number of people.
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However, we also face three key challenges. First, we can extract limited types of information from
commodity RFID devices. In addition, tag location and diversity lead to significant differences in the
RSS value. Last but not least, it is difficult to model an RF signal pattern.
To solve these challenges, R# employs a predeployed passive RFID system in a supermarket, in which
passive tags are attached to items. For a given region, a reader identifies a number (say 20) of passive tags
using protocols in EPC C1G2 [26]. In particular, the tags are deployed in a line, as illustrated in Fig. 14.
The reader periodically collects the tag IDs and RSS values. For simplicity, we call an RSS sequence collected from such a period an observation and each collection from a tag a sample in the following sections.
R# works in three phases, data preprocessing, feature extraction, and estimation. In the first phase,
R# preprocesses the raw RF signal data collected from the reader for later operations. In the second
phase, R# extracts three features from the RSS values to establish a correlation between the number
of humans and the backscattered RF signal. Finally, R# employs machine learning techniques for an
estimation of the number of people.

Data preprocessing
There are two operations in the preprocess phase, regrouping and interpolation.
Following the specification of EPCglobal Class 1 Generation 2 (EPC C1G2), tags are identified
using a slotted ALOHA mechanism. That is, each tag randomly selects a time slot for reporting to the
reader query and returning its ID. Hence the RSS values in one observation are ‘timeline-based’ but
not grouped according to the tag ID, and hence cannot be used by the feature extraction scheme of R#.
Thus, we regroup the RSS values by tag IDs in each observation.

C
Passive
tags

Reader
antenna
A

1.5m
B
1m

0.7m

FIG. 14
The multipath propagation of RF signal in R#.
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Again due to the slotted ALOHA mechanism, the slot in which a tag replies is randomly and uncontrollably distributed, leading to various numbers of samples from different tags in one observation.
In addition, ambient factors, such as the shadowing, interference, and tag location, also influence the
backscattered signal, resulting in different sampling periods for these tags. Suppose K is the maximum
number of samples collected from a tag within one observation. To avoid the unfairness in the sampling
and later processes, for each tag we use a Linear Interpolation method to virtually increase the number
of its samples to K.

Feature extraction
In R#, we expect the RF signal to monotonously increase if the number of people is increasing, and
decrease if the number of people decreses. To this end, we select three features, entropy, size of dilated
area (SDA), and mean squared error (MSE). We present their extraction schemes as follows:
(1) Entropy. Given a constant transmission power of the reader (32dBm in our implementation)
and fixed location for each tag, the collected RSS values vary within a range, denoted as [Rmi,
Rma]. The human interference may either strengthen or offset the overlapped signal at the reader
antenna. Correspondingly, the Rmi and Rma may change as well.
(2) MSE. Based on the dilated image f (x, y), we introduce another independent feature, the MSE.
By compressing f (x, y) using discrete cosine transform (DCT) followed by a decompression,
we obtain a recovered image fˆ ( x,y ) . We find that the fidelity between f and fˆ can be used for
characterizing the observations. Specifically, the MSE represents the fidelity feature. MSE is
normally used to measure information loss. We notice that when there are more humans moving
in the area, the image of the observation will be more complicated. Correspondingly, when
doing DCT compression, more information will be lost.
We set up a mathematical abstraction on the RSS values in an observation. If we use a random variable to represent them, those values are actually a distribution of this variable. As shown in Fig. 15 and
Fig. 16, the distributions with different numbers of moving human objects are distinguishable. Inspired
by this, we attempt to apply an information entropy based scheme to reflect the distribution of this variable, and hence yield the first entropy feature for R#.
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CDF of RSS.
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FIG. 16
Distribution of RSS.

According to the information theory, the entropy is a measurement of the uncertainty for a random
variable. By monitoring the entropy of different observations, we can measure the degree of their
disparity or concentration [27]. To calculate the entropy of an observation, we first establish the empirical distribution for this observation. The RSS range is divided into N bins with an equalized length
(BL), where N = [( Rma - Rmb ) / BL]. Let i denote the bin ID, i < N , xi denote the number of RSS values
N
falling into the ith bin, and pi = xi / å i =1 xi denote the probability that xi RSS values fall into the ith bin.
According to entropy theory, the discrete entropy of an observation can be calculated as:
N

E ( X ) = -å pi ·log ( pi )
i =1

(19)

We extract the second feature from the collected RSS values by using a Morphological Image
Processing-based Scheme (MIPS). This feature is first discovered from the RSS data visualization.
Intuitively, the higher the RSS variance, the larger the area the points could cover. To formalize this
observation, we first binary-visualize an observation with the following operations.
To simplify the subsequent processes, we extend the range of [Rmi, Rma] to [R′miR′ma]. Since the
RSS resolution of our RFID readers is 0.5 dBm, we normalize each RSS value x with the operation
( x - Rmi¢ ) ´ 2 . Every x is within éë0, ( Rma¢ - Rmi¢ ) ´ 2 ùû .
We introduce a two-dimensional array Rl ´c and initialize its elements as zero. Here l is the length of
¢
¢
the observation and c is ( Rma
- Rmi
) ´ 2. We then set all elements R(k, xi) to 1, where 1 ≤ k ≤ l, 1 ≤ i ≤ c.
Note that there is only one ‘1’ in every column of Rl ´c . Each element in this array represents a pixel. Let
‘1’ denote a white pixel and ‘0’ denote a black pixel. Then we obtain a binary image. For example, the
upper-half parts of Fig. 17A, B, and C show the results of performing the binary visualization operation
on the observations with 0, 2, and 4 humans, respectively.
The core operation of MIPS is the morphological dilation, which makes a target in an image ‘grow’
or ‘fatten’. This operation is based on two fundamental morphological operations, reflection and translation. The reflection of a set A is defined as:
Aˆ = {w | w = - a, aÎ A}. The translation from a set A to a point z = ( z1 ,z2 ) is defined as:
( A) z = {( c|c = a + z, a Î A)} . To formalize, dilating a set A by using a set B is expressed as:
A Å B z| ( Bˆ ) Ç A ¹ , where B is the structuring element, which decides the degree of dilation.
z
Generally, B is a set of ‘1’s with a specific shape, such as a ‘line’, ‘diamond’, and the like. When

{(

)}
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FIG. 17
Binary visualization and dilation results of the observation of 0, 2, 4 human objects. When the number of
human objects increases, the size of dilated area is enlarged. (A) 0 human object, (B) 2 human objects,
(C) 4 human objects.

c onducting a dilation operation, B will translate on the entire image region of A, and examine which
position is overlapped with its ‘1’s. The dilation result is a set with all these overlapped positions. The
lower parts of Fig. 17A, B, and C demonstrate the dilation results of upper original binary images. We
can see that after dilation, white pixels get connected and the area of them is extended. We find that the
area of white pixels can well represent the feature of observations. That is, when there are more humans
in the surveillance region, the area of white pixels becomes larger in the dilated image (Fig. 18).
After the dilation, we find that the image has many burrs, which are probably derived from some
outliers. To eliminate these thin protrusions, we conduct an open operation. The open operation is
a combination of dilation and erosion operations. Different from the dilation, erosion can shrink or
diminish a target in an image. In the open operation of R#, an erosion is followed by a dilation. An open

FIG. 18
The error rate of R# vs. the error rate of variance-based method.
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operation often makes the edge of an object smooth, fills the gap, or eliminates the burr. Hence, the
purpose of performing open operations for R# is to remove the noise and outliers from an observation.
We define an erosion on a set A by using a set B as:
A ⊖ B = {z|( B̂ )z ⊆ A}. Hence, the open operation is symbolically expressed as:
A°B = (A ⊖ B) ⊕ B, where B is a structuring element. After the open operation, we calculate the
area of white pixels as the second feature.
Considering a M ´ N image f(x, y), the forward DCT T(u, v) can be expressed as:
T(u,v) =

M -1 N -1

åå f ( x,y) g ( x,y,u,v)
u =0 v =0

g ( x,y,u,v) = a(u )a(v)k (u,v)
éæ (2 x + 1)up
æ (2 y + 1)vp ö ö ù
k (u,v) = cos êç
cos ç
÷ ÷ú
2N
è
ø øû
ëè 2 M

where,
ì
1
m =0
ï
M
ï
a(u ) í
ï 2
ïî M m = 1, 2,, M - 1
ì
1
v=0
ï
N
ï
a(v) í
ï 2
ïî N m = 1, 2,, N - 1

DCT compression is an invertible transformation and can be easily recovered. A brief procedure
of DCT compression is as follows: we first divide the original image into 8 × 8 sub-images. We then
use the DCT to represent these subfigures, and discard a part of the coefficients achieved (85% in our
implementation). When recovering the image, we run the reverse DCT on the intercepted coefficient
matrix. Although the discarded coefficients have little visual influence on the recovered image, they
still incur MSE. The incurred MSE between f(x, y) and fˆ ( x,y ) is:
æ 1
MSE = ç
è MN

åå (

M -1 N -1
u =0 v =0

1/ 2

2ö
fˆ ( x,y ) - f ( x,y ) ÷
ø

)

Machine learning-based estimation
We adopt the Naive Bayes method from WEKA as our machine learning classifier. In a real implementation, it is necessary to tune the classifier parameters to optimize the estimation accuracy. To achieve
this goal, we organize the aforementioned experiment results into two datasets, one for training and
another for testing. We then perform a 10-fold cross-validation on the datasets to determine the key
parameters of classification.
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FIG. 19
Three features used by R#. (A) Entropy, (B) SDA, (C) MSE.

Based on this estimation mechanism, we examine the effectiveness of three features. We arrange
0 ∼ 10 volunteers to move arbitrarily in the region and check the trend of features by varying the number of volunteers. The result is reported in Fig. 19A, B, and C. It reveals an interesting insight. Each of
the three features shows a good ability to distinguish different numbers of humans in some ranges, eg,
0 ∼ 4 people for SDA and 6 ∼ 10 people for MSE. The entropy feature shows an instable variance upon
certain numbers of people. Fortunately, the three features exhibit the complementarity with each other,
which inspires us to jointly use them in the classifier of R#.

13.4 CONCLUSION
Indoor wireless sensing has spawned numerous applications in a wide range of living, production, commerce, and public services. The increase of mobile and pervasive computing has heightened the need
for accurate, robust, and off-the-shelf indoor action recognition schemes. We explore the properties of
wireless signals and proposed a robust indoor daily sensing framework using Big Data technology. We
can achieve relatively high recognition accuracy for a set of similar daily actions insensitive to location,
orientation, speed, and shopping habits.
Considering the advantages and limitations of wireless signals, we will put our effort into exploring
how to gain more robust and subtle indoor sensing in future work, and we think vision-based methods
and Wi-Fi based methods may be a good complement to each other using crowdsourcing techniques in
the age of Big Data.
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14.1 INTRODUCTION
Social networks connect human beings. Social networks, in terms of both data and users, have been
exponentially growing and connecting our lives in various dimensions. We can connect with people
across the planet with the touch of a finger. In every second, hundreds of thousands of messages are
shared through social media and websites such as Facebook, Twitter, Foursquare, Pantip, etc. They
contain stories about our lives, feelings, experiences and opinions.
Social media networks generate a huge volume of data. They have been used in various types of
applications including public health [1], emergency coordination [2], news recommendation [3], and
stock market prediction [4]. These social media data are gathered under the catch-all term, “Big Data.”
However, the data stored is usually in the unstructured format, meaning that it is spontaneously generated and not easily captured and classified. Big Data is only valuable if its content can be utilized. The
better the content is used, the better you will be able to take advantage of that data. Understanding the
cause behind that trend is crucial to better decision making. This is necessary for the next-generation
organizations that utilize intelligence in Big Data.
The major challenge of opinion mining in Thai is in the inherent nature of the language. Unlike
English, Thai sentences use neither white space to mark words nor punctuation to mark the end of the
sentence. With the lack of research in computational linguistics for the Thai language, these characteristics pose a great challenge in analyzing Thai textual data. In addition, most social media text is written in the form of spoken Thai, which is not included in the existing Thai lexicon. For example, there
are some informal words which are used by some people or groups (eg, slang words and local words).
Therefore, these characteristics raise difficulty in segmenting Thai sentences based on a dictionary.
Another problem is the lack of a system that can automatically extract entities from the text. Without
such a system, it is impossible to identify relevant objects within the textual data. Though lots of text
mining tools are available in the market, most of them are not applicable to the Thai language due to
these two difficulties. Simply speaking, these tools do not understand Thai textual data, especially in
the spoken form.
Data and Opinion Mining (DOM) [5] was developed to analyze Thai public opinions on topics of
interest. DOM aggregated sentiments and impact positions of authorities in order to facilitate decision
making. Though all related sentences of each topic were displayed along with sentiment results, readers
usually struggled with reading all relevant opinions in order to seek underlying reasons for supporting their beliefs. Furthermore, the screens of mobile devices usually provides limited space to display
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00014-3
© 2016 Elsevier Inc. All rights reserved.
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content. Thus, a summarization system was utilized to compress opinion text in an informative way;
that is, a text summary representing majority opinions and also containing less redundant information.
To generate the economical and representative summary, Ly et al. [6] selected representative sentences
from the generated clusters. They applied two clustering techniques to group sentences, including agglomerative hierarchical clustering and hill-climbing clustering. The hierarchical method began with
single-sentence clusters and continuously merged two clusters with the minimum distance in their
combination. For the hill-climbing method, the clusters were randomly generated for the first iteration.
In subsequent iterations, the algorithm greedily swapped cluster members which minimize an average
similarity within clusters (ie, intracluster dissimilarity). Since these two methods suffer from localoptima and computation problems, they could not produce effective opinion clustering of large data in
an acceptable timeframe.
Hence, we combine the clustering-based opinion summarization with the original version of DOM
in order to provide a representative and economical summary, resulting in stronger evidence. In this
work, we present the developments of XDOM (eXtension of DOM), a Big Data analytics engine that
is capable of mining Thai public opinions regarding specific issues discussed on social network sites,
and its corresponding mobile solution for answering public opinions about events and locations. For the
data analytics engine, the opinion summary generation is proposed in this extended version. Software
features and design will be discussed in Section 14.2. Section 14.3 explains how the software was
implemented using cloud-based technology. Section 14.4 shows the evaluation of the XDOM effectiveness in predicting the sentiment score and in discovering sentence clusters of public opinions. Usages
of XDOM for different tasks are presented in Section 14.5. Comparisons of XDOM with respect to
others, and future steps in development are discussed in Section 14.6.

14.2 XDOM
14.2.1 DATA SOURCES
We collected data from four different data sources: Twitter, Facebook, Foursquare and Pantip, as described in Table 1.
These social network data were collected in the Bangkok area. Different data sources require the use of
different connectors. For Twitter data, we used Search API [7] provided from Twitter Inc. to collect tweets
without any keywords. We collected approximately 15 million tweets, or, about 12GB of u ncompressed

Table 1 Sources of Social Network Data
Source

Data description

Twitter

Twitter messages, also known as tweets, are short 140-character text messages. Tweets are all
public
Facebook data can only be retrieved if the privacy is set to public. They are in forms of status
posts and Facebook Page posts
Foursquare provides both text comments and review score of a number of places
Pantip data are in forms of webboard threads. It is one of the prominent Thailand online social
communities

Facebook
Foursquare
Pantip
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FIG. 1
Twitter activity heat map in Bangkok area.

data. Each tweet contains multiple data fields, including time, username, user followers, retweet, count,
location, and the textual comment. The data collected from twitter can be represented as an activity heat
map (Fig. 1). For Facebook, we used Graph API [8] developed by Facebook Inc. Unlike Twitter, we can
only request and collect data from the Facebook fan page, which consists of posts and comments on
specific topics. We collected Facebook data from about 5,000 messages, which is approximately 4 MB
per fan page. Graph API provides attributes including time, username, number of Likes, location, and
textual comments for each message. For Foursquare, the situation is like Graph API. Foursquare provides some useful APIs, named Venues and Tip search API [9], for developers to gather data. Foursquare
provides comments of places. In each month we collected approximately 500 messages, or 0.4 MB per
place. Foursquare data includes time, username, like count, location and the textual comment. Our last
data source is Pantip.com, one of the prominent Thailand online social communities. We developed a
web crawler to gather the data on this website, since they do not provide an API to gather data. The web
crawler was designed to have features like Search API. First we simulated the browser by setting the useragent to be Mozilla, and then assigned the keywords to the search form of web and submitted the request.
We found that approximately 300 messages, or about 0.2 MB, were collected for each topic. Each Pantip
thread contains time, username, like count and the text comment.

14.2.2 DOM SYSTEM ARCHITECTURE
The original version of DOM is composed of two basic modules: server-side and client-side modules.
The architecture design of the DOM framework is shown in Fig. 2. The components of the DOM engine are classified into the server-side, which is a cloud-based cluster. The DOM engine is responsible
for collecting, analyzing data and distributing the analyzed data to the client-side. AskDOM components are client-side. The client-side requests the analyzed data, queries, and displays them to end users.
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GPS
Public opinions

DOM
cloud-based Big Data analytics engine

Natural language processing
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Windows Phone 8 Application

runs on Windows Azure
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FIG. 2
Conceptual framework of DOM and its corresponding mobile application, AskDOM.

Workflow of our framework is as follows. Public messages are collected from social networks, blogs and
forums using DOM’s crawler module. All collected messages are stored in MongoDB, a NoSQL database.
After that, each message is processed using the basic Natural Language Processing (NLP) technique to
parse the text data, categorize its topic, compute its sentimental score, select its representative text in order to
form a summary and analyze its influences. DOM also uses the MapReduce technique based on the Apache
Hadoop framework to reduce processing time. DOM periodically processed the data to compute their sentimental score as well as to summarize their opinion text. Finally AskDOM, the mobile application, gets
the analyzed data, queries, and displays the information to users according to the inquired-upon topics.
In this work, we focus on the usage of XDOM as a Thai public opinion mining framework to track
social issues and provide sentiment ratings and information on points of interest (POI) based on public
opinions. However, the core functions of the DOM engine were designed to support dynamic data.
There are several features that could be added or further developed to provide additional functionality (eg, adding more data sources, supporting other languages). Since DOM is a cloud-based engine,
scalability is also available.
Furthermore, DOM can be easily applied in various types of usage, on either the community side or
the commercial side. There are case studies in Section 14.5 that show some potential usages of DOM.
The current version of DOM consists of five modules, which are MapReduce framework, sentiment analysis, clustering-based summarization framework, influencer analysis, and AskDOM mobile application.

14.2.3 MAPREDUCE FRAMEWORK
Since huge data are involved in this project, MapReduce [10] is used. If the data is processed sequentially, the processing time would be too large for the practical application. The MapReduce technique
on the Apache Hadoop framework is therefore the best way to accelerate the analysis speed.
In our research, we apply MapReduce to distribute the computational workload of sentiment analysis and summarization tasks across a flexible number of worker machines. The MapReduce technique
separates the mining process of both analysis tasks into two main steps: Map and Reduce, as follows:
For the sentiment analysis, the map function takes the entire text input, breaks it into subsets to
be evaluated for their sentiment scores, and distributes them to worker nodes. The reduce function
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c ombines the resulting sentiment scores from each small worker node by grouping keywords of specific topics of interest and aggregating the sentiment scores into final results.
For the opinion summarization, for each keyword group, the map function divides sentences into
two subgroups according to their polarity sentiments; that is, each keyword group contains three sentence subgroups, including positive, negative and neutral. Then, all subgroups are sent to worker nodes
to cluster sentences and select representatives from the generated clusters. The reduce function merges
the selected representatives by their keyword groups in order to form a final summary.

14.2.4 SENTIMENT ANALYSIS
In this work we targeted words in which opinions are expressed in each sentence. A simple observation was that these sentences always contain sentiment words (eg, great, good, bad, worst). To simplify
the process, if the sentences do not contain any sentiment words, their sentiment values will be neutral
(non-opinions). So we designed our framework to classify the sentiment of each sentence based on its
sentiment words and the combination of them.
Furthermore, we designed the system to be able to process Thai conditional sentences, which are
sentences that describe implications or hypothetical situations and their consequences, for example, the
sentence “I like the location of this company but I do not like their staff.” The sentiment of “location”
is positive but for “staff” it’s negative. We found that most conditional sentences contain modifiers and
conjunctions (eg, but, and, or).
To classify each message as positive, neutral or negative, we employed a lexicon-based algorithm
to measure the sentiment score of each message. We defined five corpora, including positive words,
negative words, modifiers, conjunctions, as well as the names of points of interest. Each word in the
two sentiment corpora, positive words and negative words, contains sentiment ratings ranging from −5
to 5. The examples of our corpuses are shown in Table 2.

Table 2 The Examples of Sentences in the Corpora
#

Type of Corpus

Word

Value

1

Positive words

2

Negative Words

3

Modifiers

4

Conjunctions

5

Names of places

เท่ห์ (smart)
ดี (good)
เยี่ยม (best)

เสอมโทรม
(decadent)
แย่ (bad)
ห่วยแตก (worst)
ไม่ (not)
ค่อนข้าง (likely)
ที ่ ส ุ ด (best)
แต่ (but)
และ (and)
รวมไปถึง (including)
สวนลุมพินี (Lumphini Park)
สยาม (Siam)
จตุจักร (Chatuchak market)

3
3
4
-3
-3
-4
-1
0.5
1.5
2
1
1
–
–
–
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FIG. 3
Example of Thai word tokenization.

DOM detects and matches words and their sentiment polarity by using these corpora. Since the
nature of Thai sentence structure is continuous without any white space breaks between words, we
need to tokenize each sentence into a group of words. In this process, we used “LexTo” [11], the open
source Thai word tokenizer, to tokenize words in each sentence and then store them as an array using
the longest word matching algorithm [12]. An example of this procedure is shown in Fig. 3.
DOM generates small jobs to detect words of each sentence in parallel. First of all, DOM filters
the nonrelated sentences out by matching words with the names of POI corpus. After that, only sentences that relate to specific topics of interest (in this case, points of interest) would remain. DOM
then iteratively matches sentiment keywords with remaining corpuses. If there are sentiment words in
an array, DOM collect its sentiment score and summarizes it at the end of each sentence. DOM then
automatically classifies each sentence into a sentiment group: positive, neutral or negative, depending on its score band (the range of distributed sentiment score). DOM not only determines keywords
from sentences, but also determines the context of each sentence. The positions of words, modifiers,
conjunctions, and emoticons are also determined in our framework. In some cases these words can
be important clues to emphasizing the mood of the sentences. Especially for the modifier keywords,
they can invert the sentiment score if their positions are adjacent to the sentiment words as illustrated
in Fig. 4.

14.2.5 CLUSTERING-BASED SUMMARIZATION FRAMEWORK
Due to the high impact of textual opinions on decision making, a review summarization system is
inevitable, as the system provides a shorter version of informative text apart from overall numerical
sentiments. As a result, readers can quickly understand major authors’ opinions without losing any
key points.
The opinion summarization framework is able to produce a representative and non-duplicate textual
summary. Fig. 5 presents a framework architecture which is composed of three processes—a sentence
similarity calculation, a modified genetic algorithm (GA) sentence clustering, and a sentence selection.
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FIG. 4
Example of Thai sentiment analysis.
Word sets from tokenized sentences
Sentence similarity calculation
using word-pair similarity corpora
Similarity matrix

Sentence clustering
using the modified GA
Sentence clusters

Sentence selection
Representative sentences

Text summarization result

FIG. 5
The architecture of our clustering-based summarization framework.

After completing the sentence analysis task, each sentence is represented with its tokenized words.
First, the framework takes these preprocessed sentences to generate a semantic similarity matrix
through a sentence similarity calculation process. This matrix reflects semantic similarity relations
between sentences. Unlike existing works, we create a semantic similarity corpora in order to identify similarity levels between Thai word pairs. Subsequently, the modified GA assigns sentences into
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Table 3 The Examples of the Word-Pair Similarity Corpora
#

Word 1 (r)

Word 2 (s)

Sim_Word(r,s)

1
2
3
4

ดี (good)
เก่ง (smart)
ดี (good)
ใหญ่ (big)

เยี่ยม (best)
ฉลาด (clever)
หนาว (cold)
กว้าง (wide)

0.8
1.0
0.0
0.4

clusters based upon the similarity matrix. In a sentence selection process, a final summary is created
by selecting a representative sentence of each generated cluster. The following subsections present the
details of each component.
(1) Sentence Similarity Calculation
Since the sentence clustering process aims to assign semantically similar sentences into the same
clusters, and vice versa, the similarity values between every sentence pair must be calculated before performing the next process. In this work, we adopt a sentence similarity measure of Li et al.
[13] to compute a similarity score between two sentences. Unlike the original method, we create a
similarity corpora for Thai language to determine word-pair similarity scores, which range from 0
to 1. The lower values between two comparing words indicate the lower similarity relations. The
example of the corpora is shown in Table 3.
According to the preprocessed data of the sentiment analysis in Section 14.2.4, each sentence Si
is represented with its tokenized words, Wi = {w1,w2,…,wn} where n is number of words in sentence
Si. The similarity score, sim(S1,S2), is derived from a cosine similarity between two semantic vectors
(V1 and V2) which represent similarity relations of a sentence pair (S1 and S2), denoted as
sim ( S1 ,S2 ) =

V1 • V2
 V1  •  V2 

(1)

To create the semantic vectors (V1 and V2), a union word set U is constructed by merging two word
sets, U = W1 ∪ W2 = {u1,u2,…,uq} where q = |U|, of two comparing sentences (S1 and S2). After that,
each element of two semantic vectors, V1 = {v11,v12,…,v1q} and V2 = {v21,v22,…,v2q}, is created from
the similarity scores, Sim_Word(r,s), between a word pair (r and s) in the similarity corpora, denoted as
1,if u i Î W1
1,if u i Î W2
ïì
ïì
v1i = í
,v 2 i = í
max aW1 sim word ( ui ,a ) , if u i Ï W1
max bW2 sim word ( ui ,b ) , if u i Ï W2
îï
îï

(2)

where i ∈{1,2,…,q} and ui ∈ U. At the end of this process, the similarity values of all sentence pairs
are assembled into the semantic similarity matrix, M = {m00, m01,…, mhh} where h is the number of
opinion sentences. For example, a value of element m02 in a similarity matrix indicates the similarity
score between two sentences, S0 and S2.
(2) Sentence Clustering
The objective of our summarization framework is to select underlying text from each cluster. In order
to achieve the expectation, the sentence clustering process assists in dividing semantically similar sentences into the same clusters based on the similarity matrix generated in the previous process. In this work,
we formulate the sentence clustering problem as an optimization problem which attempts to minimize
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d issimilarity between sentences in the same clusters. To solve the optimization problem, we apply the
genetic algorithm to find near globally optimal results. As the sentence clustering problems contain few
good results, the GA suffers from slow convergence. To boost up the algorithm, we utilize the concept
of membership degree in data clustering to form an additional solution reassignment operation of our
modified GA. In general, a sentence has different degrees of being a member in any cluster. The degree is
defined as the similarity level of any sentence to all members in a particular cluster. The higher degrees of
sentences in any cluster reflect a higher likelihood that they will be in that cluster. Thus, a sentence should
be assigned to the cluster that has the highest degree of belonging. With this clustering characteristic, we
reassign all feasible solutions of the modified GA in every generation. By doing this, the algorithm considers only the solutions which satisfy with this clustering characteristic, resulting in faster convergence.
The overall flowchart of the modified GA is shown in Fig. 6. First, the algorithm randomly generates feasible solutions (ie, individuals) and encodes them into the genetic representation. To represent
a sentence clustering solution, we use a string of n-digit integers where n is the number of sentences.
Each digit presents the cluster index of the corresponding sentence, as illustrated in Fig. 7.

Generate initial population
Evaluate fitness score and sort population
Reproduce population
Parent selection

Crossover

Mutation

Solution reassignment

Terminate?

No

Yes
A set of sentence clusters

FIG. 6
The flowchart of the modified genetic algorithm.

Cluster index of sentence 1

Sentence indexes of cluster 3
[3,4,5 ]

[2,6]

[1,7]

3

2

1

1

1

2

3

C1

C2

C3

S1

S2

S3

S4

S5

S6

S7

Cluster representation

FIG. 7
The example of 7-digit integer representation.

Genetic representation
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All generated individuals are then formed to a population. After that, a fitness score of each
individual is calculated by using the intracluster dissimilarity function in [6]. Then, all individuals
are sorted by their fitness scores. The population of the next generation is derived from the best
individuals (ie, elitisms) and the reproduced individuals (ie, offspring). To generate each offspring,
two individuals from the current population are selected as parents in order to perform a crossover
operation. In the crossover operation, the parents exchange their genes based on random probability
in order to create new individuals (ie, offspring). Subsequently, the mutation operation is applied
only on offspring in which the random values of mutation exceed the predefined values. The mutated offspring are randomly changed in the cluster index at a random point.
After the population of the next generation is generated, each individual F represents a clustering solution, C = {c1, c2,…, ce} where e = |C|, of sentences S = {S1, S2,…, Sn} where n = |S|. To
refine the current solution, the individual is then fetched into the solution reassignment process. In
this process, the value of each digit of an individual is altered according to a reassignment function
φ(Si) which determines new cluster index for sentence Si. This function will reassign a sentence Sx
to the cluster Cy that has the highest membership degree, dxy∈[0,1] where x and y are the sentence
index and cluster index respectively, denoted as
j ( S x ) = argmax y d xy

(3)

According to the similarity matrix, each element mij indicates a similarity score sim(Si,Sj) between two sentences (Si and Sj). The membership degree dxy is derived from weighted sums of total
similarity scores between sentence Sx and all sentence members in cluster Cy, denoted as
d xy =

å sim ( S ,a )
å å sim ( S ,b )
aÎC y

x

k

i =1

bÎCi

(4)

x

Where å i =1 d x = 1 and x ϵ {1, 2, …, n}. Later, all reassigned individuals are formed to the population of the next generation. The algorithm iteratively performs until a termination criteria is met.
After termination, the final clustering solution is described by the best-scored individual.
(3) Sentence Selection
Owing to the large number of opinion texts, it becomes difficult for readers to read all relevant
text and draw conclusions. Taking the generated clusters from the sentence clustering process, the
sentence selection assists in selecting an underlying sentence from each cluster based on a representative score in [6]. The higher scores reflect the sentences that are more similar to other sentences in
the same cluster. In this work, the representative sentence of a cluster is defined as the most similar
sentence. Thus, for each cluster, we select a sentence which has the highest score as the representative sentence. After all representatives are selected, a list of representatives with their cluster sizes is
presented in the final summary. The size of each cluster can indicate its impact on the opinion data;
that is, the larger clusters reflect more impact opinions.
The textual summary of this framework provides underlying reasons to support the sentiment
analysis. This additional information helps readers make better and stronger decisions, resulting in
business success. In other words, the opinion summarization framework is added to increase the
reliability of making decisions in a DOM engine.
k
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14.2.6 INFLUENCER ANALYSIS
The rise of social media platforms such as Twitter, with their focus on user-generated content and social
networks, has brought about the study of authority and influence over social networks to the forefront
of current research. For companies and other public entities, identifying and engaging with influential
authors in social media is critical, since any opinions they express can rapidly spread far and wide. For
users, when presented with a vast amount of content relevant to a topic of interest, sorting content by the
source’s authority or influence can also assist in information retrieval. In the social network community,
a variety of measures were designed for the measurement of importance or prominence of nodes in a
network [14,15]. In the following, we will briefly summarize the centrality measure that we have used
to describe possible candidate indicators for the power of influential in message diffusion. For the DOM
engine, we have used “Degree centrality” to identify influential users in Twitter’s networks.
Degree centrality is the simplest centrality measure, as illustrated in Fig. 8. The degree of a node i
denoted by ki, is the number of edges that are incident with it, or the number of nodes adjacent to it. For
networks where the edges between nodes are directional, we have to distinguish between in-degree and
out-degree. The out-degree centrality is defined as
CDO ( i ) = å j =1 aij
n

(5)

where aij is 1 in the binary adjacency matrix A if an edge from node i to j exists, otherwise it is 0.
Similarly, the in-degree centrality is defined as
CDI ( i ) = å j =1 a ji
n

where i describes the node i and aji is 1 if an edge from node j to i exists, otherwise it is 0.

FIG. 8
Simulation of Influencer network graph in the Twitter’s networks.

(6)
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FIG. 9
AskDOM mobile application.

14.2.7 AskDOM: MOBILE APPLICATION
To utilize DOM to its fullest extent, we developed AskDOM (Fig. 9), a mobile solution designed to
use DOM to provide a means for the general public to help improve their own communities by providing reviews, feedback, and ratings of service providers automatically analyzed from public opinions
on social networks (Twitter, Facebook, Pantip and Foursquare). AskDOM comprises two important
modules: (a) a front-end interface with features designed to connect users to service providers such
as I-Share (direct feedback), Map (traffic and incident map), Anomaly (abnormal situations reports),
and (b) the DOM Engine, the back-end system that periodically gathers and processes social network
data, performs public sentiment analysis, discovers underlying textual opinions, determines relationship influencers, and conducts natural language processing for both Thai and English. The integration
of both modules will increase the transparency of the service businesses, making the agencies more
accountable for their service quality, and provide a means for general citizens to become involved with
the improvement of public services in terms of both information availability and general improvement.
Such involvement will improve not only the quality of service, but also create a sense of community for
general citizens that are part of the social function.

14.3 IMPLEMENTATION
Fig. 10 shows the overall implementation architecture of the DOM engine. The structure has three main
components which are Server, Core Service and I/O.

14.3.1 SERVER
The server section consists of three components: the Ubuntu server, MongoDB, and Apache Hadoop.
We implemented the DOM engine based on Apache Hadoop MapReduce, which runs on the Ubuntu
server. MongoDB, the famous NoSQL database, was also used in this framework. This type of database
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I/O
PHP Website
Core Service
Data Crawler

Data Preprocessing

Data Analytics

Apache Hadoop

MongoDB

Ubuntu Server

Server

FIG. 10
DOM engine architecture.

often includes highly optimized key value stores intended for simple retrieval and appending operations
to improve the performance in terms of latency and throughput.

14.3.2 CORE SERVICE
Core Service, the main part of our framework, consists of three components.
(1) Data Crawler: This module automatcially provides a raw data feed from social networks and
stores it in the database, MongoDB. Each crawler code is specific for each social network or
website.
(2) Data Preprocessing: This component prepares raw data for analysis by tokenizing Thai and
English words from sentences, removing outliers and reformatting data. Then the cleaned data
will be sent to Data Analysis.
(3) Data Analysis: There are three data analyzers in this component:
(3.1) Sentiment Analysis evaluates sentiments in Twitter text and finds peoples’ moods on a
particular topic. For example, how people think about traffic in Bangkok.
(3.2) Clustering-based Summarization organizes Twitter text into clusters and selects
representative sentences from each one to form a text summary. The generated summary
is presented as supporting evidence for the sentiment analysis results.
(3.3) Influencer Analysis determines people’s positions in network, which indicates how
influential they are. The influential people are more likely to acquire connections and
have more connections.

14.3.3 I/O
I/O, the web-service implemented using PHP, receives the result from Core Service and then sends
them to the client-side to display in a JSON format. Since the amount of data in social networks is
increasing every second, using the static resources (eg, static server) may not be practical. So we designed DOM to run on the cloud. The cloud provides the ability to add blob storage depending on the
size of data. Furthermore, DOM has the ability to scale the number of processers. In other words, DOM
can increase or decrease the number of mappers and reducers for running a job.
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14.4 VALIDATION
To validate the effectiveness of XDOM, we conducted a subjective experiment to assess the sentiment
prediction accuracy. In the following, we will describe the validation procedure and discuss validation
results.

14.4.1 VALIDATION PARAMETER
•
•

184,184 messages from Facebook, Twitter and Foursquare (both positive and negative messages)
were divided into short and long messages, including 172,717 short messages (≤150 characters)
and 11,467 long messages (>150 characters).
12 subjects (6 males and 6 females) participated in the experiment. They were students at the
Computer Engineering Department, King Mongkut’s University of Technology Thonburi, Thailand.

14.4.2 VALIDATION METHOD
1. For the human end, 184,184 messages were divided into 12 parts, each of which was assigned to
each subject. They classified the messages into positive and negative classes.
2. For the DOM engine, 184,184 messages were classified by the engine into positive and negative
classes.
3. The results of both human and DOM were compared and analyzed together to assess the
system’s prediction accuracy.

14.4.3 VALIDATION RESULTS
Tables 4 and 5 show the comparison results of 12 students and the DOM engine. We found that the
DOM engine can classify messages and conduct sentiment analysis with an accuracy of over 75%. The
Table 4 Summary of Prediction Accuracy.
Message type

Positive comment
accuracy (%)

Negative comment
accuracy (%)

Total

Short
Long
Total

79.75
86.53
80.19

56.33
38.95
55.57

75.99
81.29
76.32

Table 5 Detail Analysis of the System Effectiveness.
Msg. Type

TP

Short
Long
Total

115,643
8,830
124,473

FP
12,103
771
12,874

TN
15,613
492
16,105

FN
29,358
1,374
30,732

Precision

Accuracy (%)

0.905
0.919
0.906

75.99
81.29
76.32
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accuracy of the DOM engine is in the standard of text classification [16], so the DOM engine is practical for use in social network analysis and can be applied to many dimensions in the real word.

14.5 CASE STUDIES
In addition to the evaluation of the system effectiveness, we tested the XDOM engine further on various case studies that were of interest to the Thai public during the time periods. Each case study aims
to explore either a specific social or political issue that people were discussing widely on the Internet,
thus it offers a summary of Internet public opinions on that issue.

14.5.1 POLITICAL OPINION: #PRAYFORTHAILAND
Around the end of 2013, citizens of Bangkok were faced with multiple rounds of political protests,
and violent acts toward both protesters and officers. Hashtag “#prayforthailand” is one that was
frequently used in social media to express the concerns over the situation. Different opinions were
expressed regarding this political issue. We used DOM to mine the general public opinions that were
expressed in the social network to determine the political climate at that time. We collected tweets
around the Bangkok area that contain the hashtag “#PrayForThailand.” There were over 100 K tweets
collected from 29 November to 7 December 2013. We implemented the Naïve Bayes and Support
Vector Machine (SVM) to the DOM engine to classify political opinions into six predefined categories as shown in Table 6. DOM can accurately put tweets into categories with more than 85%
accuracy.

14.5.2 BANGKOK TRAFFIC CONGESTION RANKING
Bangkok’s traffic is one of the most serious problems that urban citizens have been facing in their daily
lives. Knowing such information on which streets the traffic jams often occur would allow citizens to
prepare to encounter the problem and allows the government to find a way to solve it.
We used the XDOM engine to track traffic jams keywords, name of streets, and intersections as
well as famous places in Bangkok, Thailand that were contained in public tweets, and then rank the
streets that were mostly mentioned in tweets about the traffic jam based on 22 K tweets collected from
17 February to 8 March 2014.

Table 6 Summary of Opinions with “#prayforthailand”
Opinions

Percentage

Oppose to the government
Loyal to the king
Feeling depressed about the situation
Oppose to both government and protests
Oppose to protesters
Others

29.45
20.91
15.61
0.82
0.01
33.2

354

CHAPTER 14 A FRAMEWORK FOR MINING THAI PUBLIC OPINIONS

Table 7 Bangkok Traffic Congestion Ranking
Rank

Streets/Intersections

Percentage

1
2
3
4
5
6

Ladprao—Paholyothin
Vibhavadi—Rangsit
Petchaburi
Sukhumvit
Ramkumhaeng
Others

19.47
11.62
7.76
4.71
4.13
52.31

The results as shown in Table 7 are consistent with what Thailand’s Department of Highways hotline gathered from phone calls. However, using the XDOM engine is much faster and cheaper.

14.6 SUMMARY AND CONCLUSIONS
We discussed the development, evaluation, and case studies of XDOM, an extension of a Big Data
analytics framework for assessing public sentiments and extracting salient opinions of specific social issues. The opinion summarization framework, which is based on a modified genetic algorithm
clustering and sentence selection, is combined with the DOM engine. The XDOM is encapsulated as
a mobile application known as AskDOM that allows users to interact and find information of places
suggested by the sentiment ratings along with their supporting reasons. We have demonstrated both
accuracy and generalizability of the engine in the analysis of various topics that are relevant to public
interests.
Further improvements are still needed to make the XDOM engine more adaptive and robust. First,
the sentiment score associated with each keyword is currently context independent and comes mainly
from the manual adjustment by the administrator. A context-dependent keyword-score association
study is needed for each of the tasks required. After obtaining these related associations from different
contexts, rules can be derived so that the system can work effectively on different tasks. Second, public
opinions usually contain a lot of personal messages that are irrelevant to the places under discussion. A
filter that is capable of detecting the context of the message is required. Third, the sentence clustering
in the summarization framework currently produces a compressed text only for current input sentences.
It means that the analyzed data is also required to reprocess when new opinion data is fetched into the
framework. Taking the clustering results, they can be treated as training data in supervised learning
models. By doing this, the trained models are further used for classifying new incoming text without
reprocessing all existing data.
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CHAPTER

A CASE STUDY IN
BIG DATA ANALYTICS:
EXPLORING TWITTER
SENTIMENT ANALYSIS
AND THE WEATHER

15

R.O. Sinnott, H. Duan, Y. Sun

15.1 BACKGROUND
The age of social media is upon us. People tend to use social media tools such as Twitter to broadcast
their moods, opinions, and status. It is possible to gage the sentiment of people through Twitter sentiment analysis. The question that is explored in this chapter is whether the weather impacts human
emotion. This requires a Big Data processing infrastructure that scales to millions of people and their
changing moods over time with extensive disaggregated weather data.
Does the weather affect an individual’s emotion? From a biological perspective, different types of
weather conditions can potentially increase or decrease chemical responses in the brain, which can
influence an individual’s sense of happiness. However, there is no definitive scientific result that this is
the case for all people, and often weather can impact a person’s emotions in less obvious ways. Most
physiologists agree that human emotion can be remarkably affected by weather [1].
In this context, John [2] identifies that higher temperatures can elevate an individual’s mood,
however, this depends on the country. Scandinavian countries, for example, have prolonged cool and
dark weather where sun can improve the emotional well-being of an individual. In countries such as
Australia, excessive heat can have the opposite effect. Given this, many believe that location plays an
important role on the impact of weather on the emotional well-being of individuals. Denissen et al. [3]
found that the weather’s daily influence has more of an impact on a person’s negative mood, rather than
helping establish a positive mood. Hsiang et al. [4] found a link between human aggression and higher
temperatures.
Understanding a global and systematic evaluation of weather and emotional well-being (sentiment)
demands that a Big Data approach is supported. Fortunately, through the global popularity of social
media the opportunity exists to explore the correlation between emotion and weather in a much faster,
more comprehensive, and less expensive way than other more traditional approaches, conducting largescale population surveys, for example. Users tend to post tweets broadcasting the emotions, thoughts,
ideas, and opinions encountered in their lives. Thus, there is direct or indirect evidence provided by this
user-generated content [1].
The task of extracting emotion information from tweets refers to sentiment analysis, which is defined as automatically determining the valence (positive and negative dimension) of a piece of text [5].
Researchers tend to simply use presence or absence of sentiment terms in sentences to determine the
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00015-5
© 2016 Elsevier Inc. All rights reserved.
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valence [1]. Furthermore, there are many frameworks that have been proposed for sentiment analysis,
however, little benchmarking has been done on which is most accurate.
Through Big Data and the application of machine-learning techniques, it is possible to explore
whether the correlation between emotion and weather exists, and ultimately, quantify it. There are
many forms of social media data. In this chapter, we focus on Twitter due to its openly accessible APIs
and the geospatial query capabilities.
The rest of this chapter is structured as follows. We first introduce the system architecture and associated cloud-based Big Data processing software stack. Following this, we introduce the approach
taken for machine learning and sentiment analysis with justification for features selection and models
adopted based on their accuracy. Following this, we introduce the methodology for correlation analysis
and visualization and interpretation of results. Finally we present our key findings related to the correlation between sentiment and weather.

15.2 BIG DATA SYSTEM COMPONENTS
In this section, we introduce the system architecture and associated software stack that is used for Big
Data analytics on the cloud.

15.2.1 SYSTEM BACK-END ARCHITECTURE
The back-end architecture is realized through Python (version 2.7) and the noSQL database CouchDB.
Python 2.7 is used to compile programs for fetching and filtering Twitter and weather data, for sentiment analysis and integrating data collection based on views. In contrast, CouchDB is responsible for
data storage, view creation, and the return view result to the website.
As shown in Fig. 1, the system includes two external sources of data and one internal source.
The Twitter streaming API provides a targeted location’s raw tweets, which are content-filtered and
sentiment-analyzed before being stored in the CouchDB. We focus explicitly on those tweets including
geo-location information. During this work, we collected over 700,000 tweets from eight Australian
cities and over 33,000 tweets from 174 suburbs in Melbourne. A list of cities and suburbs follows:
1. Name of eight cities:
Name of cities
Melbourne
Perth

Canberra
Adelaide

Brisbane
Hobart

Sydney
Darwin

2. Name of 174 Melbourne suburbs:
We explored 174 suburbs in Melbourne. The shopping mall and coast suburbs explored were:
• Shopping Malls
HighPoint Shopping Centre, Emporium, Chadstone Shopping Centre, Essendon DFO, and
South Wharf DFO.
• Cxoast suburbs
Altona, Altona Meadows, Seaholme, Williamstown, Port Melbourne, Newport, Albert Park,
St. Kilda West, St, Kilda, Elwood, Brighton, and Middle Park.
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FIG. 1
System back-end architecture.

In terms of weather data, daily and hourly weather data was obtained from the Yahoo weather
API for these eight cities. Based on the weather and tweets collection, we utilized cloud-based
MapReduce methods to create the views of the data. These views are used for web site requests and
to provide data to daily integration programs. We have two scheduled integration programs (for city
and suburb levels) that are used for calculating the summary of emotions and their relationship with
daily weather.

15.2.2 SYSTEM FRONT-END ARCHITECTURE
The web service architecture support capabilities to present data. The core technologies implemented
include HTML5, CSS3, JavaScript, AJAX, Google Maps API (based on JQuery), eChart API, and
Bootstrap for the responsive web design. The main presentation of information utilizes eChart and
Google API, which support asynchronous communication with the server.
As we can see from Fig. 2, some functions of the web-based front end require data directly from
CouchDB. These data are created in the back end using MapReduce methods to generate views in
CouchDB.
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FIG. 2
System front-end architecture.

15.2.3 SOFTWARE STACK
Fig. 3 presents the software stack that was adopted in this work.
To support sentiment analysis, various approaches were explored: toolkits such as the Natural
Language Toolkit (NLTK), open CV, Pattern, and SK Learn packages NLTK support preprocessing
of tweet text contents, and also offer the Naïve Bayes supervisor to implement frequency of terms
analysis. Open CV is used for analysis of images associated with Twitter profiles. Pattern is a mature
tweet sentiment analysis tool that is based on parts of speech (POS), which are used for computational
linguistics analysis. Each of these tools is used to generate features for sentiment analysis. SK learning
is subsequently used to apply these features to different machine-learning models and finally return the
analyzed results.

15.3 MACHINE-LEARNING METHODOLOGY
There are many ways to support machine learning and analysis of data. In this chapter, we used the
Naïve Bayes machine-learning technique as our baseline approach. After that we utilize deep supervised machine-learning techniques, including random forest (RF) [6], support vector machine (SVM)
[7], and logistic regression (LR) [8], which are applied to classify the emotion (sentiment) of tweets.
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FIG. 3
Software stack in the system.

For correlation analysis, an unsupervised machine learning (density-based spatial clustering of applications with noise (DBSCAN) cluster algorithm [9]) and time series are implemented to explore the
relation between weather and tweets clusters and their emotions.

15.3.1 TWEETS SENTIMENT ANALYSIS
Text-based sentiment analysis is a well-studied area. Go et al. (2009) [10] point out that an accuracy of
82.9% can be achieved with SVM and a simple unigram model. They also mention several important
attributes that differentiate twitter messages from other text-based resources. First, the length of a twitter message is restricted to 140 characters. This means that multiple-sentence-based sentiment analysis
is not suitable. In addition, twitter users tend to use slang and abbreviations to express their opinions.
There are already developed tools for supporting this task, for exapmle, the Pattern module of Python,
which focuses on word level sentiment classification. For this project, due to the limited length of
tweets, the word becomes more significant to the sentiment of a sentence. In addition, it also includes
slang such as: “lol,” which is commonplace in Twitter.
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This section is divided into five parts. The first is mainly related to our baseline of tweet sentiment
analysis. Second, we focus on how data preprocessing is used to produce machine-learning features.
The next part illustrates the training data categories that were selected. Finally, we demonstrate the
classifiers (RF, SVM, and LR) and how their parameters are set as well as their corresponding learning
curves.

Naïve Bayes as a baseline
The most direct way to establish a user’s emotion in tweets is through the textual content. Traditionally,
terms-frequency statistics features based on a labeled training set is the simplest way to predict a
tweet’s text sentiment. Naïve Bayes supervised machine learning usually is used for this purpose. To
this end, it is necessary to establish a training data set. In this work, 80% of our manually labeled tweets
were used as a training set, and the rest of the tweets are treated as the actual test set. Regrettably, the
accuracy of this approach was limited, achieving just 54%.
In order to achieve better performance of tweet sentiment analysis, we proposed a novel solution
whereby we predict the tweet’s emotion not only based on the tweet’s text content sentiment analysis, but also by referring to the picture attached in the tweets. According to those two dimensions,
better performance for supervised machine-learning techniques (RF, SVM, and LR) was supported.
The dimensions of prediction on a tweet’s emotion will be discussed in the Section 15.3.1.4. In the
Section 15.3.1.8, the aforementioned machine-learning techniques are introduced.

Tweet preprocessing
Tweet preprocessing is divided into two parts. For the tweet’s text content, the text needs to be filtered,
for example, to remove Unicode for emojis, external links, and special strings (‘#’ and ‘@’). Second, if
there is picture or photo attached to the tweet, it will be downloaded via its source link.

Training set
The main training set contained 2613 tweets (data available at: http://115.146.86.188:5984/_utils/
database.html?traindata), which are labeled manually. It includes 395 negative tweets, 1079 neutral
tweets, and 1139 positive tweets. Examples of these tweets are presented in Table 1.

Feature engineering
There are three kinds of features. The first one is the twitter sentiment score, which includes the
Pattern Sentiment Parser and sentiment word-frequency classification. The second category is based
on the color of images and the last one explores an analysis of the images, for exapmle, for smile
detection.

Table 1 Example of Labeled Tweets
Sentiment

Example

Negative
Neutral
Positive

@Ducky_Tape ugh sorry — I’m on MEL-AUH-AMS in a month
The MDA game framework can be applied outside of game design.
Glazing today. Think we're gonna need a bigger kiln!!
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Twitter sentiment score feature
There are four features in this part (Pattern Sentiment Parser [11], the number of positive words divided
by the length of sentence, the number of negative words divided by the length and sentiment wordfrequency classification). The second and third features are used to take the length of a sentence and the
ratio of positive and negative words into consideration. They are also based on the Pattern Sentiment
Parser. The last one is based on the labeled data.
The first feature can be illustrated as shown in Fig. 4. The main process of the Parser method is to
get a POS tagged Unicode string. The POS is a method to remove the ambiguous content of an English
sentence. Actually, Pattern tags the word according to the Brill’s rule’s based tagger v1.14 and Penn
TreebankII tag set. In order to increase the accuracy of tagging, Pattern generates its own lexical references as a dictionary. For example, except for Eric Brill’s tag dictionary (1992), the en-lexion.txt has
introduced Twitter POS annotated data provided by Carnegie Mellon University (2011). Some of the
support references have been trained under the Brown Corpus and Penn Treebank. Thus, the part-ofspeech tagging for tweets is much more accurate through the Pattern Parser method.
Based on the result of the Parser process, the Sentiment method calculates the degree of sentiment
according to its own sentimental lexical resource. This dictionary assigns to each synset of Wordnet 3.0
and collects about 2900 adjectives with sentiment polarity. Thus, this process of sentiment extracts the
adjectives from the previous results and then establishes the score from the lexical resources. Finally,
the score of sentiment is given as a figure from −1 to 1.

Color degree feature
Currently, people tend to post photos without words in social media. This cannot be used for sentiment
analysis using the measures herein. This work requires two parts (color degree and smile detection) to
handle this challenge. According to the report of Feng et al. [12], colors have a relationship with a range
of emotions. Among them, the color with the most significant relationship with emotion is black, which
is associated with sadness, anger, and fear, and hence expresses negative emotion. In this project, color
degree is calculated as sum ( red + blue + green ) / ( 3 * graphsize ) . When the graph is black, this value can
be near to zero. As a result, it can be used to evaluate the degree of blackness.
English sentence

Parser()
Process
1.Tokenisation
2.Lemma
3.Spelling check
4.Part-of-speech tagging

Support references
1.en-lexion.txt
2.en-frequency.txt
3.en-context.txt
4.en-morphplogy.txt
5.en-entities.txt
6.en-spelling.txt

Sentiment()
A part-of-speech
tagged Unicode
string

Process
1.Select adjective
2.Check with reference
3.Calculate the score

Support references
1.en-sentiment.xml
2.Wordnet 3.0

Polarity score [-1,1]

FIG. 4
The process of sentiment analysis in pattern module.
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Smile detection feature
For smile detection, Haar feature-based cascade classifiers proposed by Viola and Jones [13] have been
applied. This algorithm includes four stages as shown in Fig. 5.
The cascade function is the core part of this algorithm. It is trained with a considerable amount of
right and wrong pictures. In the OpenCV package, there are pretrained classifiers for faces and smiles
that are stored as XML files. In this project, the “haarcascade_frontalface_default.xml” is used to detect
faces and “haarcascade_smile.xml” is applied to detect smiles. To increase the accuracy, a smile can
only be detected when it is within a face.
As Fig. 6 shows, a smile detected, a face detected, other photo, and no photo are converted to the
values 2, 1, 0, and −1 respectively as feature values. In the case where multiple smiles are detected,
this is also equal to 2. If someone posts a neutral tweet (based on their text) but with a photo including
a smile, it would be recognized overall as a positive tweet.

• Edge feature, line feature, and rectangle feature

Haar
features

• Assess rectangular features

Integral
image

• In each classification, increasing misclassified images weight until
accuracy achieved

Adaboost
training

• Group features to increase performance

Cascading
classifiers

FIG. 5
Haar cascade algorithm steps.

Null
Smile

Face

Other

No photo

2

1

0

−1

FIG. 6
Smile and face detection to smile feature value.
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Classifier models
A range of machine-learning techniques (SVM, RF, LR, and ensemble stacking [14]) have been
explored in this chapter. This section includes an evaluation of the system robustness through the learning curve and reliability in indicating sentiment through Precision, Recall, and F1-scores [15].
In addition, the parameters for each model have been optimized with a grid search method. The grid
search in this project is used to examine all the combinations of proposed parameters for each estimator. The grid search is based on fivefold crossvalidation and evaluation metrics for Precision. Due to
this exhaustive search, there are too many combinations of results.
To evaluate whether current classifiers are reliable, the learning curve graph is drawn. The horizontal axis corresponds to the number of samples (from 10%, 20% … to a 100% training set) and the
vertical axis corresponds to the accuracy score. The score is the mean accuracy for threefold crossvalidation of that part of the dataset. A smaller value implies that fewer instances are misclassified. The
difference between cross- validation scores and training scores is used to determine whether the model
is robust enough. If the gap of these two scores is large, it means the model may overfit the training set.
Otherwise, it means the training error and test error are similar, and hence, the model is robust.

Support vector machine
As Hsu et al. [16] demonstrate, SVM is a non-probabilistic classifier, which uses hyper-plane with the
maximum margin for vectors (support vectors) to divide data into different categories. It can be quite
robust for the training data due to the maximum margin. The formula of SVM is:
l
1 T
w w + C åxi
2
i =1

(

)

Subject to yi w TÆ ( xi ) + b ³ 1 - xi , xi ³ 0

(1)

Here xi stands for an instance with attributes, yi represents corresponding label, and l is the total
number of instances. The xi is mapped to a higher dimension by the function Æ . The hyper-plane in
this dimension divides the data based on the maximum distance. The C is the penalty for error-classified
points. In this chapter, there are two kernels: linear and radial basis function kernels. Their formulas are:
Linear: K ( xi ,x j ) = xi T x j

(

Radial basis function: K ( xi ,x j ) = exp -g xi - x j

(2)
2

),g > 0

(3)

To make a robust SVM model, it is essential to optimize the parameters setting. Table 2 shows how
the following parameters were tested. When the kernel is linear and the “C” penalty is equal to 1, it
produces the highest precision (0.703).
Table 2 SVM Parameters for Grid Search
Kernel

C

Gamma

Radial basis function (RBF)
Linear

1, 10, 100, 1000
1, 10, 100, 1000

1e-3, 1e-4
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There are two learning curve graphs. One uses the default parameters. The other applies the optimized parameters. As we can see from Figs. 7 and 8, after being optimized, the difference between the
training score and the cross-validation reduces and the final score increases from 0.62 to 0.66.

Random forest
RF is an ensemble learning technique which implements a large number of decision trees based on
different samples and different feature combinations. The final prediction depends on the majority of
predictions from the trees mentioned herein. Generally, it combines Breiman’s “bagging” and random
feature selection [17]. As the number of trees increase, the accuracy increases. However, the speed gets
slower. In most cases, 100 trees are sufficient. In this work, the number of trees is slightly more than
that (110 trees). The formula for RF tree is:
1 B
fˆ = å fˆb ( x¢ )
B b =1

(4)

Here f̂ stands for the final tree prediction; “B” is the total number of trees; “b” represents the current tree and x′ is the training sample.
The experiment parameters for RF are as follows. The max_depth stands for the maximum depth
of the tree. When it is “None,” it would stop only when all leaves are pure or less than the number of
minimum sample splits. The max_features is the number of features of the optimized tree division.
The min_samples_leaf is the least number of samples for a leaf. There are two main criteria to divide
a tree. One is Gini impurity. The other is Information gain. They are represented as “gini” and entropy,
respectively, in Table 3.
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Default SVM parameter setting learning curve.
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FIG. 8
Optimized SVM parameter setting learning curve.

Table 3 RF Parameters for Grid Search
Max_depth

Max_features

Min_samples_split

Min_samples_leaf

Criterion

3, none

1, 3, 6

1, 3, 10

1, 3, 10

Gini, entropy

Their formulas are as follows:
m

Gini: I G ( f ) = å fi (1 - fi )

(5)

i =1

m

Information gain: I E ( f ) = -å fi log 2 fi

(6)

i =1

Here fi is the probability of being correctly classified. In this case, the highest score 0.689 is achieved
with the following parameters (min_samples_leaf = 10, min_samples_split = 10, criterion = gini,
max_features = 3, max_depth = 3).
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The learning curve graphs for default and optimized parameters RF are shown in Figs. 9 and 10. It is
apparent that the difference between the training accuracy and the test accuracy becomes significantly
smaller, and therefore, more robust. In addition, the accuracy also improves from around 0.65 to 0.68.

Logistic regression
LR is a transformation of a linear regression using the sigmoid function. The vertical axis stands for
the probability for a given classification and the horizontal axis is the value of x. It assumes that the
distribution of y | x is Bernoulli distribution. The formula of LR is as follows:
F ( x) =

1
1+ e

(7)

- ( b 0 + b1 x )

Here b 0 + b1 x is similar to the linear model y = ax + b. The logistic function applies a sigmoid function to restrict the y value from a large scale to within the range 0–1.
The experiment parameters for LR are as follows. The “C” is similar to the SVM model. It is an
inverse of a regularization degree. Larger values stand for lower regularization. The term “fit_intercept”
represents a constant number that is added to the LR decision function. The term “solver” allows for
different gradient decent algorithms to set the βi. The “lbfgs” is the abbreviation of limited-memory
Royden-Fletcher-Goldfarb-Shanno algorithm [18]. The term “liblinear” applies to coordinate descent
algorithms to optimize the LR parameters [19]. The term “max_iter” stands for the number of times
required for the gradient descent to converge (Table 4).
After a grid search, the ideal score (0.686) is achieved when “fit_intercept” is True, “C” equals to
1.0 and “solver” is “liblinear.”
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Default RF parameter setting learning curve.
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FIG. 10
Optimized RF parameter setting learning curve.

Table 4 LR Parameters for Grid Search
C

Fit_intercept

Solver

Max_iter

1.0, 1e5

True, false

lbfgs, liblinear

100, 200

The learning curve graphs for default and optimized parameters of LR are shown in Figs. 11 and
12. As seen, the difference between training accuracy and test accuracy gradually reduces, however, the
accuracy shows no improvement.

Stacking
From the preceding results, it is difficult to choose which algorithm is better for this topic because their
scores are similar to each other. As a result, a stacking ensemble method is applied to achieve a more
accurate prediction. This is based on a weighting system used for prediction of the final result. If all
classifier predictions are different from each other, the prediction is dependent on the SVM classifier,
due to its robustness and accuracy. After application of this method, overall performance is improved,
as shown in Table 5.
The resultant learning curve (see Fig. 13) is more robust than the single model and the accuracy
achieved is around 0.8. This means that less misclassification occurs and that the model is not over/
under-fit based on the training data set.
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FIG. 11
Default LR parameter setting learning curve.
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Table 5 Comparison for Overall Performance
Method

Precision

Recall

F1-score

SVM
LR
RF
Stack

0.79
0.77
0.74
0.8

0.78
0.76
0.73
0.8

0.77
0.75
0.73
0.79
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FIG. 13
Stacking method with three optimized learning algorithms.

15.3.2 WEATHER AND EMOTION CORRELATION ANALYSIS
In this section, two approaches are introduced to determine the correlation between weather and emotion. One is based on a time series, whilst the other is based on a cluster algorithm. For the time series,
the covariance is used to evaluate whether two variables are independent and the Pearson correlation
coefficient is introduced to evaluate the degree of relation [20]. For the clustering algorithm, a comparison using the DBSCAN cluster method is chosen and its corresponding evaluation metrics are shown.
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Time series
Time series analysis can evaluate whether two variables are correlated over time. It takes the order of
events into consideration rather than only evaluating two variables [21]. The formula for time series is:
Yt = b 0 + b X t + ut

(8)

Here Yt, Xt are the variables Y and X value at time t, ut is a constant number similar to β0 but it takes
time into consideration.
There are two metrics used to evaluate the correlation degree: the covariance and the Pearson correlation coefficient. Their formulas are given as:
Covariance: s ( X,Y ) = E éë( X - E [ X ]) (Y - E [Y ]) ùû = E [ XY ] - E [ X ] E [Y ]
Pearson correlation coefficient: rX ,Y =

cov ( X ,Y )

(9)
(10)

s Xs Y

If X and Y are independent of each other, the covariance is equal to 0 because E [ XY ] - E [ X ] E [Y ] = 0
when X is independent of Y. However, this metric does not take into account the degree of variance
of X and Y. As a result, for multiple kinds of variables, it is hard to compare. The Pearson correlation
coefficient can solve this problem through normalization, whereby covariance is divided by the product
of the variance of X and Y. The time series covariance and correlation are calculated through the Python
Pandas model [21].

Cluster
Some relations are difficult to identify through the preceding linear relation. Therefore, a cluster
algorithm is introduced. A range of cluster algorithms exists. Due to the uncertainty of the number of
clusters, two cluster algorithms that do not demand that the number of clusters is known in advance
are considered: affinity propagation and DBSCAN [22]. As seen in Fig. 14, the Affinity propagation
algorithm divides the cluster for a homogeneous points graph (the fourth one) into four clusters. In this
work, there should be no division in the homogeneous case because if there were, the relation between
two variables would also exist. DBSCAN is a scalable algorithm that is 200 times faster than affinity
propagation. As a result, the DBSCAN algorithm was adopted here.

Affinity
cluster

propagation
algorithm
2.49s

2.48s

2.41s

2.31s

.01s

.01s

.02s

.01s

sample
DBSCAN

cluster

algorithm sample

FIG. 14
Cluster algorithms comparison [12].
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DBSCAN definition
DBSCAN can cluster points as a cluster if they are close to (nearby) each other and recognize outlier
points if the point is far away from the most nearby point [23].

Manifold algorithm
There are a considerable number of possibilities for the correlation between weather and emotion: high/
cold temperatures and positive/negative emotion, rain/wind and positive/negative emotion. To support
this, we produce two 2D similarity planes to detect whether there exists a correlation between two general categories (weather phenomenon and sentiment). The Isomap method calculates the distance between points through the shortest path algorithm (Dijkstra’s algorithm [24]) rather than the Euclidean
distance. There are three stages in supporting this method. First, it conducts a nearest neighbor search.
Following this, the Dijkstra’s algorithm is implemented to find the nearest path for the identified points.
Last, it uses partial eigenvalue decomposition to reduce the dimension to the request dimension [25].

Cluster evaluation metrics
Two metrics are introduced to evaluate the clustering results: the Silhouette coefficient (SC) [26] and
Adjusted Rand index (ARI) [27]. Their formulas are as follows:
SC =

ARI =

(b - a )
max ( a, b )

( RI - expected ( RI ))

( max ( RI ) - expected ( RI ))

(11)

(12)

The SC is used to evaluate whether points are clustered well and separated well. Here the “b” represents the average nearest cluster distance for every sample and “a” stands for the mean cluster centroid
distance. If two clusters are near each other, this value would be near to 0. If they overlap, the value
would be nearer to −1 [26].
The Adjusted Rand score is introduced to determine whether two cluster results are similar to each
other. In the formula, the “RI” stands for the rand index, which calculates a similarity between two cluster results by taking all points identified within the same cluster. This value is equal to 0 when points
are assigned into clusters randomly and it equals to 1 when the two cluster results are same [27]. This
metric is used to evaluate whether dimension-reduced similarity cluster results are similar to one other.

15.4 SYSTEM IMPLEMENTATION
In this section, the Big Data processing and analysis functions implemented in the system are introduced. The web front end consists of three main parts: a home page, a sentiment page and a weather
page. Their content and functions are described here.

15.4.1 HOME PAGE
Fig. 15 shows the function used to present and analyze tweets. The sentiment analyzer program analyses
tweets as they are harvested before they are stored into CouchDB. Additionally, the tweets’ geo-location
has been marked in the map. Second, historical weather information and summarized emotion situations
of eight cities has been provided for users to search according to the cities’ name and specific dates.
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FIG. 15
Home page in the web site.

15.4.2 SENTIMENT PAGES
The sentiment pages consist of a features description page, a models description page and a test yourself page. The previous pages are used to introduce the features and models utilized in the sentiment
analysis process. Fig. 16 illustrates an interaction page provided for users to interact with the sentiment
analyzer program. After the user types the text of interest, the system will return and display the analysis results for each model and a final result.

15.4.3 WEATHER PAGES
The weather pages implement the front-end data visualization in the system. This allows exploring the
correlation between emotion and weather from the whole city down to individual suburb levels. Fig. 17

FIG. 16
Interaction functions in web site.
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FIG. 17
Heat map for Melbourne suburbs.

shows a heat map illustrating the tweet distribution across Melbourne. Users can further view the tweet
distribution based on temporal aspects, for exapmle, a given date.
Fig. 18 shows a more detailed scenario of Twitter sentiment across the Melbourne suburbs. Here
the map in the middle displays the suburbs under consideration. The coastal suburbs area and shopping
mall locations can also be highlighted and marked in the map. Thus, it is hypothesized that in extremely
hot weather many people go to malls where it is cooler. The system allows exploration of such phenomenon. Additionally, users can visualize the distribution of emotions in different areas compared to
the whole of Melbourne, factoring in the temperature and other phenomenon (Fig. 19, left). Further
functions include allowing users to choose the data to be included in the graphs. For example, users
can adjust the average emotion graph to show only negative emotions and adjust the period of time of
interest (Fig. 19, right).
It is worth mentioning that in order to objectively present the trend of emotion change, the first
curve graph in Fig. 19 is generated via calculating daily the ratio of percentage of positive/negative
sentiment in shopping mall/coastal areas against the percentage of positive and negative sentiment for
the whole Melbourne area.
Fig. 20 shows the data for different Australian cities. As seen, three graphs are used to present the
data (the average emotion, the temperature and the corresponding tweets numbers). Customization
functions are offered to control the content and display of the graphs. Users can also access different
cities’ data via the navigation buttons on the graphs.
Finally, the weather condition of the web front end presents the positive and negative tweets percentages as well as the total tweets number based on different weather conditions (clear, cloudy,
rainy, sunny, and windy). Fig. 21 shows the percentage of emotions displayed through a pie graph.
Additionally, the bar graph is used to present the total number of tweets. Fig. 21 has been generated
via calculating the average of daily positive emotion percentages based on specific weather conditions
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FIG. 18
Map for Melbourne suburbs.

FIG. 19
Original graphs for coast suburbs (left) and customized graphs (right).
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FIG. 20
Web pages for eight Australian cities.

FIG. 21
Web page for presenting data for specific weather conditions.
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during a given period. The data in the bar graph in Fig. 21 shows the average number of daily tweets in
different weather conditions during a given period.

15.5 KEY FINDINGS
We explored the correlation weather and twitter data at hourly and daily intervals. Hourly data is especially informative because Melbourne can get through four seasons in one day. For daily data, the
highest/lowest temperatures are typically taken into consideration. This is still useful since it allows
for establishing emotional changes when the difference is large. This section explores the results of
applying infrastructure.

15.5.1 TIME SERIES
The correlation between weather and Twitter sentiment is presented in two parts: analysis with hourly
weather data and analysis with daily weather data. The weather data used comprises variables including humidity, pressure, temperature, and wind speed. The twitter information includes positive, neutral,
and negative emotion as well as the number of tweets. The red rectangle in Fig. 22 highlights these
variables and their correlation scatter figures.

15.5.2 ANALYSIS WITH HOURLY WEATHER DATA
This section contains three scenarios. The first scenario is the overall Melbourne analysis. The second
scenario is twitter information from air-conditioned shopping malls. The last one is based on Twitter
analysis around the coastal regions of Melbourne.
As seen from Fig. 22, the red rectangle shows tweet numbers expressing a positive correlation
with wind speed and temperature, and a negative correlation with humidity. Fig. 23 shows the detailed
correlation coefficient and covariance for each variable. Outside the rectangle, there are some further
correlations. For example, the temperature shows a negative correlation with humidity and a positive
correlation with wind speed. The red curves in the diagonal area are the distribution for each variable.
As we can see from those curves, most of them exhibit a Gaussian-like distribution.
As seen from Fig. 23, twitter variables are not completely independent because covariance is not
equal to zero. Furthermore, the tweet numbers show a strong positive correlation with temperature with
around a 0.45 correlation coefficient and a negative correlation with humidity with around a −0.58
correlation coefficient. This means people tend to tweet less when the humidity is high or when the
temperature is low. However, the emotion shows a marginal correlation with weather attributes.
Fig. 24 shows that the correlation coefficient in shopping malls for each pair is similar to the overall
area figure. However, the positive percentage becomes a little more positively correlated with humidity
than the overall graph. In addition, the number of tweets is less related to weather attributes than the
overall figure, even though both are negatively correlated with humidity, but positively correlated to
other weather phenomenon (Fig. 25).
Twitter data of people tweeting in nearby coastal regions shows less correlation with weather attributes, with all emotion attributes’ correlation coefficients near to zero.
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15.5.3 ANALYSIS WITH DAILY WEATHER DATA
As seen, temperature shows a negative correlation with humidity and a positive correlation with wind
speed. The results also obey this observation. As a result, temperature itself can represent these variables to some extent. Therefore, daily weather variables reflecting the highest and lowest temperature
differences in one day are aligned with Twitter sentiment analysis as shown from Fig. 26.
As seen in Fig. 26, Twitter and temperature variables are not independent of one other. However, the correlation coefficient (0.35) is not as significant as the overall correlation. Although the correlation is low, the
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correlation figure still shows that people tend to post more positive and negative tweets when the temperature
is low, and they tend to post more tweets when the temperature is high or the difference is significant.
Fig. 27 shows the correlation in coastal and air-conditioned shopping areas. Surprisingly, the difference between the highest and lowest temperatures and the percentage of negative tweeters in coastal
areas exhibit a strong negative correlation. One reason for this might be that when the difference becomes large, coastal areas tend to have unpredictable weather patterns.

382

CHAPTER 15 A CASE STUDY IN BIG DATA ANALYTICS

0.6

0.4

0.4

0.3

0.2

0.2

0
−0.2

0.1
Positive

Netrual Negative Tweets

0

−0.4

−0.1

−0.6

−0.2

−0.8

−0.3
High

Low

Positive Netrual Negative Tweets

High

Diff

Low

Diff

FIG. 27
Coast (left) and shop (right) area correlation.

15.5.4 DBSCAN CLUSTER ALGORITHM
The weather information considered here includes humidity, air pressure, temperature, and wind speed.
The weather condition is also introduced to support dimensional reduction. The dimensional reduction
results are aimed at general observations for the integrated data. For each variable pair, the top three
high SC cluster results are presented to evaluate their correlation.

Dimensional reduction analysis
Four Twitter variables and four weather variables are reduced into two 2D similarity planes through
the manifold algorithm Isomap. As seen from Table 6, the SC for these two cases is quite different, the Weather 2D plane SC is only around 0.32. This means this cluster is not separated well.
However for the Twitter plane, whilst it achieves a high SC, it only has one cluster. This implies
the cluster result cannot be used to predict weather relationships. Although the SC is 0.76, a single
cluster is still a good result. As for the ARI, it is near to zero. This means it is hard to distinguish
one category from another.
Weather variables within weather conditions were also explored. The weather conditions are categorized into five variables: clear, sunny, rain, wind, and cloud. The result of this clustering is shown
in Table 7.
As seen from Table 7, the SC for these two cases is not high — both are under 0.4. This means
the clusters are not separated well. As for the ARI, it is near to zero. This means it is still hard to
Table 6 Weather and Twitter Cluster Result
Cluster Results

Cluster Number

SC

ARI

Weather 2D plane
Twitter 2D plane

6
1

0.3257532551
0.7642227912

0.0501659952
0.0501659952
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Table 7 Weather with Condition and Twitter Cluster Result
Cluster Results

Cluster Number

SC

ARI

Weather 2D plane
Twitter 2D plane

5
8

0.211608929
0.376280428

0.009202134
0.009202134
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Weather (left) and twitter (right) cluster graph.

predict one category with another. Fig. 28 shows the clustering results. As seen, the dimension reduction results are not ideal. The reason is that any manifold algorithm leads to information loss. There
may be some important information that is dropped during that process. The following figure shows
the clustering of results. The black points are outliers and the grey/lighter points are points within a
given cluster (Fig. 29).

Pair variable analysis
Next, each weather and Twitter variable is paired to build cluster figures. There are considerable combination possibilities. This report presents three cluster results with high SCs while the number of
clusters is greater than 1.
As seen from above Table 8 and Fig. 30, Twitter emotion indeed correlates with temperature and
humidity because the clusters are separated well and can be used to predict one another. For example,
as the graph in the middle shows, if humidity is high, the positive percentage of tweets tends to be large
because there are high-density red points on the upper-right corner of this graph. This reflects the prediction from the time series distribution given.

15.5.5 STRAIGHTFORWARD WEATHER IMPACT ON EMOTION
In this section, findings of correlations between emotion and weather based on the graphs provided, and
the Big Data processing infrastructure will be discussed.
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Table 8 Weather and Twitter Variable Pair Cluster Result
Weather Variable

Twitter Variable

Number of Cluster

SC

Temperature
Humidity
Temperature

Neutral %
Positive %
Positive %

3
2
3

0.58998
0.52402
0.48529

Higher temperature makes people happier in Melbourne coast
As seen from Fig. 31, people who live in coastal suburbs are the most affected by highest temperatures. There is a trend showing that when the temperature increases, the percentage of positive
tweets increases. When the highest temperature reduces, the percentage of positive tweets follows
a similar trend.

People prefer windy days in Melbourne
Fig. 32 shows the highest factor affecting the percentage of positive and negative sentiment is the
wind. It is also noted that 85% of people exhibit a positive emotion in rainy weather, while only 15%
of people exhibit a negative emotion. Furthermore, it can be observed that people tend to post tweets
in clear weather conditions.

15.6 SUMMARY AND CONCLUSIONS
In summary, with Big Data and machine-learning techniques, the possibilities to explore the correlation
between weather and emotion is increasingly easy.

Estimated number of clusters: 3

4

Estimated number of clusters: 2

2

Estimated number of clusters: 3

4

3

3
1

2

2
0

1
0

1
0

−1

−1

−1
−2

−2
−3
−1.0

−2
−0.5

0.0

0.5

1.0

1.5

2.0

−3
2.5 −2.0

−1.5

−1.0

−0.5

0.0

0.5

FIG. 30
Temperature-neutral (left) humidity-positive (middle) temperature-positive (right).

1.0

1.5

−3
−2.0

−1.5

−1.0

−0.5

0.0

0.5

1.0

1.5

386

CHAPTER 15 A CASE STUDY IN BIG DATA ANALYTICS

Coast_positiver

Coast
2.5
2.0

1.83

Coast_negativeR

High

Low

Numberratio

Coast_positive

2.01

1.5
0.84

1.0
0.5

0.00

0
Oct. 1, 2015
40°C

Oct. 4, 2015

Oct. 7, 2015

Oct. 10, 2015

Oct. 13, 2015

Oct. 16, 2015

Oct. 19, 2015

35

30°C
18

20°C

10.9
10°C

9

0°C

FIG. 31
Emotion and weather data from Oct. 1 to Oct. 21 in Melbourne coast area.

In this chapter, we explored a new features-based framework to analyze Twitter sentiment, including a range of weather phenomenon. Traditionally, Twitter sentiment analysis relies on a sentiment
lexicon and term-frequency statistics among manually labeled tweets. We extended this approach
by introducing image recognition technology to analyze the pictures attached in tweets to help in
sentiment classification. The combination of image processing techniques and text sentiment analysis features produces a more robust feature collection that underpins the accuracy of sentiment
classification.
A sentiment analysis benchmark method was introduced to evaluate the effectiveness of these
new features. The benchmark method explored a Naïve Bayes Classifier based on word-frequency
features. The classifier for the new features framework required stacking between SVM, RF, and
LR models. Through this approach, the accuracy of tweet sentiment analysis has improved from
54% to 80%.
Ultimately this work explored the correlation between weather and sentiment. To explore this
we analyzed different emotions under different weather conditions to obtain correlations and observation. Building on this, we explored time series analysis and DBSCAN clustering to quantify
the correlation. The results identify that people tend to post more positive and negative tweets
when the temperature is low or the difference between highest degree and lowest degree in one
day is small. In addition, people tend to post more tweets when there is low humidity or high temperatures. To explore localized phenomenon, we showed how higher temperatures make people
happier in coastal areas.
The software system and associated document can be accessed from:
Source code: https://github.com/evanslight/Exploring-Twitter-Sentiment-Analysis-and-the-Weather.
System Function Introduction Video Link: https://youtu.be/jzTMADmY4tY.
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FIG. 32
Emotion data for different weather condition from Oct. 1 to Oct. 26.
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CHAPTER

DYNAMIC UNCERTAINTYBASED ANALYTICS FOR
CACHING PERFORMANCE
IMPROVEMENTS IN
MOBILE BROADBAND
WIRELESS NETWORKS

16
S. Dutta, A. Narang

16.1 INTRODUCTION
The rapid evolution of wireless network-based services has been augmented by significant developments
in network technologies, cheaper infrastructure, and diversified business strategies. As such, interactive
multimedia technology and its applications have recently received a great deal of attention from the
industry, as well as from researchers. The promise of viewing movies, holding conferences, browsing
online bookstores, online shopping and many other activities from the confines of one’s home is quite
lucrative. The advent of mobile devices and smartphones such as iPhones, iPads and others, has provided
users with a wealth of applications and services anywhere, anytime. Development of such interactive
multimedia systems incurs a diverse set of technical difficulties, many of which are intractable in
isolation. A complete architectural framework that efficiently tackles the problems continues to be a
significant obstacle. Wireless analytics would enable catering to a broad range of ubiquitous services
such as advertising recommendations, location-based services, and other use-case scenarios, some of
which are presented in Fig. 1.
One of the key emerging applications is video-on-demand (VoD), wherein a user may request
movie clips, trailers, video songs, etc., on his/her wireless device. Such services combine the quality of
TV while enabling the same interactions as that of a DVD. Advancements in information retrieval, networking, and digital signal processing have augured the need for such services for end users. Streaming
of a requested video involves a latency, or wait period for the users while the video is fetched. Naïve
approaches involving dedicated video streams or sessions per user for reducing the latency are not viable given the enormous infrastructure requirements. On the other end of the spectrum, batch mode
viewing and resource sharing among users calls for far less engagement of the providers, but leads to
a delayed response.
Several solutions, such as the split-and-merge protocol [1], co-operative caching [2] using
Vickrey-Clarke-Groves (VCG) auctions, the segment-based buffer management approach [3], and
MPEG-4 fine grained scalable (FGS) video with post-encoding rate control [4], among others, have
been proposed for improving hit rates while lowering storage costs. However, these methods are limited in that their transmission characteristics are inadequate for bandwidth-intensive applications or
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00016-7
© 2016 Elsevier Inc. All rights reserved.
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FIG. 1
Applications of wireless network analytics.

for large numbers of simultaneous users. Although GigE and DWDM hardware technologies (from
Motorola) cater to scalable VoD along with push-pull policies for peer-to-peer VoD systems [5],
limited work exists in the theoretical formulation of the quality-of-experience (QoE) optimization
problem, and leveraging insights from user patterns and fine-grain user profiles [6] to improve cache
performance.
In this chapter, we discuss the state-of-the-art method for how predictive analytics can be leveraged
to improve the QoE from both theoretical and experimental perspectives. The users' movement and access patterns exhibit dynamic temporal uncertainty — where uncertainty changes as more information
is revealed after every action. In these scenarios, using short-term predictions (leveraging analytics)
about the behavior of the system, the information about future time steps is refined as we get close to
them. The QoE optimization problem is thus formulated as an online resource allocation problem that
lies at the intersection of Markov predictive control (MPC) (incorporates predictions) and Markov decision processes (MDP) (model state and action space).
This chapter discusses a recently proposed VoD framework employing an intelligent caching mechanism based on user behavior predictions, enabling low latency as well as scalability. We impress the
need for Big Data architecture and paradigms to tackle the massive amount of data involved. We further
present an outline for the theoretical formulation of the QoE optimization problem and a framework
that uses a k-lookahead scheme for higher cache performance. This leads to an efficient VoD system
that ensures a better QoE of the users. We also present the novel analytics-driven video caching algorithm, intelligent network caching algorithm (INCA), that leverages prediction of the location of users
and request patterns using historical data and performs lookahead-based prefetch and replacement.
This helps in avoiding backhaul congestion as well as in reducing the access latency for end users with
low prefetch costs.

16.1 
INTRODUCTION
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16.1.1 BIG DATA CONCERNS
Given the proliferation of mobile devices and the popularity of associated multimedia services,
traditional approaches further suffer from the data deluge problem. Typically, the call data
records (CDRs) or the event data records (EDRs), including the subscriber information, callercallee information, temporal data, and other factors, can be in the order of 300 GB per day to cater
to over 50 million subscribers. This is further aggravated in the VoD scenario with user-profile
information (eg, age, language, etc.), movie preferences, list of watched videos, among others.
For performing predictive analysis in the VoD framework, one needs to process the massive CDR
data as well as the deep packet inspection (DPI) data to gather information on videos watched
and URLs accessed.
Given these constraints, scalable Big Data architectures such as Hadoop (with Pig/Spark) and efficient data stores such as Hbase along with fast SQL query engines like PrestoDB are vital to efficiently
process such massive data. In addition to handling massive data, this problem requires execution of the
following computationally expensive kernels:
•
•
•
•
•

Social network analysis: community detection algorithms for recommendations.
Segmentation using CRM and movie-watched information: clustering algorithms such as
Gaussian mixture models.
Association rule mining: extracting meaningful patterns and rules (along with confidence and
support) using user spatio-temporal data.
Collaborative filtering analysis using a hybrid approach: providing video/genre
recommendations to users using ratings and usage data as well as the metadata of the movies and
user-profile information.
Rank aggregation or ranking algorithm: combining a video preference list of the users to form a
single list that fits in the cache at the basestation.

In fact, when the proposed VoD framework is deployed at higher levels of the wireless network
architecture, such as the RAN or SGSN level, it results in even more processing requirements for both
compute and data handling.

16.1.2 KEY FOCUS AREAS
In a nutshell, the salient areas of focus of this chapter are as follows:
•
•
•

We provide an extensive discussion on the existing wireless network architecture, and existing
works on VoD services.
We present the complete architectural structure for an end-to-end efficient scalable VoD
framework, simultaneously providing user personalization, reduced latency and operational
costs.
We describe the recently proposed video caching algorithm, INCA [7,8] combining predictive
analytics and caching models. It leverages user location and request pattern mining (from
historical data) and performs k-lookahead schemes for cache prefetch and replacement. This
leads to higher cache hits and a better QoE for the users. This further helps in avoiding backhaul
congestion as well as incurring low prefetch costs.
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We also provide a theoretical formulation of the QoE optimization problem, and provide a
performance bound for our algorithm.
We demonstrate experimental results to demonstrate that with a small increase (less than 10%)
in prefetch bandwidth, INCA achieves a 15–20% QoE improvement and around 12–18%
improvement in the number of satisfied users over well-known caching strategies.

16.2 BACKGROUND
16.2.1 CELLULAR NETWORK AND VoD
For a cellular network, the base stations (BS), along with the radio network controllers (RNC), are
equipped with IT capabilities, and thus edge analytics would enable us to track real-time user context
to enhance service delivery and improve overall QoE for the end users. In this context, we define:
Edge This refers to the basestations (BS), or the (distributed) wireless system comprising the BS, to which a user
connects. The edge is restricted in its storage capacity and computational capability. The primary role of
the edge lies in performing fast online or incremental analytics. In the remainder of the chapter we use the
terms “edge” and “BS” interchangeably.
Core This refers to the central backbone components of the network comprising RNC, SGSN, and GGSN, and is
considered to be endowed with practically infinite storage and computation resources for performing rigorous batch mode or offline analytics.

The edge takes part in the real-time handling of users (device hand-off, etc.) and other analytical
decisions. The core, bestowed with greater storage and computing power, usually works in an offline
fashion, receives online user tracking from the basestations, updates the historical database correspondingly, and executes a rigorous frequent-pattern-mining, association-rule-mining algorithm to generate
the frequent rules and behaviors on a per-user basis. These rules are later queried by the edges for subsequent online processing (eg, ranking and prefetching). It also handles housing, log generation, and
updating the databases and performing queries. Thus, an efficient system evolves as a result of interplay
between the online and offline computations.
The combination of frequent pattern mining, prediction, and aggregation of the results forms the
basis of the INCA algorithm and provides a novel approach to efficiently tackle the expanse of such
network-based services. The proposed system can cater not only to the VoD domain, but also other
wireless network-based applications such as advertisement insertion, location-based services, etc.,
thereby making it a general framework for a broad range of scenarios requiring network intelligence
and analytics at the heart.
A typical VoD scenario involves a user request to the basestation. If the requested video is available,
it is directly streamed. Otherwise, the basestation initiates a request to the core. The video is then fed
to the basestation from where it is provided to the users. Fig. 2 depicts a simple VoD request scenario.
Interactive VoD services can be broadly classified into the following categories [9,10]:
1.
2.
3.
4.
5.

broadcast (no VoD),
pay-per-view,
quasi VoD,
near VoD, and
true Video-on-Demand (T-VoD).
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FIG. 2
A simple wireless VoD request processing.

In this chapter, we aim to propose a novel framework for delivering T-VoD by efficiently prepopulating the cache of the basestations with the most probable user request videos, thereby increasing the
hit ratio and reducing user latency.

16.2.2 MARKOV PROCESSES
MDPs are applicable in fields characterized by uncertain state transitions and a necessity for sequential
decision making, such as robot control, manufacturing, traffic signal control and others. MDPs satisfy
the Markov property, defining that the state transitions are conditionally independent of actions and
states encountered before the current decision step. An agent can therefore rely on a policy that directly
maps states to actions for determining the next action. After execution of an action, the system is
assumed to stay in the new state until the next action, ie, the system, has no autonomous behavior.
At each step the system is in one of these possible finite sets of states: S = s1 , s2 ,¼, sN . In each state,
s Î S there exists a finite set of actions, As, that the agent can perform ( As = {a1 , a2 ,¼, aMx }) . The system
evolves according to the system model, S : P ( s¢ | s, a ) , where P ( s¢ | s, a ) is the probability of transitioning from state s to state s′ after action a is performed. The performance function is given by r, where
R(x, a, x ′, w) is the reward obtained with the transition from state s to state s′ under action a and state of
nature, w Î W . The fundamental problem of the MDP is to find a function that specifies the action π(st)
that needs to be chosen at state s and time t. The goal is to choose π in such a way that maximizes the
expected reward under some cumulative function. Mathematically:
¥

åg

(t = 0)

t

(

)

R( at ) st ,s(t +1) for at = p ( st ) and 0 £ g < 1

Here, γ is typically close to one and is known as the discount factor.
The MDP can be solved using dynamic programming. Suppose we know the state transition function P and the reward function R, and we wish to calculate the policy that maximizes the expected
discounted reward. The standard family of algorithms to calculate this optimal policy requires storage
of two arrays indexed by state value V, which contains real values, and policy π which contains actions.
At the end of the algorithm, π will contain the solution and V(s) will contain the discounted sum of
the rewards to be earned (on average) by following that solution from state s. The algorithm has the
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f ollowing two kinds of steps, which are repeated in some order for all the states until no further changes
take place. They are defined recursively as follows:
ì
ü
p ( s ) = max íåPa ( s,s¢ ) × ( Ra ( s,s¢ ) + g V ( s¢ ) ) ý
a
î s¢
þ

In the preceding equation, a stands for the action taken to change the state of the machine from s to s′.
Next, the V(s) is computed as:
V ( s ) = åPa ( s,s¢ ) × ( Ra ( s,s¢ ) + g V ( s¢ ) )
s¢

Fig. 3 demonstrates a simple MDPs with three event states and two actions. INCA leverages a predictive
analytics framework to compute reasonable accuracy on the predicted state of nature for k steps into the
future. A typical sequence of events, when the online algorithm is in state, st, at the start of time step t,
is as follows:
(1) the active disturbances set W is chosen arbitrarily by nature (as an adversary) and it is revealed
to the online algorithm with certain accuracy;
(2) the online algorithm takes some action a and moves to state σ(s, a) and obtains a reward
R(s, a, w); and
(3) time is incremented to t ← t + 1.
In this context, an offline algorithm with the total reward OFF has prescient information regarding
the disturbance profile. The regret of the online algorithm equals the maximum value of (OFF − ON),
and the competitive ratio equals the maximum value of (OFF/ON), over all choice of the disturbance
parameters, where ON is the total reward obtained by the online algorithm. Further, the average regret
is defined as ((OFF − ON)/T) over a time horizon T.
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FIG. 3
A simple Markov decision process with three event states and two actions. The large nodes (colored green)
are the states while the smaller nodes (colored red) are the actions. With the edges, the values less than one
denote the transition probability from one state to the other by taking the action. The machine is at state S1 at
the initial stage. The integer values (+5, −1) denote the rewards of reaching S0 by taking different actions. The
edges with no integer values have zero as rewards for performing the corresponding action S2.

16.3 
RELATED WORK

395

16.3 RELATED WORK
Numerous approaches in the past have been studied for efficient video caching that cover a variety of
techniques including collapsing of multiple related cache entries, collaborative caching, distributed
caching over femto-cells, and the segment-based buffer management approach.
Shen and Akella [11] introduced a video-centric proxy cache called iProxy. iProxy [11] uses
information-bound references to collapse multiple related cache entries into a single one, improving hit-rates while lowering storage costs. iProxy incorporates a novel dynamic linear rate adaptation
scheme to ensure high stream quality in the face of channel diversity and device heterogeneity. Our
framework can leverage these techniques (with minor modifications) to improve cache performance
and lower storage costs. Zhang et al. [12] introduced a price-based cache replacement algorithm for a
single cache server. For the case of multiple cache servers, the authors present a server selection algorithm. Tan et al. [13] introduced a smart caching design to replicate video contents in multiple access
points which improves the quality of experience by reducing the delay of video streaming.
For collaborative clustering, He et al. [14] decomposed the problem of caching video into two subproblems, namely:
(a) content selection problem and
(b) server selection problem.
They then developed a system capacity reservation strategy to solve the content placement problem.
For the source selection problem, the authors proposed an adaptive traffic aware algorithm known as
LinkShare. Borst et al. [15] designed a distributed hierarchical cache clustering algorithm to maximize
the traffic volume served by caches while minimizing the total bandwidth cost. However, the algorithm
performs well only when the request pattern across all the nodes is uniform.
Prior works on efficient video caching can be categorized into one of the following four approaches:
(a)
(b)
(c)
(d)

independent caching,
collaborative caching,
segment-based buffer management, and
adaptive video caching.
Some of the important works in the area of independent caching are [11–13,16].

Collaborative caching paradigms among cache servers that are deployed by different wireless service providers (WSPs) has also been studied in [2] to consider benefits and address the challenges
related to both incentives and truthfulness of selfish WSPs. Dai et al. [2] proposes a collaborative
mechanism that aims to maximize social welfare in the context of VCG auctions (used in game theory).
The incentives designed for WSPs encourage them to spontaneously and truthfully cooperate for trading their resources in a self-enforcing manner. The simulation results show that the performance of
streaming systems can be substantially improved by maximizing the social welfare in these auctions,
in which bandwidth units are used to serve more valuable demands.
The segment-based buffer management approach [3] for multimedia streams groups blocks of media
stream into variable-sized segments. The cache admission and replacement policies are then performed
on a per-segment basis. Segment-based caching leads to an increase in the byte-hit ratio (total traffic
reduction) as well as a reduction in the number of requests that require a delayed start, and is especially
useful for limited cache sizes and when the set of hot media objects changes over time. We use segmentbased caching in our VoD framework. Wu et al. [3] demonstrated the effectiveness of the variable-sized
distance sensitive segment caching schemes for large media objects. This is a recursive scheme where a
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media file is divided into multiple equal sized blocks. Multiple blocks are then grouped into a segment
by a proxy server. The cache admission and replacement policy for the proxy server attaches different
values of priority to different segments. The size of a segment is sensitive to its distance from the beginning of the media. The smaller the distance, the smaller the size. In general, the size of the segment i + 1
is twice the size of the segment i. The purpose of doubling the size for the consecutive segments is to let
the cache manager discard a big chunk of cached media objects, especially if a viewer decides to stop
viewing the video. However, the scheme may not be much more effective for videos of smaller sizes.
An adaptive video caching framework that enables low-cost and fine-grained adaptation has been
proposed [4] which employs MPEG-4 FGS video with post-encoding rate control. This framework is
designed to be both network-aware and media-adaptive. Zhang et al. [12] presents a lookahead video delivery scheme for stored video delivery in multi-cell networks that simultaneously improves the streaming experience as well as reduces the basestation power consumption. It exploits the knowledge of future
wireless rates that users can anticipate facing. We leverage the behavior of user mobility and video
access to deliver higher cache performance using lookahead-driven prefetch and replacement policies.
Further, uncertainty handling is critical in mobile and video caching scenarios. Robust planning
under uncertainty has been studied in the past in multiple contexts, including renewable energy such
as solar and wind, financial markets, and others. Over the last couple of decades, MPC has become
an important technology for finding control policies for complex, dynamic systems as found in the
process industry and other domains. MPC is based on models that describe the behavior of the systems
which could consist of differences or differential equations or MDPs. Regan and Boutilier [17] presents a method for computing approximate robust solutions to imprecise-reward MDPs in the context
of online reward elicitation. It presents the non-dominated region vertex algorithm, deriving from insights in partially observable MDPs which generates approximate sets of nondominated policies with
provable error bounds. This can be leveraged to efficiently approximate minimax regret using existing
constraint generation methods. Regan and Boutilier [17] also shows how online optimization of the
non-dominated set, as reward knowledge is refined, allows regret to quickly decrease to zero with only
a small fraction of all non-dominated policies.
Incorporation of short-term predictions under dynamic temporal uncertainty for renewable integration in intelligent energy systems has been studied in [3]. It provides online randomized and deterministic algorithms to handle time-varying uncertainty in future rewards for nonstationary MDPs for
energy resource allocation; and also presents theoretical upper and lower bounds that hold for a finite
horizon. In the deterministic case, discounting future rewards can be used as a strategy to maximize the
total (undiscounted) reward. This chapter discusses INCA, which presents the first theoretical model
of the QoE optimization problem for video caching under dynamic temporal uncertainty and compares
the results of our lookahead-driven caching with the algorithm presented in [18]. Negenborn et al. [19]
proposes a learning-based extension for reducing the online computational cost of the MPC algorithm,
using reinforcement learning to learn expectations of performance online. The approach allows for
system models to gradually change over time, reduces computations over conventional MPC, and improves decision quality by making decisions over an infinite horizon.

16.4 VoD ARCHITECTURE
This section presents the detailed architectural design of the recently proposed VoD framework and
the interactions among the various subsystems therein [7,8]. The framework works by predicting
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the impending actions of the current and future users (from historical data) within the ambit of each
basestation, and utilizes them to improve the startup latency, or QoE, as well as reduce the video
delivery cost for the service providers.
The logical working of the system is modularized into two related components, the edge and the core.
The handoff of a user into the ambit of a basestation (BS), or a video request by an existing user, generates
an event record at the BS. The set of such events are forwarded to the core and logged to be used as historical data for mining predictive rules for users. These events may also be used by the edge for rule updating
in realtime. The core uses rigorous predictive algorithms such as associative rule mining to generate intelligence regarding user behavior for optimizing the QoE of the users for video, network constraints, and other
requirements of the providers. The overall components at play for such scenarios are summarized in Fig. 4.
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16.5 OVERVIEW
Given a basestation, B and time, t, we would like to predict and prefetch the probable videos to be
requested at time t + 1 along with videos that could be used multiple times in future time slots (referred
to as a lookahead scheme). Using historical data and by considering the current location and direction
of movement of the users, we initially predict the users that might be connected to B at t + 1.
Given this set of probable users, the edge is fed the complete set of video watching patterns and rules of
the users by the core. Video usage pattern rules of these users are provided to the edge by the core. Along
with possible user-generated view-lists, user usage pattern rules are generated based on historical data using
association rule mining techniques. Further, collaborative filtering is applied to also obtain other probable requests based on similar interests of different users, along with the other currently most-watched ones or videos relating to real-time occurring events, eg, budgeting, sports, etc. This procedure further strengthens the
prediction confidence of user video requests based on other users sharing the same taste and behavior [20].
Based on the complete set of rules for all such users, the support and confidence of each rule, and the
view lists of the users, a preferred ordering or ranking of the different videos is computed in an online fashion. This ranked corpus then guides the decision as to which videos should be prefetched or evicted from
the edge cache. Without loss of generality, we assume that users usually request videos from their preferred
viewlist. Fig. 5 represents the components and a top-level information flow within the framework.
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FIG. 5
Interaction between the components.
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16.6 DATA GENERATION
A layered approach is adopted, wherein the lower layers in the stack are responsible for simple
analytics providing a compact synopsis for sophisticated operations at higher layers. When a user
connects to a basestation, the MIOP subscriber activation agent processes the control traffic and
generates PDP context (de)activation records or EDRs. A presence event is generated upon the entry
of a user into a basestation region, while a usage event corresponds to the activities of a user, such as
video request, URL lookup, etc. All communications are uniquely identified by the IP address and
the MSISDN of the user mobile device. The extensible packet filter (XPF) along with DPI intercepts
the raw IP packets and constructs a semantically richer protocol object on the y containing TCP/IP
header, images, JavaScripts, etc. It also decompressed protocol objects when required. These objects
then feed into a stream layer as a sequence of events and are logged for constituting the historical data.
This application layer can then be provided to the third-party applications as a complete protocol.
Fig. 6 summarizes the process.
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Functional model of the VoD framework.
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16.7 EDGE AND CORE COMPONENTS
In this section we provide the complete modularization of the VoD framework, working of the core and
edge components, and their interactions based on the models as discussed in the previous sections. It
can be observed that the prototype is quite simple and requires no major engineering on the part of the
service providers, given the currently used infrastructures across the globe. This renders our proposed
end-to-end VoD system effective as well as practically viable.
The broad performance components of the edge are:
1. Event generation: the EDRs (presence and usage events) are generated and passed on to the XPF
(packet extraction) and stream layer for initial processing. It is then communicated to the core for
persistence in the data records to be treated as historical data.
2. Association rule checking: the generated events are checked against the rules obtained
from the core, and online learning or rule updating of the current rules are performed. The
core is also queried for the rules pertaining to prospective users and their probable request
videos.
3. Activity inference: the probability of a video being requested is computed from the support
and confidence of the rules obtained from the core. Collaborative filtering is used to make the
predictive analysis robust.
4. Rank aggregation: scoring of the entire set of predicted request videos obtained from the rules
and the view list of the users is performed based on score and relative priority of users to obtain a
ranking for the probability of request activity.
5. Content analysis: based on content delivery of previous sessions for the users, the resume point
of the to-be-prefetched video can be inferred. This involves keeping track of the amount of data
previously delivered and can be easily done by simple byte counting.
6. Caching optimizations: video caching, eviction and placement based on the result of the
ranking of the videos and lookahead scheme is employed. Video delivery optimizations such as
smoothing can also be performed on the set of videos identified for prefetch.
The core provides support and assists the entire system with its high computation and storage capability and performs the following:
1. EDR collection: the EDRs collected by the edge are shipped to the core during off-peak hours,
where it is collected and stored.
2. Rule mining: Apriori and FP-tree techniques are applied to extract specific rules associated with
user video watching patterns from the EDRs collected over a long period of time. Rules having
support above a threshold are filtered out as relevant and are indexed by user identity, location
and time.
3. Query reporting: the rules mined from the historical data are reported back to the basestations
when queried.
The complete architectural design, the components, and the data flow among them to provide a highly efficient end-to-end system for true VoD applications enhancing the end-user
experience.
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16.8 INCA CACHING ALGORITHM
Based on the VoD framework described previously, we now introduce the working principles of the
INCA. An EDR is generated when a user enters a basestation (Presence Event) and/or performs an
activity (Usage Event). A Presence Event, when a user enters a basestation, consists of three fields
<UserID, LocID, TimeStamp>, with the time slots within a day discretized. For example, the event
<ABC123, B0, MORN> denotes a user with ID ABC123 connected to basestation B0 at the time-slot
Morning.
A Usage Event, such as a video request, involves the addition of another tuple, EventActivity. Each
tuple may have further sub-tuples, eg, Activity may be subdivided into sub-tuples TypeOfActivity,
Genre, etc. to classify different kinds of activities such as video, audio, or just web page browsing and
Genre to accurately capture the genre of the specific activity.
In reality, EDRs have several other fields in addition to the ones mentioned herein. For extracting
meaningful information out of these EDRs, it is essential to remove the unnecessary fields and store
the resulting transactions at the edge. The processed set of transactions (after duplicate and unnecessary
field removal) are periodically sent to the core from the BS. The FP-growth algorithm [21] is employed
for association rule mining, and rules having support above a threshold are filtered out as relevant and
are indexed by user identity, location and time. A day is divided into several time slots, such as early
morning, late-afternoon, early evening, etc., of appropriate duration (roughly three hours has been used
for experimental analysis in this chapter). During event generation, the TimeStamp in each EDR can
be mapped to one of these time slots.
The idea here is to prefetch, in the current timeslot, the videos that have a high possibility of being requested in the next time slot. At the start of a particular timeslot at a given basestation, the rules
database is queried for a list of users and videos/movies (genres) that exist in the next timeslot for that
particular basestation. It is important to mention here that each user has a small preference list of movies, which is assumed to be created by the user explicitly.
For prefetching using lookahead, k = 1, INCA first predicts (in the current timeslot), the videos that
have a high possibility of being requested per user in the next time slot. The prediction is based on
rules (extracted at the core) stored at the edge, and the FP-growth algorithm [21] for the association
rule mining procedure. Collaborative filtering techniques are also used to incorporate possible video
requests from other users with similar behavior. Interestingly, the current location of direction of travel
of connected and nearby users are used to predict the users that would connect to a basestation in the
next time slot. For higher values of lookahead, k > 1, time slots beyond the next one are also considered
and video requests are predicted per user. Rules not pertaining to the time slots or to users not within
the basestation are filtered out.
The predicted videos (for the next time slot) are ranked using rank aggregation algorithms such as
[22] under the constraint of total number (or percent) of available cache slots that can be evicted for
prefetching. The relative priority of the users (eg, premium or normal) as well as priority of videos
(decreasing with the increase in future time slots) are considered during rank aggregation. A small
bandwidth, from the current time slot, is then dedicated for prefetching the selected videos. We later
show that only a small percentage of the current bandwidth is required for high performance (in terms
of cache hits), thereby making the framework extremely scalable.
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When a user requests a video it is first looked up in the basestation cache. In the case of cache miss,
the video is fetched from the core, and the analytics-driven cache replacement policy is followed. In
this replacement policy, with each entry of the cache, we maintain three metrics:
•
•
•

p-score that refers to a usage metric from history, such as least recently used (LRU) or least
frequently used (LFU);
f-score that refers to its usage frequency predicted in the future for k time slots; and
pop-score that refers to global popularity of the movie.

During replacement, the set of movies which are on the skyline (with the lowest scores criteria)
across the three metrics are selected, and randomly, one of these cache lines is replaced. For skyline computation, we use the online algorithm for d-dimensional skyline computation, as given by
Kossmann et al. [23].
It is interesting to note that individual components of the proposed architecture can be customized
with different state-of-the-art techniques to suit various needs of the application at hand, making the
framework extremely robust. The complete end-to-end architecture is presented in Fig. 7.

Edge analytics toolkit/APIs

Core analytics toolkit/APIs

Recommendations
to cache,
ads to deliver

Filter/aggregation
Summary
data
from core

Compressed/XML/encrypted

Batch
aggregation

Score
summary
data

Recommendation list

Behavior prediction
rule matching

Summary
clustered
data
from core

At home
In mail

Content

Batch
rule mining

Co-classified
summary
data

Mobile
stationary

User event &
context extraction

Trained/
classified
data
from core

Compressed/XML/encrypted

Compressed/XML/encrypted

Batch
classification

Classified
summary
data

Attributes/features
user, content, location, URL

SolidDB
DPI (XPF-based)

CDRs Control path

Data path

Compressed/XML/encrypted

URLs

Incremental / online analytics

FIG. 7
Overall architecture and flow diagram of the VoD system.
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16.9 QoE ESTIMATION
To evaluate the effectiveness of INCA, QoE (the delay experienced by a user after the request has been
placed) is computed and used as the primary measure for comparison.
For INCA we have:
QoE ( per userin seconds ) = INCA miss ratio * # requests * frame size * # frames /
( backhaul bandwidth - prefetchbandwidth )

The prefetch bandwidth (Bp) can be expressed as:
Bp = Backhaul bandwidth * ( total prefetch per day / M ax. prefetch per day )

where

max. prefetch per day = max. prefetch in a time slot * #
time slots in a day * # simultaneous users a basestation can support

Similarly, for first-in-first-out (FIFO), LRU and LFU schemes with no prefetch, the QoE is:
QoE ( per userin seconds ) = miss ratio * # requests * framesize * # frames / backhaul bandwidth.

We later exhibit performance of the system with varying parameters such as bandwidth availability,
number of simultaneous users, etc. The model is also compatible with partial object caching, involving
frame storage, to handle high-definition videos at limited backhaul bandwidth. The number of frames
to be fetched depends on the frame rate of the video, the bandwidth, and the cache size.
Therefore, the reduction in delay due to INCA over other approaches is given by the:
Improvement in QoE ( per user in seconds ) = QoE ( due to LRU ) – QoE ( due to INCA )

16.10 THEORETICAL FRAMEWORK
At time slot t, let v(u, t) be the video requested by user u and x(v(u, t)) (x(v) in short) be an indicator
variable which is 1 if v(u, t) is present in the cache, C(z), otherwise 0. The state of the MDP is defined
by v(u, t) and C(z). Let, n(u, t) be the number of times a user u requests videos in time slot t. The wait
time for user u is denoted as w(u, t) and equals (1 − x(v)) * |v|/Bav, where |v| denotes the size of the part
of the video prefetched, and Bav is available bandwidth.
Let d(v, t) denote the prefetch data transfer in time slot t, and it equals (1 − y(v)) * |v|, where y(v, t)
is 1 if the video v was prefetched, else 0. The actions in the MDP consist of prefetch actions denoted
by y(v, t) as well as fetch actions taken when a particular video requested by a user is not in the cache.
The prefetch actions are controlled by the system to improve hit rate, while the fetch actions are forced
onto the system due to user video request. Further, let G(u, t) denote the utility gained by user u in time
slot t: it is a function of the wait time incurred by the user, w(u, t), in that slot.
For a prefetch action, the reward associated is 0, while when a user u requests a video, the reward
gained is G(u, t). G(u, t), which could be positive or negative, depending on if the requested video is
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in the cache or not and how much wait time w(u, t) is experienced by that user. The QoE optimization
problem can be formulated as a maximization of the sum of the difference in the utility across the users,
and the cost of prefetch data transfer across all prefetches, ie,
T
ì
ü
max å í åG ( u,t ) - å y ( v,t ) * d ( v,t ) ý
y ( v ,t )
t =1 îuÎU
vÎV
þ

subject to : "t Î T : å v ( u,t ) £ Cmax
u

"t Î T , "u Î U : n ( u,t ) = 0,1

Our online algorithm, INCA, leverages the short-term predictions from the joint edge and core analytics and performs actions y(v, t) using k-step lookahead. For such delayed MDP, under the assumption
of no uncertainty in rewards for L + 1 steps in future, Garg et al. [18] provides an online algorithm that
chooses the future path with best discounted future reward, and proves bounds on average regret as
Q (log L / ( L - r + 1) and a competitive ratio as (1 + Q ( log L / ( L - r + 1) ) .
Hence, such a bound also applies to our proposed algorithm. However, in practice, these short-term
predictions are not accurate. In the next section, we study the behavior of INCA experimentally with
varying numbers of lookahead steps, k.
To evaluate the effectiveness of INCA, QoE, the delay experienced by a user after the request has
been placed, is computed and compared with other caching policies. For INCA, QoE (per user) in
seconds is given by:
T

QoE = ååw ( u,t )
t =1 uÎU

Here, Bav = Bmax − Bp, and prefetch bandwidth (Bp) is given by:
Bp =

Bmax * total prefetch perday
M ax. prefetch per day

And Max prefetch per day = Max. prefetch per time slot * #time slots per day * Max. #simultaneous
users.
Our model considers partial object caching, involving frame storage, to handle high- definition
videos at a limited backhaul bandwidth. The number of frames to be fetched depends on the frame rate
of the video, the bandwidth and the cache size.

16.11 EXPERIMENTS AND RESULTS
This section presents the experimental results of the studied VoD framework with the INCA algorithm,
based on real data from the web video data set. This data set had a total of 10,000 videos corresponding
to the search results for the top 25 queries at three popular video content providers. We use realistic
data from the web video data set 4. For mobility pattern of users, we model our setup to represent reallife query logs of a large Fortune 500 Telecom organization obtained from http://vireo.cs.cityu.edu.hk/
webvideo.
We compare the performance of the INCA algorithm based on cache hits under varying parameters.
The QoE of users (as defined earlier) present at a basestation provides the performance benchmark of
our proposed VoD system. Additionally, we define the satisfied users metric to model “premium membership” users to whom enhanced multimedia services need to be guaranteed.
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Some applications would routinely flush the cache contents at the end of each day, while others
might flush it dynamically by monitoring the activity (frequency of requests to the cache) in an effort
to improve the hit rate. However, frequent flushing of the cache in the context of the INCA approach
would lead to consumption of the costly network bandwidth, which is required for prefetching the
cache with videos relevant to the current time slot. In some situations, if the cache is relatively large
compared to the volume of requests it receives, it takes a while for the cache to warm up, and therefore
frequent flushing is prohibitive in this case. In the current setting, we count the number of cache hits
(or misses) at the end of each day.
In the experiments, we empirically set the pre-fetch amount to 30% and assume a limited bandwidth
of 10 Mbps, to model a realistic cellular network setting. Our setup measures the cache hit (or miss)
ratio per day. Each unit/entry of cache is assumed to accommodate part of a single video.

16.11.1 CACHE HITS WITH NU, NC, NM AND K
To demonstrate the effectiveness of the approaches, we measure the cache hit rates of INCA, and
compare the results with those obtained by FIFO, LRU, LFU and greedy dual size (GDS)-frequency
[24] by varying:
(i)
(ii)
(iii)
(iv)

the cache size (NC),
the number of users connected to a basestation (NU),
the number of videos present (NM), and
the amount of lookahead (k).

Variation of cache hits with NC

We study the gain of the cache hit ratio of INCA over other policies with variation in the cache size
(NC). NU and NM are set to 200 and 10 K respectively. Each unit of cache is considered to store 250
video fragments. Fig. 8A shows the cache hit gain of INCA (with lookahead, k = 2) over FIFO, LRU,
LFU and GDS. At a 1500 cache size (6 units), the hit gain ranges from 26% (over FIFO) to 13% (over
GDS). The gain increases with an increase in cache size and stabilizes at around 1000 cache entries.
As cache size increases, more relevant entries are prefetched into the cache by INCA, giving it a higher
gain over other policies.

Variation of cache hits with NU

The behavior of the cache hit gain percentage of INCA (with k = 2) over FIFO, LRU, LFU and GDS with
variation in the number of users (NU) is presented in Fig. 8B. The cache size is fixed at 1000 entries. At
1600 users, the hit gain varies from 9.9% (over GDS) to 14% (over FIFO). The decrease in the gain with
an increase in the number of users is expected due to the fixed cache size across increasing users (increased
video requests). But this decrease is not large, owing to the adaptability of INCA for increasing users by
analyzing their access and movement patterns and incorporating these insights in prefetch and replacement
decisions.

Variation of cache hits with NM

The variation in cache hit gains of INCA (with k = 2) over other cache polices with an increase in the
number of videos present (NM) is depicted in Fig. 8C with 200 users. At 6400 movies, the hit gain of
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(A) Cache hit gain of INCA with variation in NC. (B) Cache hit gain of INCA with variation in NU. (C) Cache hit
gain of INCA with variation in NM.
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INCA ranges from 11% (over GDS) to 16% (over FIFO). We also observe a slight reduction in gains
with an increase in the number of videos. Again, this decrease is not large, owing to the discriminative
ability of our algorithm to make good online decisions for both prefetch and replacement, even with
larger numbers of videos.

Variation of cache hits with k
The impact of lookahead, k, on the performance of INCA versus GDS (best performing amongst
other cache policies) is illustrated in Fig. 8D. As the lookahead is increased to 6, the overall hit
gain improvement in INCA is around 15% at a cache size of 1000, and increases to about 20% for
higher cache sizes. This criticality of lookahead for the cache performance of INCA corroborates
with theoretical bounds (with a perfect L-lookahead assumption) on the competitive ratio and regret
mentioned previously.

INCA versus online algorithm
Fig. 9 presents the comparison between INCA and the online algorithm [18] which has proven regret
bounds. INCA closely follows the online algorithm [18] even though it is, on average, 11% lesser. This
is due to the fact that INCA has reasonable accuracy in short-term predictions (using the k-lookahead
strategy) while [18] assumes perfect accuracy of short-term predictions.

16.11.2 QoE IMPACT WITH PREFETCH BANDWIDTH
We next study the QoE of the users (as defined earlier) by varying the current bandwidth available for
prefetching videos (for next time slots).
The variation in aggregate QoE improvement across users with respect to GDS (best performing amongst other caching policies) with varying prefetch bandwidth requirement is presented in
Fig. 10. Here, we set lookahead, k = 2 for INCA, and curves with varying cache sizes have been plotted.
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We assume 100 users (NU), the average number of requests per time slot to be 310 and NM = 10 K. We
also consider 300 movies to present in the preference list of each user.
Fig. 10 demonstrates improvement in QoE in INCA with an increase in the prefetch bandwidth.
With only 0.7 Mbps prefetch bandwidth and a cache size of 1000, the improvement in QoE is around
300 s, which is a 15% gain over the start-up latency in GDS. As compared to other cache policies,
INCA has an even higher aggregate QoE gain of around 20%. Further, an increase in cache size beyond
1000 does not significantly improve the QoE gain. In fact, with higher cache size and prefetch bandwidth, the QoE slightly decreases due to high latency incurred for activity requests within the current
time slot leading to an overall QoE degradation.
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16.11.3 USER SATISFACTION WITH PREFETCH BANDWIDTH
Service providers often offer “premium services” at additional cost. Such premium users need to be
supplied with enhanced performance and extremely low latency. To this extent, this is defined as the
satisfied users metric. A user is said to be satisfied if all his requests are cache hits at basestations, thereby
exhibiting practically 0 fetch latency. Such guarantees on high viewing experiences would enable higher
revenue generation for the providers. The number of satisfied users can be approximated by:
# satisfied users = # requests with a hit ( RH ) / average movie requests per user,

where RH = (gain% of INCA * #requests)/100.
For performance analysis based on QoE, we use similar parameter settings. Fig. 11 demonstrates
around 18 additional satisfied users for INCA (k = 2) over GDS per time slot, by using a small prefetch
bandwidth of 0.7 Mbps. This corresponds to a 12% improvement over GDS, while improvement over
other caching policies is up to 18%. These experiments demonstrate that the prefetch requirement of
INCA is less than 10% of the available bandwidth, to deliver strong improvements in QoE and number of satisfied users. Interestingly, the prefetch requirement of INCA is a meager 7% of the available
bandwidth.

16.12 SYNTHETIC DATASET
We explore the scalability performance of our proposed VoD framework with randomly generated
synthetic video request data. We capture the robustness of INCA with respect to the LRU caching
technique by varying the randomness. A user is considered to request videos outside her preference
list with a certain probability. Keeping in view the unorganized and haphazard nature of user behavior,
we try to model the user requests by introducing a certain percentage of randomness while generating
user requests at a basestation. We consider a data randomness DR of 50% and 70%, wherein a
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user requests a video outside the preference list with probability DR. As before, we measure the
improvement in cache hits, QoE, and number of satisfied users for varying cache sizes. We set NU = 100
and NM = 20,000, with the average number of requests per time slot and user preference list size set to
310 and 300 respectively.

16.12.1 INCA HIT GAIN
We vary the cache size (Fig. 12A), number of users (Fig. 12B), and the number of videos
(Fig. 12C) while studying the improvement in cache hits (at the basestation) for INCA over the
LRU protocol. This models the behavior of a new user (for whom historical data is unavailable)
or unusual request of an existing user. We observe that INCA significantly outperforms LRU,
obtaining nearly 15% and 10% improvements for DR = 50% and 70% respectively. With an
increase in cache size, the performance of INCA improves and stabilizes for a cache size of 750.
As the number of users increases, the performance is seen to decrease due to a high number of
video requests. Interestingly, the performance of INCA is observed to be nearly independent of
the number of movies present. With higher randomness of video requests from the users (outside
the preference list), the number of cache hits decreases, as expected, leading to a slight reduction
in the performance of INCA.

16.12.2 QoE PERFORMANCE
INCA exhibits enhanced QoE of users (over LRU) for varying cache sizes and a prefetch bandwidth
with different DR values. Fig. 13A and B exhibit that with an increase in cache size, the QoE improves.
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INCA obtains around 300 and 150 s enhanced QoE as compared to LRU with a cache size of 1000 for
DR = 50% and 70% respectively. With an initial increase in the prefetch bandwidth available, INCA
significantly outperforms LRU in QoE. However, as before, the QoE slightly decreases with a further
increase in prefetch bandwidth, due to increased latency for current time slot operations. Similar trends
are observed for the different DR values.
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FIG. 13
(A) QoE of INCA with prefetch b/w and varying cache size for DR = 50%. (B) QoE of INCA with prefetch b/w
and varying cache size for DR = 70%.

16.12.3 SATISFIED USERS
Fig. 14A and B depict that with an increase in the available prefetch bandwidth, the number of
satisfied users in INCA is higher than that for LRU. We observe more than 14 additional satisfied
users for INCA (with varying DR), which stabilizes at around 0.7 Mbps bandwidth. Additionally, the
number of satisfied users in INCA increases with an increase in cache size, and is seen to stabilize
at NC = 1000.

16.13 
CONCLUSIONS AND FUTURE DIRECTIONS
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FIG. 14
Satisfied users with prefetch b/w and NC for DR = 50 (A) and 70% (B).

16.13 CONCLUSIONS AND FUTURE DIRECTIONS
We discussed a novel framework for efficient VoD services for multimedia applications. Leveraging
predictive rule extraction coupled with collaborative filtering for its k-lookahead scheme, INCA
performs prefetching and replacement and obtains higher performance. We also provided the theoretical
formulation for QoE that is at the intersection of MPC and MDP. Using empirical results, we demonstrate
superior performance of our framework with enhanced cache hits, QoE, and the number of satisfied
users as compared to well-known approaches. It provides a robust VoD architecture encompassing and
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optimizing multiple infrastructural factors such as bandwidth, cache size, etc., as well as demonstrating
scalability for modern large-scale applications. Intelligent caching based on user behavior prediction
enables the prefetch of probable videos using only a small amount of the current available bandwidth,
leads to enhanced quality of experience for the users. Empirical results as shown herein showcase the
improved performance of our framework under various real-time scenarios.
Future research direction involves computation of bounds for regret and competitive ratio considering imprecise rewards in the lookahead scheme. Further extension for 4G connectivity provides the
scope for further improvements. Performance comparison with other frequent/association rule mining
algorithms might provide valuable insights into the working of the algorithm.
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CHAPTER

BIG DATA ANALYTICS
ON A SMART GRID:
MINING PMU DATA FOR
EVENT AND ANOMALY
DETECTION

17
S. Wallace, X. Zhao, D. Nguyen, K.-T. Lu

17.1 INTRODUCTION
Tomorrow’s Smart Grid will help revolutionize the efficiency of power transmission while also providing improvements in security, robustness, and support for heterogeneous power sources such as wind
and solar. The phasor measurement unit (PMU) provides a core piece of technology that measures critical system state variables in a time-coherent fashion across a geographically dispersed area.
PMUs are typically placed at power substations where they generally measure voltage and current
phasors (magnitude and phase-angle) for each of the three phases (A, B, and C) as well as frequency
and rate of change of frequency. In contrast to legacy systems, PMUs record measurements at high frequency (typically 10–60 Hz [1]) and time stamp each measurement using the global positioning system
(GPS). Together, high measurement and precise GPS timestamps create so-called “synchrophasors” or
time-synchronized phasors that allow the state of a wide area monitoring system to be observed with
high fidelity. Between 2009 and 2014, the number of deployed PMUs within the United States has
significantly increased, from ~200 PMUs in 2009 [2] to more than 1700 in 2014 [3].
Data from individual PMUs is routed to a phasor data concentrator (PDC) that aggregates and timealigns the data before passing it on to downstream application consumers. As PMUs and PDCs have
become more widely adopted, PDCs have expanded to provide additional data processing and storage
functions [4].
Although the comprehensive coverage and high sampling rate of PMUs provide new resources for
improving grid operation and control, the data generated by these devices also presents real computational and storage challenges [5]. A typical PMU can measure 16 phasors with a 32-bit magnitude
and 32-bit phase-angle. Secondary values such as frequency and rate of change of frequency are also
stored as 32-bit values. These, along with 8 bytes for the timestamp and 2 bytes for a PMU operating
status flag represent a minimal archival signal set for each device. Recording 60 samples per second,
this leads to 5,184,000 samples per day, or ~721 MB of data per PMU, per day. However, often there
is value in keeping much more data. For example, the Bonneville Power Administration (BPA), who
supplies our dataset, has an installed PMU base in the Pacific Northwest of the United States containing
roughly 44 PMUs at the time our dataset was collected (2012–14). This dataset requires roughly 1 TB
of storage per month of data acquired. Scaling this to the national level then would require more storage
by roughly a factor of 40 to incorporate data from all 1700 PMUs.
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00017-9
© 2016 Elsevier Inc. All rights reserved.
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Traditional approaches for data processing and evaluation are pushed well beyond their feasible
limits given the size of the dataset described herein. In this chapter, we describe how cloud computing
and methods borrowed from data analytics and machine learning can help transform Smart Grid data
into usable knowledge.

17.2 SMART GRID WITH PMUs AND PDCs
Data aggregated by a PDC is sent to downstream consumers in a format defined by IEEE Std. C37.118.2
[1]. The specification indicates two message types that are critical for data analysis: the configuration
frame and the data frame.
A configuration frame specifies the number of PMU measurements that are aggregated by the PDC
along with the name of the PMU station and the name and type of each signal measured by the station.
A data frame contains the measurements themselves, which have been time-aligned across all stations. Records are fixed-length with no delimiters, and measurements appear in an order prescribed by
the configuration frame. Thus, the data frame (with the exception of a short header) can be viewed as a
matrix of binary data in which PMU signals span the columns and time spans the rows.
Since this format is readily machine readable, it can also serve as an archival file format. Indeed,
the Bonneville Power Administration currently stores archival PMU data as a binary file consisting of:
(1) brief metadata including the file specification version; (2) the “active” configuration frame and (3)
a data frame typically spanning 60 s of data. This format has the benefit of being entirely self-contained
(since a configuration frame is stored along with the data frame); easily portable (1 min of data from
roughly 40 PMUs requires about 30 MB of storage) and easily indexed as the flow of time presents a
natural mechanism to partition data (eg, by month) using only the filesystem for organization.

17.3 IMPROVING TRADITIONAL WORKFLOW
A traditional workflow involving the archival PMU/PDC data may unfold along the following lines:
1. A researcher is notified of an interesting phenomenon at some point in recent history.
2. The researcher obtains archival data for a span of several minutes based on the approximate time
of the phenomena.
3. The researcher plots or otherwise analyzes the signal streams over the retrieved timespan to
isolate the time and signal locations at which the phenomena are most readily observed.
4. The researcher finally creates plots and performs an analysis over a very specific time range and
narrow set of PMU signals as appropriate for the task at hand.
While this workflow is entirely reasonable, it likely leaves the bulk of the data unanalyzed. We view
this as a good opportunity to leverage the methods of Big Data analytics and machine learning to turn
the latent information in this archived data into useful knowledge.
Specifically, we see the following opportunities:
•
•
•

characterizing normal operation,
identifying unusual phenomena, and
identifying known events.

17.4 
CHARACTERIZING NORMAL OPERATION
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These operations can all be performed on the historic archive of PMU data using Hadoop/Spark.
Typically this would be done at the data center housing that content. Once normal operation has been
appropriately characterized, and identification has been performed on the historic data, identification
of unusual phenomena and known events can proceed on the incoming (live) PMU data stream in real
time with minimal hardware requirements.

17.4 CHARACTERIZING NORMAL OPERATION
The vast majority of the time, the grid operates within a relatively narrow range of conditions. Many parameters are specified by regulating agencies, and deviation outside of normal conditions may require
reporting. As a result, existing infrastructure is well tailored to monitoring for such events. However,
smaller deviations in operating conditions that fall below the threshold for reporting are also potentially
of interest, both to researchers and operating teams alike. Thus, the first step in identifying such deviations is to characterize normal operation.
A baseline approach for characterizing normal operation is to collect signal statistics across all
PMUs. In our work, we began measuring “voltage deviation,” a metric described in [6] and useful for
identifying faults (eg, caused by lightning strikes or falling trees).
Voltage deviation is defined as follows:
DV =

(DVa2 + DVb2 + DVc2 )
3

where DVa = ( ssa - Va ) / ssa and Va represents the voltage of phase A at the point of interest, while ssa
represents the steady state voltage of phase A. Thus, voltage deviation represents the three-phase momentary drift away from steady state values.
Examining normal operation across 800 min spread across 11 months of BPA’s 2012–13 data yields
the histogram shown in Figs. 1 and 2.1 In Fig. 1, we have plotted only bins where the deviation is less
than or equal to 0.018 kV. As expected, we see the bulk of the probability mass with very low deviations, and the likelihood of a higher deviation from steady state drops off rapidly from its peak around
0.0007 kV. Plotting the remainder of the observed distribution (ie, DV >= 0.018 kV ), one would expect a
long tail with a continued slow decay toward zero.
Surprisingly, the distribution shows a secondary spike near 0.12 kV with a noisy decay profile as
illustrated in Fig. 2. Note that the y-axis has been scaled for clarity.
By comparing each PMU’s contribution toward the global distribution illustrated herein, we can
identify sites that exhibit long-term anomalous behavior. In this case, there is one site contributing
to the unusual spike observed above ΔV = 0.10 kV. Removing this site’s contribution from the global
histogram results in no observable differences in the shape for values ΔV ≤ 0.018 and a tail that decays
more rapidly and smoothly for values of ΔV ≥ 0.018. Further analysis revealed that the unusual tail resulted from data within a few months’ time at the beginning of the data set’s coverage period, signaling
a potentially defective or misconfigured device.
For computational efficiency, we used a single steady state value for each voltage signal. This was determined by first taking the median value from each minute (and each signal) in our sample, and then the median of those values. While this is
computationally expedient, it does lead to higher deviations than if the steady state were calculated with higher locality.
1
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FIG. 1
Voltage deviation below 0.018 kV.

FIG. 2
Voltage deviation above 0.018 kV.

17.5 IDENTIFYING UNUSUAL PHENOMENA
Outlier, or anomaly detection, aims to identify unusual examples, in our case, of grid performance.
A host of methods exist for this task, some of which are reviewed in Section 17.7. In this chapter, we
examine how even the simplest approach, based on the observed probability distribution for normal
data, can also be used to find individual moments in time where the data stream is extremely unusual.

17.5 
IDENTIFYING UNUSUAL PHENOMENA
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Taking the histogram described and illustrated in Section 17.4, we can create a cumulative probability distribution that represents the likelihood that a signal experiences a voltage deviation at or below
a given threshold. This operation processes a set of 770 signals from a single day in 16.9 min when
performed on our small Spark cluster (4 nodes, 5 GB RAM per node). Once the distribution function
has been produced, new data captured from the grid or archived data streamed from disk can be scanned
in time, linear, with respect to the number of signals being inspected. Given a distribution function
represented as a 1 million element list, we can issue more than 1 million queries per second on commodity hardware using a single core through direct hashing with Python. For our dataset, a 1 million
element distribution function has a resolution of 1 V or less. This performance profile well exceeds the
requirements for real-time operation.
Fig. 3 shows an unusual voltage signature; the corresponding voltage deviation is illustrated in
Fig. 4. Note that the scale on the left y-axis of Fig. 4 shows the deviation from steady state while the
scale on the right y-axis shows the expected likelihood of the observed deviation based on the histogram data collected previously.2 Although this time period has not been marked by BPA as a line event,
the signature is typical of a LL fault, and could represent a fault observed from a distance (perhaps
off of BPA’s network). Note that the voltage deviations are low likelihood and the point of maximum
deviation has an expected likelihood of less than 7E-7.
This outlier detection approach can be viewed abstractly as a process of first predicting the next
signal value, and then comparing the observed true value to the prediction. A high discrepancy may
suggest an event worthy of investigation. The process is illustrated in Fig. 5.

FIG. 3
An unusual voltage deviation during “normal” operation.

The histogram used to compute the probabilities in Fig. 4 has been cleaned of data from the problematic PMU and thus
shows the characteristic slowly decaying tail, as opposed to the extreme outliers illustrated in Fig. 2.
2
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FIG. 4
Voltage deviation.

FIG. 5
Detecting unusual phenomena.

An unlikely observation, such as the ones illustrated in Fig. 3, may be further investigated to determine if they are possible measurement errors, (known) event signatures, or unknown anomalies. Since
the grid is a connected system, a change in state variables at one location will impact state variables
at other locations. A drop in voltage, as one that occurs with a fault, can be observed across a wide
geographical area, although with attenuation based on the electrical distance between sites. A measurement error, then, can be identified as an anomaly that is detected by a single PMU or on a single data
stream. Other anomalies (known events or otherwise) will be identified because they create outliers
at multiple locations. In the following section, we describe how to further characterize an anomaly
observed at multiple sites.
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17.6 IDENTIFYING KNOWN EVENTS
In contrast to anomaly detection that aims to identify unusual activity using only information about
typical (or normal) operational conditions, classification aims to distinguish one type of known event
from another. Between 2013 and 2015, we worked with a domain expert to develop a set of hand-coded
rules that distinguish between several types of “line faults” that frequently occur on a transmission
system: single line to ground (SLG), line to line (LL), and three phase faults (3P) [6,7]. Concurrently,
we developed a set of classifiers using machine learning to identify these same fault types. A full comparison of the approaches can be found in [7]. In this chapter, we focus on one specific classifier and
discuss performance on both the training and testing data.
We began with a set of events obtained from the Bonneville Power Administration covering an
11 month span between 2012 and 2013. The event dataset includes the time and location of all known
line events that occurred on transmission lines that were instrumented with a PMU on at least one end
of the line. BPA verified the accuracy of this list and was able to further verify the specific type of event
in the majority of cases (60 faults total).
A typical fault is illustrated in Fig. 6. During the event, one or more voltage phases sags and then
typically recovers back to steady state voltage within ~0.1 s (6 cycles at 60 Hz). Training examples are
selected by finding the moment in time where the voltage sags furthest below its steady state value,
and then drawing samples from all PMUs (and all voltage phases) at that moment in time. In Fig. 6,
this moment occurs at x = 0 cycles (since the x-axis has been labeled relative to the maximum deviation
cycle). Thus, this classification process views the data as individual instances, and does not leverage
the time-series nature of the data. Note that while we take fault samples at the moment in time where
the sag is most extreme, the voltage’s actual deviation from steady state is very much a function of the
distance between the PMU making the measurement and the location of the fault itself [8]. Since we

FIG. 6
Typical single line to ground fault.
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take training examples from each PMU for each fault, the actual voltage sags used for training cover a
large range of deviations and a fault may be effectively “unobservable” from a PMU that is located far
enough from the origin.
Our training set consists of 57 of the 60 faults described herein along with additional samples of
normal operation. Three of the original 60 faults were unusable for training because our feature extraction algorithms were unable to process those events (eg, because a specific PMU signal was unavailable at that moment in time). For each fault, we sampled voltage from all available PMUs. In total, this
method yields 4533 data points, of which 4135 are SLG faults, 348 are LL faults, and 50 are 3P faults.
To this set, we add 17,662 data points sampled from roughly 800 min of normal operation over the oneyear period. We randomly selected half (8831) of these normal samples to use for training. In all, this
represents 12,966 training samples of both normal operation and fault condition.
Fig. 7 shows the performance of the decision tree that is inferred using the training data described
herein. The figure shows two matrices: the matrix on the left indicates Boolean fault-detection performance while the matrix on the right indicates refined classification into the three fault types (SLG,
LL, and 3P) and the “Normal” class. Each cell contains two values. The value at the top represents the
prediction at the PMU nearest to the fault (there are 57 of these, one for each fault in the training set).
The value at the bottom of each cell represents the predicted class for all measurements that occur at
PMUs further from the fault. Note that for “Normal” data, there is no notion of a fault location, and thus
the top value in the rows labeled “Normal” is always zero.
The table following the matrices illustrates performance characteristics on the training data. For
most measurements, we include the measurement at the fault location and across the grid as a whole (on
the left and right side of the slash, respectively). In the table, site redundancy indicates the number of
Prediction outcome
SLG

Prediction outcome
Normal Total

Fault
Normal
Total

3P

SLG
Actual value

Actual value

Fault

LL

LL
3P
N

Boolean
classification
Accuracy 100%/98.9%
Precision 100%/97.8%
Recall
100%/99.0%
Specificity 98.8%

FIG. 7
Training set performance.

Type-specific
Site
classification
redundancy
Accuracy 98.2%/98.4%
84/49
Precision 83.3%/81.6%
Recall
99.4%/93.8%

N

17.6 
IDENTIFYING KNOWN EVENTS

425

PMU signals (ie, the number of voltage signals) that detect each fault where the value on the left of the
slash is the median redundancy and the number on the right represents the fifth percentile redundancy.
For these results, a fifth percentile redundancy of 49 indicates that 95% of the faults are detected by
49 different voltage measurements in the dataset (where one voltage measurement includes all three
phases: A, B, and C). Note that each PMU often makes multiple voltage measurements for different
substation buses, and at times, for individual transmission lines as well. So for our dataset, this number
tends to be larger than the number of actual PMUs.
Fig. 8 illustrates the performance of the same decision tree on a test set that was unseen during
training. Test data here was obtained using the same procedure outlined in [7]. That is, test instances
are obtained for faults from the moment prior to the largest voltage deviation (cycle −1 in Fig. 6). This
approach yields the same number of test instances as training instances and in some sense is a more
challenging test than randomly partitioning the training and testing set because this method guarantees
that test instances will have an equal or smaller deviation from steady state as compared to training
instances. For simplicity of comparison, we show the performance relative to the training set. Note that
at the fault location, there are no changes to the classification results. As we consider PMUs further
afield, however, we acquire more errors than with the training set.
Fig. 9 illustrates the performance of the decision tree when applied to the data in the vicinity of the
anomaly from Figs. 3 and 4. Viewed by itself, the classifier does a good job of identifying the main
voltage signature (the drop below steady state that occurs between cycles −2 and 5) as a probable LL
fault. However, it makes a poor prediction at cycle 5, where the voltage has almost returned to steady
state values. Here, the classifier predicts a 3P. Note that if we combine the predictions with the likelihood information in Fig. 4, it is easy to constrain the event predictor to only those signals that are
relatively unlikely to occur in normal operation. For example, if we set the likelihood threshold at 1E-6,
Prediction outcome
SLG

Prediction outcome
Normal Total

Fault
Normal
Total

3P

N

SLG
Actual value

Actual value

Fault

LL

LL
3P
N

Boolean
classification
Accuracy +0.0%/–0.6%
Precision +0.0%/–0.6%
Recall
+0.0%/–1.2%
Specificity –0.2%

Type-specific
classification
Accuracy +0.0%/–0.8%
Precision +0.0%/–4.1%
Recall
+0.0%/–2.7%

FIG. 8
Test set performance (change relative to training performance).

Site
redundancy
–3/+0
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FIG. 9
Classifier applied in vicinity of anomalous “normal” data: light shaded region (cycles -3-5) LtL fault; dark
shaded region (cycles 5-6) 3P fault.

then only the predictions at x = −1 … 1 will be created. Not coincidently, this is when the classifier also
gives the best predications.

17.7 RELATED EFFORTS
Smart grid technology provides great potential to build more reliable electrical grid systems by utilizing advanced digital and communication technologies. However, with the worldwide initiative of upgrading the traditional electrical grid to the Smart Grid, new challenges have been introduced, among
which is the “Big Data” challenge. The Smart Grid generates a significant amount of data on a daily
basis, and these data must be processed in an efficient way in order to monitor the operational status of
the grid. As machine learning techniques have become the de facto approaches for Big Data analytics,
these techniques are also applied and adapted to process and analyze PMU data. A common objective
of the PMU data analysis is to recognize and identify patterns, or signatures of events that occur on the
Smart Grid. Therefore, a large number of these approaches are based on pattern recognition [9].
For identifying signatures of known events, classification approaches, or detection trees, are proven
to be most effective. For instance, in [10], a classification method is proposed for tracing the locations
where faults occur on a power grid. This method is based on the pattern classification technology and linear discrimination principle. Two features of the PMU data are used in the classification: nodal voltage,
and negative sequence voltage. For localizing a fault, irrelevant data elements are identified and filtered
out using linear discriminant analysis. Similar classification technologies can also be used to identify
other signatures of events in power systems, such as voltage collapse [11] and disturbances [12]. Diao
et al. [11] develop and train a decision tree using PMU data to assess voltage stability. The decision
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tree is threshold based, and it can be used to evaluate both static and dynamic post-contingency power
system security. A J48 decision tree is used in [7] for classifying different types of line faults using a
set of novel features derived from voltage deviations of PMU data, and this approach greatly improves
the accuracy of detecting line faults from a distance, compared with an approach based on an expert’s
hand-built classification rules. In Ray et al. [12] build support vector machines (SVMs) and decision
tree classifiers based on a set of optimal features selected using a genetic algorithm, for the purpose
of detecting disturbances on the power grid. SVM-based classifiers can also be used to identify fault
locations [13], and predict post-fault transient stability [14].
For anomaly detection, machine learning techniques are often applied for detecting security threats,
such as data injections or intrusions, instead of detecting bad data measurements. The latter is usually
addressed by developing PMU placement algorithms that allow measurement redundancy [15,16]. In
[17], various machine learning methods are evaluated to differentiate cyber-attacks from disturbances.
These methods include OneR, Naive Bayes, SVM, JRipper, and Adaboost. Among these approaches,
the results show that applying both JRipper and Adaboost over a three-class space (attack, natural disturbance, and no event) is the most effective approach with the highest accuracy. Pan et al. [18] propose
a hybrid intrusion system based on common path mining. This approach aggregates both synchrophasor measurement data and audit logs. In addition, SVMs have also been used in detection data cyberattacks. For instance, Landford et al. [19] proposes a SVM based approach for detecting PMU data
spoofs by learning correlations of data collected by PMUs which are electrically close to each other.
Due to the time sensitivity of event and anomaly detection on the Smart Grid, a major challenge
of applying machine learning techniques to perform these tasks is the efficiency of these approaches.
This is especially important for online detection of events. Two different types of approaches have been
used to address this challenge. Dimensionality reduction [20] is a commonly used approach to improve
learning efficiency by reducing the complexity of the data while preserving the most variance of the
original data. A significant amount of efforts have been made in this direction. For instance, Xie et al.
[21] propose a dimensionality reduction method based on principal component analysis for online
PMU data processing. It has been shown that this method can efficiently detect events at an early stage.
In [22], a similar technique is used to reduce the dimensionality of synchrophasor data by extracting
correlations of the data, and presenting it with their principal components. Another type of approach for
improving the efficiency of PMU data processing is to adopt advanced high-performance computing
and cloud computing techniques, such as Hadoop [23], and the data cloud [24].
Although a variety of machine learning techniques have been proposed to analyze PMU data for
event classification and anomaly detection, very few have been applied to real PMU data collected from
a large-scale wide area measurement system (WAMS). Gomez et al. [14] apply a SVM based algorithm
to a model of practical power system. However, the number of PMUs considered is restricted to 15.
Most other approaches are based on simulations. The work presented in this chapter, in contrast, is
based on mining real PMU data collected from BPA’s transmission grid.

17.8 CONCLUSION AND FUTURE DIRECTIONS
We presented our experience in mining PMU data collected from BPA’s WAMS, for the purpose of detecting line events, and anomalies. This work aims for improving the traditional workflow of analyzing
archival PMU data to identify events. Specifically, we first characterize the PMU data collected during
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the period when the grid is under normal operational status. Based on the statistical results obtained in
this step, we can easily identify outliers by examining the likelihood of the measurement indicated by
the probability distribution of the normal data. Besides anomaly detection, we have also developed a
classification method using machine learning techniques for identifying known events, namely SLG,
LL, and 3P. The experimental results on our dataset show that our classification method can achieve
high accuracy in detecting these events, even when the PMU site is far away from the fault location.
Work is ongoing in several directions. First, we are examining other learning algorithms for event
classification. To this end, instead of using an existing classification algorithm, we are building our
own decision tree by leveraging other machine learning techniques, such as SVMs. Second, we are
also applying unsupervised clustering techniques to PMU data. Different from the classification approach in which sufficient labeled data are needed for training purposes, clustering approaches do not
require substantial labeled data. This approach can potentially identify unknown events and signatures
similar to anomaly detection, but with the added benefit of identifying potential relationships between
anomalies. Third, we are repurposing these machine learning techniques to solve different problems in
the power grid domain, eg, data cleansing and spoofed signal detection. Finally, building on our understanding of the Smart Grid, we are investigating novel interaction models and resource management
approaches to support energy-efficient data centers powered by the Smart Grid.
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18.1 INTRODUCTION
The development of computer science and technology widens our view to the world. As a result, the
amount of data observed from the world to be stored and processed has become larger. Analysis of
such large-scale data with traditional technologies is usually time-consuming and requires a large-scale
system infrastructure, and therefore can hinder the development of scientific discoveries and theories.
eScience offers scientists the scope to store, interpret, analyze and distribute their data to other research
groups with state-of-the-art computing technologies. eScience plays a significant role in every aspect
of scientific research, starting from the initial theory-based research through simulations, systematic
testing and verification, to the organized collecting, processing and interpretation of scientific data.
Recently, cloud computing has become a popular computing infrastructure for eScience. In this chapter, we review the status of cloud-based eScience applications and present a taxonomy specifically
designed for eScience in the cloud.
eScience is an important type of Big Data application. eScience is also considered the “big-data science”, which includes broad scientific research areas, from the areas that are close to our everyday life
(eg, biological study), areas concerning the planet that we live on (eg, environmental science), to areas
related to outer space (eg, astronomy studies to find the origins of our universe). Although the term
‘eScience’ has only been used for about a decade, the study of eScience problems started much earlier.
In the early days, scientists were not able to efficiently study the value of scientific data due to the lack
of technologies and tools to capture, organize and analyze the data. Technological advances such as
new computing infrastructures and software protocols have brought great opportunities for eScience
projects in various fields [1–4]. For example, grid computing has greatly advanced the development
of eScience. Many eScience applications are becoming data-driven. For example, the development of
the modern telescope has given us the Large Synoptic Survey Telescope (LSST) [5], which obtains
30 trillion bytes of image data from the sky every day. Currently, almost all major eScience projects
are hosted in the grid or cluster environments [6]. With aggregated computational power and storage
capacity, grids are able to host the vast amount of data generated by eScience applications and to efficiently conduct data analysis. This has enabled researchers to collaboratively work with other professionals around the world and to handle data enormously larger in size than before.
In the past few years, the emergence of cloud computing has brought the development of eScience
to a new stage. Cloud computing has the advantages of scalability, high capacity and easy accessibility compared to grids. Recently, many eScience projects from various research areas have been
shifting from grids to cloud platforms [7–9]. It breaks the barrier of doing eScience without a selfowned large-scale computing infrastructure. In this chapter, we review the current status of scientific
Big Data. http://dx.doi.org/10.1016/B978-0-12-805394-2.00018-0
© 2016 Elsevier Inc. All rights reserved.

431

432

CHAPTER 18 eSCIENCE AND BIG DATA WORKFLOWS IN CLOUDS

a pplications in the cloud, and propose a taxonomy to clearly classify the related projects, according
to the infrastructure, ownership, application, processing tools, storage, security, service models and
collaboration aspects. We find that, for scientific applications in the cloud, resource provisioning is
a major concern for the monetary cost and performance optimizations of the applications. In this
chapter, we briefly introduce our initial efforts on the resource provisioning problems of scientific
workflows in the cloud.
Both eScience and cloud computing are rapidly developing and becoming more mature. It is time
to examine the efforts related to scientific computing in the cloud. This chapter focuses especially on
eScience projects in the cloud. Due to the pay-as-you-go service model of the cloud, monetary cost
and performance are two important concerns for eScience applications in the cloud. In this chapter,
we introduce our existing studies on cloud resource provisioning to optimize the cost and performance
for eScience in the cloud. We compare the advantages and weaknesses against eScience in the grid to
discuss the obstacles and opportunities of eScience services in the cloud.
The rest of this chapter is structured as follows. Section 18.2 introduces the background of
eScience history and grid-based and cloud-based eScience. Section 18.3 gives the taxonomy and
reviews the current status of eScience in the cloud. Section 18.4 introduces some of our efforts on
optimizing the resource provisioning problems of scientific applications in the cloud. Last, we discuss the open problems for scientific computing on the cloud in Section 18.5 and summarize this
chapter in Section 18.6.

18.2 BACKGROUND
In this section, we briefly discuss the history of scientific computing development, particularly for
eScience. Next, we focus our review on grid-based scientific computing, and introduce cloud computing.

18.2.1 HISTORY
Computer infrastructures have long been adopted to host scientific data sets and computations. eScience
is a new science paradigm that uses distributed computing infrastructures for computation, simulation
and analysis. In addition, scientists can make use of high-speed networks to access huge distributed
and shared data collected by sensors or stored in databases. Computing infrastructures allow scientists
around the world to share knowledge and resources, and to build close scientific collaborations.
The term eScience was first introduced in 1999[10]. During the development of eScience, it has
gone through roughly three stages. Table 1 shows the major development stages that scientific computing has gone through. We review the history in the following dimensions.

Table 1 Development Stages of the Scientific Computing
Stage

Data Generated

Research Period

Infor. Tech.

Manual
(Semi-) Automated
Large-scale Sensing

By hand
With the help of machinery
From satellites and sensors around the world

Ad-hoc
Short-term
Real-time

Paper and pencil
Computer assisted
Cluster and grid
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Dimension 1: the evolution of science. We observed that technology (particularly information technology) is one of the main driving factors in pushing science forward. From the perspective of experimental methods, eScience first used manual measurements: meaning the measurements were taken by
hand, not using machinery or electronics to fulfill the function. Then with the development of technology, machinery such as computers and metering instruments were used to help in the measurements,
but with manual operations still involved. This stage is called the semi-automated stage. After this
stage, machinery took a greater part in the measurements and eScience evolved to the automated stage
where machines took almost all the work, with a minimal amount of human involvement required.
Technologies such as high-performance computers, sensor networks, and various types of experimental
software make the eScience measurements evolve to the large-scale sensing stage [11].
Take the research in Meteorology for example, in the early stage (classified to the manual stage), researchers used thermometers, barometers and hygrometers to measure the temperature, air pressure and
water vapor, and write down the records. In the nineteenth century (classified as the semi-automated
stage), breakthroughs occurred in meteorology after observing the development of networks. The data
collected in local meteorological observatories are transmitted through networks and then are gathered
by different spatial scales to study the various meteorological phenomena. Since the twentieth century
(classified as the automated stage), with the adoption of radar, lasers, remote sensors and satellites into
meteorological research, collecting data in a large area is no longer a challenging problem, and special
instruments, together with the automation of computers, can automatically fulfill the measuring tasks.
At the end of the twentieth century (classified as the large-scale sensing stage), large-scale observation
experiments are performed. The experiments relied on satellites, meteorological rockets, meteorological observatories on the ground around the world, automatic meteorological stations, airplanes, ships,
buoy stations and constant level balloons. These instruments were combined to form a complete observing system to automatically measure the meteorological variables worldwide.
Dimension 2: the length of the research period. eScience has gone through an ad-hoc stage, when
research was done just for a specific problem or task, and not for other general purposes. Later, in the
short-term plan stage, researchers made plans in priori for their problems about what to do in what
time, so that a project of a short term could be kept on schedule. In the real-time stage, the research
is subject to real-time constraints, such as the experimental data being collected in real-time, wherein
the system needs to give out results in real-time. This evolution of research periods also requires the
experimental methods to be more efficient and support high technology.
Dimension 3: technology. eScience has gone through the paper and pencil stage, when no machinery was involved in our research and human work with paper and pencil was the only tool for science.
When computers appeared, eScience was able to move to the computer-assisted stage when computers
played a great role in helping with complex calculations and solving logical problems. With the scientific problems getting more complicated and traditional computers not sufficient for the computing
power required, cluster and grid computing are coming to scientists’ attention and helping them solve
many data-intensive or compute-intensive problems within a reasonable time, which is not possible on
traditional computers.
We summarize our findings in the three dimensions. Initially, scientists only dealt with specific
problems using manual methods such as doing theoretical calculations using paper and pencil in the
early days. As problems are getting more complicated, more planning is needed for the research, and
semi-automated and automated methods are also required for research during this time. Computers are
used, and when the problem scale gets larger, new technologies such as clusters and grids are applied
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for solving the problems faster. New challenges from science have risen. We have witnessed these
recent challenges, including the large-scale of scientific data (Big Data) and the requirements of realtime processing.

18.2.2 GRID-BASED eSCIENCE
Current major eScience projects are mostly hosted in the grid or high-performance computing (HPC)
cluster environments. With aggregated computational power and storage capacity, grids have been considered an ideal candidate for scientific computing for decades. There are many labs around the world
working on grid-based projects, such as GridPP in the UK, XSEDE in the US, CNGrid in China, France
Grilles in France, D-Grid in Germany and Kidney-Grid in Australia. In the following, we present some
details about the grid infrastructure in the UK, USA and China.
In the UK, particle physicists and computer scientists have been collaboratively working on the
GridPP project, aiming at providing distributed computing resources across the UK for particle physicists working on the Large Hadron Collider experiments at CERN [6]. These organizations include all
of the UK universities and institutions that are working as members of this project. At the end of 2011,
the project has contributed a large number of resources (29,000 CPUs and 25 Petabytes of storage) to
the worldwide grid infrastructure.
The Grid Infrastructure Group (GIG) along with eleven resource provider sites in the United States
have initiated an eScience grid computing project called TeraGrid. In 2007, TeraGrid provided more
than 250 Teraops of computation resources, more than 30 Petabytes of data storage resources, and over
100 databases of different disciplines for many researchers. The resources had grown to 2 Petaflops
of computing capability and over 60 Petabytes of storage in late 2009. In 2011, after the termination
of the TeraGrid project, the National Science Foundation (NSF) funded another high-performance
project named XSEDE (Extreme Science and Engineering Discovery Environment) as a follow-up to
TeraGrid.
The China National Grid (CNGrid) has quickly grown to serve more than 1,400 users, including
both research institutes and commercial companies, providing more than 380 Teraflops of computation
resources and more than 2 Petabytes of shared data storage resources. Since 2009, this project has built
three Petaflop-level supercomputers, in which Tianhe-1 was ranked the fastest supercomputer in the
top 500 supercomputers in 2010 [12].
Besides nationwide initiatives, volunteer computing projects have taken place to build grid platforms with the public donation of computing resources. For example, SETI@home [13] is such a
volunteer computing project employing the BOINC software platform to search for extra-terrestrial
signals with the spare capacity on home and office computers.
The strength of grid computing has attracted many scientific applications.
•
•
•

First, since governments are very concerned about the research on grid and frontier scientific
research, most of the grid-based projects are funded by national funding. Resourceful funding
offers good chances to boost eScience in the grid.
Second, sharing the vast computational and storage resources from grids becomes possible.
Third, the tools and software developed on the grid can benefit more research groups besides
the developers themselves. This strength can save a lot of development time for the projects
developed on the grids.
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While the grid is the dominant infrastructure for eScience, it faces a number of limitations. First, due
to the limitation of its structure, the grid is not able to provide the elasticity required by most scientific
projects which are pursuing cost efficiency. Second, it is not easy to get access to grid resources for everyone because a program getting access to grid resources needs to be authorized on the project’s behalf, and
resources would then be distributed to this project as a whole. Since grids are mostly nationwide initiatives, getting the authorization is very hard for most small-scale projects. Third, while the grid offers access to many heterogeneous resources, many applications need very specific and consistent environments.

18.2.3 CLOUD COMPUTING
According to the definition of the National Institute of Science and Technology (NIST), cloud
computing is
The delivery of computing as a service rather than a product, whereby shared resources, software,
and information are provided to computers and other devices as a utility (like the electricity grid) over
a network (typically the Internet) [14].

Cloud computing became popular in the early 2000’s. Officially launched in 2006, Amazon Web
Service (AWS) was the first utility computing platform to provide computation resources as services
to external customers. Many other cloud service providers, including Microsoft Azure, Google Cloud
Platform and Rackspace, have come into the market since then. Open-source systems and research
projects are developed to facilitate use of the cloud. For example, Eucalyptus allows deploying AWScompatible private and hybrid cloud computing environments. The OpenNebula toolkit is designed for
building private and hybrid clouds with different cloud models and flexibility from Eucalyptus.
Cloud computing shares many similarities with, and differences from grid computing. In the
year 2008, Foster et al. [15] has compared clouds and grids mainly from a technological perspective.
Compared to the grid, the cloud has better scalability and elasticity.
•
•

•

When developing applications on the grid infrastructure, it is not easy to scale up or down
according to the change of data scale. In the cloud, with the use of virtualization, clients can
scale up or down as they need and pay only for the resources they used.
Virtualization techniques also increase the computation efficiency as multiple applications can
be run on the same server, and increase application availability since virtualization allows quick
recovery from unplanned outages with no interruption in service and improves responsiveness
using automated resource provisioning, monitoring and maintenance.
The cloud has easier accessibility compared to the grid. Users can access commercial cloud
resources through a log-in and use the resources as they need them as long as they can pay with
a credit card. In this case, even small-scale scientific projects can also have the chance to use
powerful clusters or supercomputers on their computer-intensive or data-intensive projects.

Scalable data analytics for Big Data applications in the cloud has become a hot topic. Due to
the large volumes of input data, many data analytics tasks usually take a long time to finish the data
processing. However, in many Big Data applications such as weather analytics, the input data must
be analysed in a cost- and time-effective way to discover the value of the data. The easy accessibility and good scalability of the cloud make it a perfect match for serving scalable (big) data analytics
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a pplications. More and more eScience applications are beginning to shift from grid to cloud platforms
[16,17]. For example, the Berkeley Water Centre is undertaking a series of eScience projects collaborating with Microsoft [7–9]. They utilized the Windows Azure cloud to enable rapid scientific data
browsing for availability and applicability and enable environmental science via data synthesis from
multiple sources. Their BWC Data Server project is developing an advanced data synthesis server.
Computer scientists and environmental scientists are collaborating to build new tools and approaches
to benefit regional and global scale data analysis efforts [7,8].

18.3 TAXONOMY AND REVIEW OF eSCIENCE SERVICES IN THE CLOUD
There have been various cloud computing techniques for eScience. We need a taxonomy to reflect the
interplay between eScience and cloud computing. The taxonomy in this section gives a clear classification of cloud computing techniques used in eScience services from several perspectives, including
the computation infrastructure for eScience applications, the ownership of cloud infrastructures, the
eScience application types, the processing tools used for eScience applications, the storage model, the
security insurance method, service models of the cloud and the collaboration goal between different
research groups. Fig. 1 summarizes our taxonomy. Some are mainly from eScience’s perspective, and
some are mainly from cloud computing’s perspective.
Grid

Infrastructure

Grid with virtualization
Cloud

Ownership

Application

eScience in
the cloud

Private
Public
Hybrid
Federated
Life Sciences
Social Sciences and Humanities
Physical Sciences
Climate and Earth Sciences
Workflow systems
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Database
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Sharing storage
Sharing computation

FIG. 1
Taxonomy of eScience in the Cloud.

18.3 
TAXONOMY AND REVIEW OF eSCIENCE SERVICES IN THE CLOUD

437

18.3.1 INFRASTRUCTURE
The infrastructure of the cloud provides access to computing and storage resources for eScience applications in an on-demand fashion. The cloud shares some similarities with the grid while at the same
time is modified to overcome the limitations of the grid. Roughly, we can classify the infrastructure into
three kinds: the grid, the grid with virtualization (ie, a hybrid approach), and the cloud.
One characteristic of the grid is that it assigns resources to users in the unit of organizations, and
each individual organization holds full control of the resources assigned to it. However, such a coarsegrained resource assignment is not efficient. There are efforts in the grid to use virtualization to address
the deficiency issue. The nimbus scientific cloud is one such effort that provides a virtual workspace for
dynamic and secure deployment in the grid. Virtualization hides from users the underlying infrastructures which are usually heterogeneous hardware and software resources, and provides the users with
fine-grained resource management capabilities.
As for cloud infrastructures, several national cloud initiatives have also been announced to provide
on-demand resources for governmental purposes [18], such as the US Cloud Storefront [19], the UK
G-Cloud [20], and the Japanese Kasumigaseki [21] cloud initiatives. Many industry players have also
dived into the cloud business, and provide users with seemingly infinite public cloud resources. With
the popularity of the cloud, many eScience applications have been deployed in the general public cloud
infrastructures such as Amazon EC2, Windows Azure to benefit from its high performance, scalability
and easy-access [7–9,22–24].
There have been a number of studies comparing the performance of the cloud with other infrastructures. The NG-TEPHRA [24] project performed a volcanic ash dispersion simulation on both the grid
and the cloud, using the East Cluster at Monash University and the Amazon EC2 computing resources,
separately. Experiments show efficient results on both platforms, and the EC2 results have shown very
small differences in their standard deviation, indicating the consistent QoS of the cloud. Cloudbursting
[9] implemented its satellite image processing application with three different versions: an all-cloud
design on Windows Azure, a version that runs in-house on Windows HPC clusters, and a hybrid cloudbursting version that utilizes both in-house and cloud resources. The hybrid version achieves the best of
the previous two versions, namely the development environment of a local machine and the scalability
of the cloud. Their experimental results showed that the application is benefiting from the hybrid design, both on execution time and cost.
From the existing studies, we find that the performance comparison between the cloud and HPC is
application dependent. Due to the scheduling and communication overhead, the applications involving
large and frequent data transfers over multiple computation nodes usually perform worse on the cloud
than on HPC clusters which are equipped with a high-bandwidth network. In contrast, the advantage
of the cloud is its high scalability. Users can easily and quickly scale up and down their applications
as needed, without wasting too much money. Applications such as Cloudbursting [9] can benefit from
this characteristic of the cloud.

18.3.2 OWNERSHIP
The ownership of cloud infrastructures can be classified as the following types: private, public, hybrid
and federated. They have different levels of security and ownership scope.
Private clouds are infrastructures operated only by a single organization for internal use. The security level of private clouds is the highest among the four types. eScience applications which have high
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security requirements or possess highly sensitive data can be deployed on private clouds. OpenNebula
is the first open-source software supporting private-cloud deployment and is widely used by industry
and research users [25].
On the contrary, public clouds are more open, with their application, storage and other resources
available to the public on the pay-as-you-go basis.
A federated cloud, also known as a community cloud, is a logical combination of two or more
clouds from private, public, or even federated clouds. In this combination, two or more clouds often
have similar goals in security, compliance and jurisdiction. Many countries have built federated clouds
to support the research and education purposes of their own countries. The EGI Federated Cloud Task
Force [26] is a federation of academic private clouds to provide services for the scientific community.
It has been used by a wide areas of eScience applications, including Gaia (a global space astrometry
mission [27]) and the Catania Science Gateway Framework (CSGF) [28].
A hybrid cloud utilizes cloud resources from both private and public clouds. The benefit of hybrid
clouds is off-loading. While the workload is bursting and the private cloud can no longer support users' requirements, users can then request resources from the public cloud to sustain performance and
scalability.

18.3.3 APPLICATION
Cloud computing techniques have been applied to various eScience applications. We have surveyed a
lot of eScience papers and summarized them in the following four categories based on their areas of
expertise: Life sciences [4,29], Physical sciences [30,31], Climate and Earth sciences [7,23] as well as
Social sciences and Humanities [32,33].
We note that those application categories can overlap with each other. There is no absolute boundary between categories. Still, different categories have their own requirements on the cloud. The first
three categories, ie, life sciences, physical sciences and climate and earth sciences, are focusing more
on extending their works to large-scale datasets and thus require the cloud platform to deal with largescale data analysis efficiently. The fourth category, ie, social science and humanities, is focusing more
on collaboration, and thus requires the cloud platform to be easy for sharing.
Another observation is that the development of eScience projects is ad-hoc. Some applications are
developed on Amazon EC2 cloud [34], some on Windows Azure [9] while some others on both cloud
platforms to verify their design [35].
However, it is not clearly explained why certain cloud platforms should be chosen over others
in those projects. For example, MFA [34] is a Life Science project developed with the cloud services provided by Amazon. Its aim is to investigate whether utilizing the MapReduce framework
is beneficial for performing simulation tasks in the area of Systems Biology. The experiments on a
64-node Amazon MapReduce cluster and a single-node implementation have shown up to a 14times
performance gain, with a total cost of on-demand resources of $11. MODIS-Azure [7] is a Climate
and Earth science application deployed on Windows Azure to process large-scale satellite data. The
system is implemented with the Azure blob storage for data repositories and Azure queue services
for task scheduling. However, neither of the two projects has technically explained their choice
of cloud platforms. To compare the performance on different cloud platforms, a Physical science
project, Inversion [35], was deployed on both Amazon EC2 and Windows Azure with symmetry
structures.
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All these examples indicate that it can be a challenging problem to choose cloud platforms for
eScience applications. Due to the current ad-hoc implementation in specific cloud providers, the lessons learned during the implementation of one project may not be applicable to other projects or other
cloud providers.

18.3.4 PROCESSING TOOLS
From the perspective of processing tools, we have witnessed the deployment of classic workflow systems in the cloud, new cloud-oriented programming models such as MapReduce and DryadLINQ, and
hybrids of such newly proposed tools and models.
Scientific workflows have been proposed and developed to assist scientists in tracking the evolution
of their data and results. Many scientific applications use workflow systems to enable the composition and execution of complex analysis on distributed resources [36]. ‘Montage’ is the example of a
widely-used workflow for making large-scale, science-grade images for astronomical research [31].
Workflow management systems (WMSes) such as Pegasus [37] and Kepler [38] are developed to manage and schedule the execution of scientific workflows. WMSes rely on tools such as Directed Acyclic
Graph Manager (DAGMan) [39] and Condor [40] to manage the resource acquisition from the cloud
and schedule the tasks of scientific workflows to cloud resources for execution. The application owners
have to separately deploy and configure all the required software such as Pegasus and Condor on the
cloud platforms to make their applications run. Such re-implementation and redesign work requires effort from the application owners and should be avoided. Recently, container techniques, such as Docker
[41], have been emerging to address this issue.
Emerging cloud-oriented programming models hold great promise for the development of cloud
computing. MapReduce is a framework proposed by Google in 2004 [42] for processing highly distributable problems using a large number of computers. This makes this framework especially suitable
for eScience application users who may not be experts in parallel programming. We have observed
the emergence of eScience applications adopting MapReduce framework for data-intensive scientific
analyses [3].
Due to the large data size of many eScience applications, new data processing models, such as insitu [43] and in-transit processing [44], have been proposed to reduce the overhead of data processing.
An eScience workflow typically includes two parts, namely the simulation part which simulates the
scientific applications to generate raw data and the analysis part which analyses the raw data to generate findings. The in-situ processing model co-locates the simulation and analysis parts on the same machine to eliminate data movement cost, while in the in-transit processing model, the simulation output
data are staged to the analysis node directly through interconnect to avoid touching the storage system.

18.3.5 STORAGE
Data is centric to eScience applications. With the development of science, the hypothesis to data has
evolved from the empirical description stage, theoretical modelling stage, and computational simulation stage to the fourth paradigm today, the data-intensive scientific discovery stage. Due to the vast
data size, knowledge on the storage format of scientific data in the cloud is very important. Facing the
massive data sets, there are two major ways for data storage: data can be stored as files in file systems
or in databases.
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Many distributed file systems have been proposed to provide efficient and reliable access to largescale data using clusters of commodity hardware [45,46]. For example, distributed and reliable file
systems such as the Hadoop Distributed File System (HDFS) are the primary storage system used
by Hadoop applications which utilize the MapReduce model for large dataset processing. OpenStack
Swift [47] is a distributed storage system for large-scale unstructured data. It currently serves the largest object storage clouds, such as Rackspace Cloud Files and IBM Softlayer Cloud. To efficiently organize and store the massive scientific datasets, scientific data formats such as NetCDF [48] and HDF5
[49] have been widely used to achieve high I/O bandwidth from parallel file systems. The scalable and
highly efficient distributed file system models together with the scientific data formats provide a promising data storage approach for data-intensive eScience applications.
Databases for eScience have been emerging for a number of advantages in query processing capability, relatively mature techniques, and data integrity. HBase, a Hadoop project modelled on Bigtable,
has been applied to many eScience applications such as bioinformatics domains [50]. Some arraybased databases such as SciDB [51] have also been proposed to satisfy the special requirements of
array-based eScience applications. SciDB is a scientific database system built from the ground up that
has been applied to many scientific application areas, including astronomy, earth remote sensing and
environmental studies [52].
Although the data size of most eScience applications is enormous, we have observed that many of
the eScience data are statically stored. For example, the SciHmm [53] project is making optimizations
on time and money for the phylogenetic analysis problem. The data involved in this application are genetic data, which do not require frequent updates and can be viewed as statically stored. Similarly, the
bioinformatics data in the CloudBLAST [4] project and the astronomy data in the Montage Example
[30], although they may be updated from time to time, are seldom modified once obtained. Existing
blob-based or distributed storage like Amazon S3 can be an ideal storage system for eScience.

18.3.6 SECURITY
Security is a big issue in regard to eScience applications, especially for those with sensitive data. On
one hand, scientists need to make sure that the sensitive data is secured from malicious attacks. On the
other hand, they also need to share data between scientific groups (possibly from different nations)
working on the same project. Thus, how to find a balance point between the two aims is a challenging
problem. Currently, the security level in the cloud is relatively immature compared to the grid computing platform. One common way to make sure of security in the cloud is through logging in. Many
eScience applications deployed on the cloud have designed their own way of authentication and authorization to further ensure security. Such as in [54], the Group Authorization Manager is used to grant
access permission based on a user-defined access control policy. The emerging Open authorization
(OAuth2.0) protocol is used to support authorization for users to share datasets or computing resources.
In [55], the Gold security infrastructure is utilized to deal with the authentication and authorization of
users to keep sensitive data secure. Data owners could specify their security preferences for the security
infrastructure to control role- and task-based access.
Unlike in grid computing, where the authentication and authorization mechanisms are mainly based
on the public key infrastructure (PKI) protocol [56], many cloud vendors support multiple security protocols such as OAuth2.0. The eScience gateway is a commonly adopted approach to reinforce security
mechanisms.
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18.3.7 SERVICE MODELS
There are different levels of computing services offered by the cloud (ie, IaaS, IaaS with tools, PaaS
and SaaS). The IaaS model is the most basic cloud service model, where cloud providers only offer
physical infrastructures such as virtual machines and raw storage to users. Amazon EC2 is such an
example [23,24,57]. To enable the execution of scientific applications in IaaS clouds, a number of
domain-specific supporting software and tools need to be installed. In order to save scientists' effort of
installation, platforms providing IaaS level services but with additional tools and software, have been
proposed. Nimbus [31] and Eucalyptus are examples of this kind. In the PaaS model, cloud providers
offer a computing platform typically equipped with operating system, programming language execution environments and databases. Users of the PaaS cloud can simply develop their applications on the
platform without the effort and cost of buying and managing the underlying hardware and software
layers. Typical examples of this type include Windows Azure, and Google’s App Engine. In the SaaS
model, cloud providers provide a computing platform installed with application software. Cloud providers are in charge of the software maintenance and support. One example is Altair SaaS [58], which
provides high-performance computing (HPC) workload management and scheduling services for applications such as scientific simulations.
Due to the pay-as-you-go pricing feature of cloud services, monetary cost is an important consideration of eScience in the cloud. MFA [34] reported a 14-times speedup for their metabolic flux analysis on Amazon cloud with an $11 cost, which includes the EC2 cost, EMR cost and S3 storage cost.
SciHmm [53] aims to reduce the monetary cost for scientists via deciding the most adequate scientific
analysis method for the scientists a priori. It reported the cost for the parallel execution of SciHmm on
the Amazon EC2 cloud and showed that it is acceptable for most scientists (US $47.79). Due to the
large scale of data and long-running jobs, eScience applications have to carefully manage the cloud resources used to optimize their monetary cost. However, this resource management problem is not trivial
and requires both domain expertise and knowledge on cloud computing. A lot of ongoing studies have
concentrated on the monetary cost optimizations for scientific workflows [30,59–62]. In Section 18.4,
we present our experiences on cloud resource provisioning problems to optimize the monetary cost and
performance of eScience in the cloud.

18.3.8 COLLABORATION
Another important usage of the cloud for eScience applications is collaboration. Collaboration between
the groups includes two different focuses: sharing storage and/or sharing computation. Sharing storage
is the sharing mechanism of scientific data and analysis results between different research groups working on the same project. Sharing computation is to share the idle computing resources of one group to
the others such that the resource utilization rate of all the collaborating groups can be highly improved.
Collaboration between these groups is very important to the success of the projects. With the development of the Internet and the popularity of social networks, some previous studies have leveraged
cloud computing techniques and social network APIs to provide a collaboration platform for eScience
researchers [63,64].
The Life science project CloudDRN [65] moves medical research data to the cloud to enable secure collaboration and sharing of distributed data sets. It relies on authentication and authorization
to ensure security. Also, many applications in Social Science and Humanities have shown increasing
collaboration. The SoCC [63] project leverages social network platform for the sharing of resources
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in scientific communities. They provide a PaaS social cloud framework for users to share resources
and support creating virtual organizations and virtual clusters for collaborating users. The SCC [64]
project is also leveraging social network and cloud computing to enable data sharing between social
network users.

18.4 RESOURCE PROVISIONING FOR eSCIENCE WORKFLOWS IN CLOUDS
From our survey on existing scientific applications, we find that resource provisioning is an important
problem for scientific applications in the cloud. In this section, we present our existing studies on this
direction. We can easily classify the resource provisioning problems using our taxonomy. We study the
problems in public IaaS clouds for scientific workflows. Workflows in physical sciences (eg, Montage
and Ligo) and biological sciences (eg, Epigenomics) are studied. The Pegasus workflow management
system is used to run the scientific workflows in the cloud. Distributed file systems are used to store
the large-scale scientific data and workflow tasks that share cloud computation resources for monetary
cost optimization.

18.4.1 MOTIVATION
Scientists often use scientific workflows to analyse and understand scientific data. Scientific workflows involve complex computational processes, often requiring accessing a large amount of data.
Montage workflow [66] is an example in astronomical study for generating sky mosaics in the scale
of hundreds of GBs. CyberShake [67] is a data-intensive workflow for characterizing earthquake hazards. CyberShake workflows are composed of more than 800,000 tasks and have input data larger than
200TBs. Another example is the Epigenomics workflow [67], which is a biological application that
studies the set of epigenetic modifications on human cells. All these example workflows involve managing and processing very large data sets, such as the sky image data and human genetic data.
Due to the pay-as-you-go characteristic of the cloud, many real-world scientific workflows are currently deployed and executed in IaaS clouds [68]. Although the scalability and elasticity of the cloud
have brought great opportunities for the workflows, many research problems also arise. Resource provisioning is one important problem for the monetary cost and performance optimizations of scientific
workflows in IaaS clouds. Since cloud providers usually offer multiple instance types with different
prices and computational capabilities, we need to carefully decide the types of instances that each task of
a workflow executes on to optimize the performance and monetary cost. However, making the resource
provisioning decisions is non-trivial, involving the complexities from cloud, workflows, and users.
The resource provisioning for workflows in IaaS clouds is a complex problem, from the following
three aspects.
Diverse cloud offerings. The IaaS clouds usually offer a large number of instance types. For example, Amazon EC2 provides more than 20 types of instances (only counting the latest generation) for the
users [69]. Different types of instances usually have diversified capabilities and prices. For example,
Amazon EC2 offers storage optimized instances to provide very high random I/O performance for
I/O-intensive applications. If we consider multiple clouds, the situation is even worse since the cloud
providers usually adopt different cloud offerings. For example, Amazon EC2 adopts an hourly pricing
scheme, while Google Compute Engine charges users by the minute.
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Normalized execution time

The dynamics in cloud performance and prices make the problem even more complex. Most existing resource provisioning approaches for scientific workflows in IaaS clouds [61,70,71] assume that
the execution time of each task in the workflow is static on a given VM type. However, this assumption
does not hold in the cloud. The cloud environment is, by design, a shared infrastructure. The performance of cloud resources, such as I/O and network, is dynamic due to interferences between users [72].
We have observed remarkable dynamics in the I/O and network performances from Amazon EC2 [73].
Fig. 2 shows the quantiles of the normalized execution time of the Montage workflows in different
scales running on Amazon EC2 for 100 times each. The execution time of the three workflows varies
significantly. The variances are mainly from the interferences from disk and network I/O. In fact, scientific workflows may process input data of a large size. Due to the significant performance variance of
scientific workflows in IaaS clouds, the deterministic notions of performance/cost constraints are not
suitable, and a more rigorous notion is required.
On the other hand, the cloud is an economic market, and has dynamic prices [74]. Amazon EC2 offers
spot instances, whose prices are determined by market demand and supply. Most existing optimization
approaches for scientific workflows in IaaS clouds [61,75] adopt static notions of performance and cost,
which are not suitable for performance and cost optimizations in the dynamic cloud environment. Effective
optimization techniques and more rigorous QoS notions are needed to capture the cloud dynamics.
Complex workflow structures and characteristics. Workflows can have very different and complex
structures. For example, Fig. 3 shows the DAG structure of Ligo, Montage and Epigenomics workflows.
We can easily observe from the figure that the structure of Montage is the most complicated in the
three workflows while Ligo and Epigenomics workflows have higher parallelism compared to Montage.
Within a single workflow, the characteristics of tasks also vary. For example, in the Montage workflow,
some tasks are computation-intensive (ie, most of the task execution time is spent on CPU computations)
and some are I/O-intensive (ie, most of the task execution time is spent on I/O operations). There are also
different application scenarios of workflows. For example, the workflows can be continuously submitted to the cloud and the optimizations are made for each workflow individually [75,76]. Users can also
group the workflows with similar structures but different input parameters as an ensemble, and submit
QoS and optimization requirements for the entire ensemble. We need an effective system that is capable
of simplifying the optimizations of different kinds of tasks and workflows. We should also consider how
to make use of the different workflow structures for cost and performance optimizations.
2
1.5
1
0.5
0

Montage-1

Montage-4

Montage-8

FIG. 2
Execution time variances of running Montage workflows on Amazon EC2.
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FIG. 3
Workflow structure of Ligo, Montage and Epigenomics.

Various user requirements. Scientists submit their workflow applications to the IaaS clouds usually
with some predefined optimization objectives and QoS requirements. For example, one may desire
to finish a workflow execution with a minimum monetary cost before a predefined deadline while
another one may desire to execute a workflow as fast as possible with a given budget. Users may also
define skyline optimization objectives, eg, minimizing both the monetary cost and the execution time of
workflows. The users’ requirements are also evolving. For example, a user may want to minimize the
execution time of a workflow on a cloud C1 with a predefined budget. In the other scenario, she may
consider running the workflow on multiple clouds other than C1. At this point, the optimal solution
depends on the offerings of the multiple clouds and the network performance across clouds. Existing
optimization algorithms are specifically designed for certain optimization problems and are usually not
extensible or flexible to various evolving user requirements. Different resource provisioning schemes
result in significant monetary cost and performance variations. Fig. 4 shows the normalized average
cost of running the Montage workflow with deadline constraint using different instance configurations

Normalized average cost
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FIG. 4
Average cost of running Montage workflows under different instance configurations on Amazon EC2.
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on Amazon EC2. We consider seven scenarios: the workflow is executed on a single instance type
only (m1.small, m1.medium, m1.large and m1.xlarge), on randomly chosen instance types, and using
the instance configurations decided by Autoscaling [75] and by a optimization engine proposed in this
chapter (denoted as Deco). Although the configurations m1.small and m1.medium obtain low average
cost, they cannot satisfy the performance constraint of the workflow. Among the configurations satisfying the deadline constraint, Deco achieves the lowest monetary cost. The cost of Deco is only 40% of
the cost of the most expensive configuration (ie, m1.xlarge).

18.4.2 OUR SOLUTION
To address these challenges, we design a flexible and effective optimization system to simplify the optimization of monetary cost and performance for scientific workflows in IaaS clouds. Fig. 5 shows our
overall design. Specifically, we propose a probabilistic scheduling system called Dyna [73] to minimize
the cost of workflows while satisfying the probabilistic performance guarantees of individual workflows
predefined by the user. We also abstract the common monetary cost and performance optimizations of
workflows as transformation operations, and propose a transformation-based optimization framework
named ToF [59] for the monetary cost and performance optimizations of workflows. Finally, we propose a declarative optimization engine named Deco [77], which can automatically generate resource
provisioning plans for various workflow optimization problems, considering the cloud performance
dynamics. We introduce the details of the three projects in the following subsections.

Effective monetary cost optimizations for workflows in IaaS clouds
Cloud dynamics, including the price and performance dynamics, can greatly affect the resource provisioning result of workflows in IaaS clouds. In this project, we consider a typical scenario of providing
software-as-a-service for workflows in the IaaS clouds. We denote this model as workflow-as-a-service
(WaaS). We propose a dynamics-aware optimization framework called Dyna, to improve the effectiveness of monetary cost optimizations for WaaS providers. Compared with existing scheduling a lgorithms

Problem specification layer

Wlog programs

Deco

Optimization layer

Transformationbased Optimizer

ToF

Workflow G
Execution layer

FIG. 5
Overall Design.
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or systems [75], Dyna is specifically designed to capture the cloud performance and price dynamics.
The main components of Dyna are illustrated in Fig. 6.
When a user has specified the probabilistic deadline requirement for a workflow, WaaS providers
schedule the workflow by choosing the cost-effective instance types for each task in the workflow. The
overall functionality of the Dyna optimizations is to determine the suitable instance configuration for
each task of a workflow so that the monetary cost is minimized while the probabilistic performance
requirement is satisfied. We formulate the optimization process as a search problem, and develop a
two-step approach to find the solution efficiently. The instance configurations of the two steps are illustrated in Fig. 6. We first adopt an A*-based instance configuration approach to select the on-demand
instance type for each task of the workflow, in order to minimize the monetary cost while satisfying the
probabilistic deadline guarantee. Second, starting from the on-demand instance configuration, we adopt
the hybrid instance configuration refinement to consider using a hybrid of both on-demand and spot
instances for executing tasks in order to further reduce costs. After the two optimization steps, the tasks
of the workflow are scheduled to execute on the cloud according to their hybrid instance configuration.
At runtime, we maintain a pool of spot instances and on-demand instances, organized in lists according
to different instance types. Instance acquisition/release operations are performed in an auto-scaling manner. For the instances that do not have any tasks and are approaching multiples of full instance hours,
we release them and remove them from the pool. We schedule tasks to instances in the earliest-deadlinefirst manner. When a task with the deadline residual of ‘zero’ requests an instance and the task is not
consolidated to an existing instance in the pool, we acquire a new instance from the cloud provider, and
add it into the pool. In our experiment, for example, Amazon EC2 poses the capacity limitation of 200
instances. If this cap is met, we cannot acquire new instances until some instances are released.
The reason that we divide the search process into two steps is to reduce the solution space. For
example, consider searching the instance configuration for a single task, where there are n on-demand
types and m spot instance types. If we consider spot and on-demand instances together, the number of
ænö æmö

configurations to be searched is ç ÷ ´ ç ÷ while in our divide-and-conquer approach, the c omplexity
è1ø è 1 ø
ænö æmö
is reduced to ç ÷ + ç ÷ . In each search step, we design efficient techniques to further improve the
è1ø è 1 ø
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o ptimization effectiveness and efficiency. In the first step, we only consider on-demand instances and
utilize the pruning capability of the A⋆ search to improve the optimization efficiency. In the second
step, we consider the hybrid of spot and on-demand instances as the refinement of the instance configuration obtained from the first step. We give the following example to illustrate the feasibility of the
two-step optimization.
EXAMPLE 1
Consider the instance configuration for a single task. In the A*-based instance configuration step,
the on-demand instance configuration found for the task is ( 0, 0.1, False ) . In the refinement step,
the on-demand instance configuration is refined to ( 0,0.01,Ture ) , ( 0, 0.1, False ) . Assume the expected execution time of the task on type 0 instance is 1 hour and the spot price is lower than $0.01
(equals to $0.006) for 50% of the time. The expected monetary cost of executing the task under the
on-demand instance configuration is $0.1 and under the hybrid instance configuration is only $0.053
( $0.006 ´ 50% + $0.1 ´ 50% ). Thus, it is feasible to reduce the expected monetary cost by instance configuration refinement in the second step.
Evaluation results. We compare Dyna with the state-of-the-art algorithm [75] (denoted as Static) on
three different workflow applications shown in Fig. 3 and find that Dyna saves monetary costs over Static
by 15{73% when the probabilistic deadline requirement is 96%. Although the average execution time
of Dyna is longer than Static, it can guarantee the probabilistic deadline requirements under all settings.

Transformation-based optimizations for workflows in IaaS clouds
Due to the diversified cloud offerings and complex workflow structures and characteristics, resource
provisioning for scientific workflows in IaaS clouds is a complicated optimization problem. To address
the complexity issues, we propose a transformation-based optimization framework called ToF to simplify workflow optimizations effectively. In ToF, we abstract the common operations in the monetary
cost and performance optimizations of scientific workflows as transformations and design a cost model
to guide the selection of transformations effectively.
We have developed six basic transformation operations, namely Merge, Split, Promote, Demote,
Move and Co-scheduling. These basic transformations are simple and lightweight. Moreover, they can
capture the current cloud features considered in this chapter. They are the most common operations and
widely applicable to workflow structures. For example, the operations of all the comparison algorithms
used in the experiments can be represented using those transformations. However, we do not claim
they form a complete set. Users can extend more transformation operations into the transformation set.
Adding a transformation operation requires the modifications, including adding the cost model, and
transformation implementation on the instance DAG.
Based on their capabilities in reducing monetary costs, we categorize the transformation operations into
two kinds, namely main schemes and auxiliary schemes. A main scheme can reduce the monetary cost while
an auxiliary scheme simply transforms the workflows so that the transformed workflow is suitable for main
schemes to reduce costs. By definition, Merge and Demote are main schemes, and the other four operations
are auxiliary schemes. Table 2 summarizes the definition and categorization for the six operations.
Some examples of transformation are illustrated in Fig. 7. We illustrate the transformation operations with an instance-time chart, where the x axis represents time and y axis represents the instance.
An instance-time chart is similar to a Gantt chart, with the box width as the execution time and with
dependencies between boxes. The height of the boxes stand for prices of instances. During the transformation, we maintain the structural dependency among tasks even after transformations.
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Table 2 Details of the Six Transformation Operations. The Formulation Vi(t0, t1)Stands for an
Instance of Type i and the Task on this Instance Starts at t0 While Ends at t1.
Name

Category

Description

Formulation

Merge

Main

M (Vi ( t0 ,t1 ) ,Vi ( t2 ,t3 ) ) ® Vi ( t0 ,t3 )

Demote

Main

Move

Auxiliary

Promote

Auxiliary

Split

Auxiliary

Co-scheduling

Auxiliary

Merge multiple tasks to
the same instance to fully
utilize partial hours.
Assign a task to a cheaper
instance type.
Delay a task to execute
later.
Assign a task to a better
instance type.
Stop a running task at
some checkpoint and
restart it later.
Assign two or more tasks
to the same instance for
execution.

A1

Move

V (Vi ( t0 ,t1 ) ) ® Vi ( t2 ,t3 ) , where t3 = t2 + ( t1 - t0 )
P (Vi ( t0 ,t1 ) ) ® V j ( t2 ,t3 ) , where i < j
S (Vi ( t0 ,t1 ) ) ® Vi1 ( t0 ,t2 ) ,Vi 2 ( t3 ,t4 )
C (Vi ( t0 ,t1 ) ,Vi ( t2 ,t3 ) ) ® Vi ( min ( t0 ,t2 ) ,max ( t1 ,t3 ) )

DeadlineA

DeadlineA

Merge

Demote

D (Vi ( t0 ,t1 ) ) ® V j ( t2 ,t3 ) , where i > j

A1

A1 A2

A2

A2

DeadlineA
A3

A3

DeadlineB

B1
A1

DeadlineA
A2

A1

A2

A3

DeadlineB
A1

A2

A3

DeadlineA

Promote

A1

Split

A2

B1

A3

A1

A3
A1

A2

A3

DeadlineB DeadlineA

DeadlineA

DeadlineB DeadlineA
A11

A1

Co-scheduling

A2
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FIG. 7
Use cases of the six transformation operations shown in the instance-time chart.
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We develop simple yet effective cost models to estimate the cost and the time changes for applying
one transformation operation on the instance DAG. Since an auxiliary scheme does not directly reduce
the cost, we estimate the potential cost saving of the main schemes after applying the auxiliary scheme.
As for the time estimation, the changes of execution time need to be propagated to all the tasks with
dependencies on the vertices affected by the transformation operation. This article estimates the worst
case for the change of execution time, since worst-case analysis usually can have simplified estimation
processes. For details on cost models, readers can refer to the paper [73].
In one optimization iteration, we first estimate the (potential) cost reduction of each operation
which satisfies the deadline constraint, using the cost models. Second, we select and perform the operation with the most cost reduction. All selected transformations form the optimization sequence.
Fig. 8 shows an example of a simple structured workflow with three tasks. The deadline of the
workflow is 120 minutes and the execution time of Tasks 0, 1 and 2 on the assigned instance types are
30, 30 and 40 minutes respectively. In the first iteration, we first check the operations in main schemes
and find that no one can reduce cost. We then check the operations in auxiliary schemes and select the
Move operation to perform as it can introduce the most cost reduction. In the next iteration, Merge
from the main schemes is selected and performed, after which no operation can further reduce the cost
of the workflow. After applying the Move and Merge operations, the charging hours of executing this
workflow is reduced from three to two.
Evaluation results. We demonstrated the accuracy of our cost model estimation and compared ToF
with the state-of-the-art algorithm [75] on the Montage and Ligo workflows. ToF outperforms the
state-of-the-art algorithm by 30% for monetary cost optimization, and by 21% for the execution time
optimization. Please refer to our previous work [59] for experimental details.

A declarative optimization engine for workflows in IaaS clouds
WMSes [78–80] are often used by scientists to execute and manage scientific workflows. Those workflow management systems often have dependent software tools such as Condor and DAGMan [39],
and require specific skills to implement the specific optimization algorithms in the cloud. All those
software packages are interplayed with the resource provisioning problem in the cloud. It is desirable to
abstract these complexities from users and shorten the development cycle. In this chapter, we develop
a declarative resource provisioning engine named Deco and integrate it into a popular WMS named
Pegasus for executing scientific workflows in IaaS clouds. Fig. 9 presents a system overview of Deco
and its integration in the Pegasus WMS.
In order to schedule the workflows in the cloud, users can alternatively choose from several traditional schedulers provided by Pegasus and our proposed Deco. For example, Pegasus provides a
Random scheduler by default, which randomly selects the instance to execute for each task in the

FIG. 8
Example of applying transformation operations on a three node structured workflow.
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FIG. 9
System overview of Deco with integration in Pegasus.

 orkflow. With Deco, we model the resource provisioning problem as a constrained optimization probw
lem. Users can specify various optimization goals and constraints with WLog programs. WLog is a
declarative language extended from ProLog, with special extensions for scientific workflows and the
dynamic clouds. Table 3 gives several examples of such extensions and explains their functionality.
Deco allows users to use probabilistic notions to specify their optimization requirements in the
dynamic clouds. We model the dynamic cloud performance with probabilistic distributions, which is
transparent to users. Deco automatically translates a WLog program submitted by users to a probabilistic intermediate representation (IR) and interprets it using the WLog interpreter. We traverse the
solution space to find a good solution for the optimization problem. For each searched solution, we
evaluate it with the probabilistic IR, which requires a lot of computation [81]. To effectively and efficiently search for a good solution in a reasonable time, we implement a GPU-accelerated parallel
solver to leverage the massive parallelism of the GPU. After the optimization process, Deco returns the
found resource provisioning plan (indicating the selected execution site for each task in the workflow)
to Pegasus for generating the executable workflow.
Evaluation results. We use Deco to solve three different workflow optimization problems.
Specifically, we formulate a workflow scheduling problem (single workflow and single cloud), a workflow ensemble optimization problem (multiple workflows and single cloud) and a workflow m
 igration
Table 3 Workflow and Cloud Specific Built-in Functions and Keywords in WLog.
Function/Keyword

Remark

goal
cons
var

Optimization goal defined by the user.
Problem constraint defined by the user.
Problem variable to be optimized.
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problem (multiple workflow and multiple clouds). These use cases have covered a large part of resource provisioning problems for scientific workflows. Our experimental results show that Deco is able
to obtain better optimization results than heuristic based methods in all use cases. Specifically, Deco
can achieve more effective performance/cost optimizations than the state-of-the-art approaches, with
the monetary cost reduction by 30-50%. The optimization overhead of Deco takes 4.3-63.17 ms per
task for a workflow with 20–1000 tasks.

18.5 OPEN PROBLEMS
Previous sections have reviewed the status and the observations in building eScience applications and
systems in the cloud. Despite the fruitful results along this research direction, we clearly see that there
are still many open problems to be addressed in order to fully unleash the power of cloud computing for
eScience. We present the open problems for developing the next-generation eScience applications and
systems in the cloud. Those open problems are rooted at the interplay between eScience requirements
and cloud computing features.
Data Lock-In: There is no standardization between different cloud platforms, such as different
clouds used for different data storage formats. For example, data stored in Amazon S3 cannot be easily
used by the jobs running on the Windows Azure platform due to different APIs, data storage techniques
such as encryption techniques and security protocols. On the other hand, due to the fact that eScience
projects usually involve a large amount of data for scientific research, such as the genome sequence data
and seismographic data, data transfer costs between different cloud platforms is substantial. It requires
further research on reducing the network data transfer in terms of both performance and monetary cost.
Performance Unpredictability: Some eScience applications have rather rigid performance requirements. Performance unpredictability is a critical problem for running those applications in the cloud,
due to the interference among concurrent applications running in the same cloud. This problem is
particularly severe for disk I/O and network traffic, especially for data-intensive eScience applications.
The other factor of performance unpredictability is VM failures or unreliability. In [8], the authors issued a total of 10,032 VM unique instance start events on the Windows Azure cloud and only 8,568 instances started once during their lifetimes while the others had encountered various unknown problems
during their run and were restarted by the Azure infrastructure many times.
Data Confidentiality and Auditability: Current commercial clouds are essentially open to the public
and are consequently exposing themselves to more attacks. For eScience applications, the data involved
could be relevant to the homeland security of a country, such as the geographical data of the country,
or even the security of human beings, such as the human genome data. So protecting this sensitive data
from unauthorized or even malicious access is an important ongoing research topic.
Lacking of eScience Common System Infrastructure: As we discussed in the previous section, the efforts of implementing eScience projects on the cloud are quite ad-hoc. For example, the Montage workflow, an astronomy toolkit, is commonly used to discuss the pros and cons of using cloud computing
for scientific applications [30,31] and such physical science systems built in the cloud are specifically
designed to better fit the cloud for scientific workflow applications. Thus, such developmental experiences may not be useful to scientific applications in other areas. In order to save the development cycle
and better exploit the experiences of current systems, we need a holistic platform which various research fields can build their systems on that offers opportunities for application-specific optimizations.
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Resource Management on Future Clouds: With the presence of new cloud service models and new
technologies, the resource management problem is becoming more important and complex for future
clouds. The high-speed Internet connection makes hybrid cloud resources available as if they are physically located close to the users. However, to enable such cost-efficient and low-latency services to users, we need to design a fine-grained and extensive resource management system providing different
ways of measuring and allocating resources. As the cloud gets popular, cloud autonomics is on its way.
As a result, automated resource management systems are also required to ease the users from tedious
system configurations, monitoring and management.

18.6 SUMMARY
Scientific computing is an emerging and promising application in the Big Data era. Recently, we have
witnessed many scientific applications that have been developed and executed on the cloud infrastructure,
due to its elasticity and scalability. In this chapter, we developed a taxonomy and conducted a review of
the current status of eScience applications in the cloud. Due to the pay-as-you-go pricing feature of the
cloud, we find that resource provisioning is an important problem for scientific applications in the cloud.
We presented our experiences on improving the effectiveness of monetary cost and performance optimizations for scientific workflows in IaaS clouds. Finally, we proposed the open problems in this area and call
for more support from the cloud community and more investment and efforts from other communities.
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